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Preface

The idea for this book began with an essay I wrote a few years ago
called “I've Got Nothing to Hide” and Other Misunderstandings of
Privacy. After I posted it online, I was stunned by the attention it re-
ceived across the Internet and in the media. I realized that there was
a lot of interest in the debate between privacy and national security
and that the same group of arguments came up again and again. [ also
realized that there were many misimpressions about the law.

Increasingly, I've found it frustrating when I hear certain ar-
guments in favor of heightened security that have become quite prev-
alent. I believe they have skewed the balance between privacy and
security too much to the security side. One of my goals in this book is
to respond to some of these arguments.

[ have written this book for a general audience, avoiding legal
jargon and wonky policy analysis. I've presented more detailed policy
proposals in my law review articles, but for this book, I focus on the
general arguments and principles rather than technical minutiae. Of
course, the details are important, but even more important are the
basic concepts and themes of the debate. I hope that this book will
put to rest certain arguments so that the debate can move ahead in
more fruitful ways.

Although I have focused primarily on American law, the ar-
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guments and ideas in the debate are universal. Despite a few differ-
ences, the law in many countries operates similarly to American law, and
it often uses the same techniques to regulate government information
gathering. The arguments and policy recommendations I propose in
this book are meant to be relevant not just in the United States but
also in other nations whose lawmakers are struggling with these im-
portant issues.

Some of the material for this book was adapted from a few of
my law review articles. These articles are much more extensive than
their adaptations in this book, and they are often very different in form
and argument. I have not fully incorporated these articles here, so
they remain independent works. I recommend that you check them
out if you want a more technical treatment of some of the issues in
this book: Fourth Amendment Pragmatism, 51 BosToN COLLEGE Law
Review (forthcoming); Data Mining and the Security-Liberty De-
bate, 74 UNIVERSITY OF CHICAGO Law REVIEW 343 (2008); “I've Got
Nothing to Hide” and Other Misunderstandings of Privacy, 44 SAN
Dieco Law Review 745 (2007); The First Amendment as Criminal
Procedure, 84 NEw YORK UNIVERSITY LAW REviEw 112 (2007); Fourth
Amendment Codification and Professor Kerr’s Misguided Call for Judi-
cial Deference, 74 ForbHAM Law ReviEw 747 (2005); Melville’s Billy
Budd and Security in Times of Crisis, 26 CARDOZO Law REVIEW 2443
(2005); Reconstructing Electronic Surveillance Law, 72 GEORGE WASH-
INGTON Law ReviEw 1264 (2004). My thinking has evolved since the
publication of many of these articles, so this book represents my most
current view of the issues. Moreover, writing this book forced me to
think more broadly about the topic of privacy versus security, and
there are many issues I address here that I haven’t addressed before.

Many people helped me greatly with this project. My wife,
Pamela, provided constant support and encouragement as well as su-
perb suggestions on the manuscript. Many others have made im-

mensely helpful comments on this book: Danielle Citron, Tommy

viii
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Crocker, Deven Desai, Chris Hoofnagle, Orin Kerr, Raymond Ku,
Paul Ohm, Neil Richards, and Michael Sullivan. I would also like to
thank my research assistant, Matthew Albanese, for his help. My edi-
tor, Michael O’Malley, was a joy to work with, and my copyeditor,
Dan Heaton, carefully reviewed the manuscript. My agent, Susan
Schulman, provided excellent guidance and encouragement through-
out the publication process.

ix






Introduction

“We must be willing to give up some privacy if it makes

us more secure.”

“If you've got nothing to hide, you shouldn’t worry about

government surveillance.”
“We shouldn’t second-guess security officials.”

“In national emergencies, rights must be cut back,

but they’ll be restored later on.”

e hear these arguments all the time. We hear them in the

conversations we have each day with our family, friends,

and colleagues. We hear them in the media, which is buzz-
ing with stories about government information gathering, such as the
Total Information Awareness program, the airline passenger screen-
ing program, and the surveillance of people’s phone calls conducted
by the secretive National Security Agency. We hear them made by
politicians and security officials. And we hear them made by judges
deciding how to balance security measures with people’s constitu-
tional rights.

These arguments are part of the debate between privacy and
security. The consequences of the debate are enormous, for both pri-
vacy and security are essential interests, and the balance we strike
between them affects the very foundations of our freedom and de-
mocracy. In contemporary times— especially after the terrorist attacks
on September 11, 2001 —the balance has shifted toward the security



Introduction

side of the scale. The government has been gathering more informa-
tion about people and engaging in more surveillance. Technology is
giving the government unprecedented tools for watching people and
amassing information about them—video surveillance, location
tracking, data mining, wiretapping, bugging, thermal sensors, spy sat-
ellites, X-ray devices, and more. It’s nearly impossible to live today
without generating thousands of records about what we watch, read,
buy, and do—and the government has easy access to them.

The privacy-security debate profoundly influences how these
government activities are regulated. But there’s a major problem with
the debate: Privacy often loses out to security when it shouldn’t. Secu-
rity interests are readily understood, for life and limb are at stake,
while privacy rights remain more abstract and vague. Many people
believe they must trade privacy in order to be more secure. And those
on the security side of the debate are making powerful arguments to
encourage people to accept this tradeoff.

These arguments, however, are based on mistaken views about
what it means to protect privacy and the costs and benefits of doing
so. The debate between privacy and security has been framed incor-
rectly, with the tradeoff between these values understood as an all-
or-nothing proposition. But protecting privacy need not be fatal to
security measures; it merely demands oversight and regulation. We
can’t progress in the debate between privacy and security because the
debate itself is flawed.

The law suffers from related problems. It seeks to balance
privacy and security, but systematic problems plague the way the bal-
ancing takes place. When evaluating security measures, judges are
often too deferential to security officials. And the law gets caught up
in cumbersome tests to determine whether government information
gathering should be subjected to oversight and regulation, resulting
in uneven and incoherent protection. The law sometimes stringently

protects against minor privacy invasions yet utterly fails to protect
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against major ones. For example, the Fourth Amendment will protect
you when a police officer squeezes the outside of your duffel bag—
yet it won’t stop the government from obtaining all your Google
search queries or your credit card records.

The privacy-security debate and the law have a two-way rela-
tionship. Many arguments in the debate are based on false assump-
tions about how the law protects privacy. And the law has been shaped
by many flawed arguments in the debate, which have influenced leg-
islation and judicial opinions.

[ propose to demonstrate how privacy interests can be better
understood and how security interests can be more meaningfully
evaluated. I aim to refute the recurrent arguments that skew the
privacy-security debate toward the security side. I endeavor to show
how the law frequently fixes on the wrong questions, such as whether
privacy should be protected rather than how it should be protected.
Privacy often can be protected without undue cost to security. In in-
stances when adequate compromises can’t be achieved, the tradeoff
can be made in a manner that is fair to both sides. We can reach a
better balance between privacy and security. We must. There is too

much at stake to fail.

A Short History of Privacy and Security

The law and policy addressing privacy and security is quite extensive,
involving the U.S. Constitution, federal statutes, state constitutions,
and state statutes. Quite a number of federal agencies are involved, such
as the Federal Bureau of Investigation (FBI), Central Intelligence
Agency (CIA), National Security Agency (NSA), Department of Home-
land Security (DHS), Transportation Security Administration ('TSA),
and others. There are countless state and local police departments. In
order to understand how privacy and security are balanced, I will first

explain briefly how we got to where we are today.



Introduction

The Right to Privacy

People have cared about privacy since antiquity. The Code of
Hammurabi protected the home against intrusion, as did ancient
Roman law.! The early Hebrews had laws safeguarding against sur-
veillance. And in England, the oft-declared principle that the home is
one’s “castle” dates to the late fifteenth century.? Eavesdropping was
long protected against in the English common law, and in 1769, the
legal scholar William Blackstone defined it as listening “under walls
or windows, or the eaves of a house, to hearken after discourse, and
thereupon to frame slanderous and mischievous tales.”

The right to privacy emerged in countries all around the
world in many different dimensions. Protections arose against inva-
sions of privacy by nosy neighbors and gossipy newspapers, as well as
against government searches and seizures. In England, for example,
the idea that citizens should be free from certain kinds of intrusive
government searches developed during the early 1500s.*

In America, at the time of the Revolutionary War, a central
privacy issue was freedom from government intrusion. The Founders
detested the use of general warrants to conduct sweeping searches of
people’s homes and to seize their papers and writings.” As Patrick
Henry declared: “They may, unless the general government be restrained
by a bill of rights, or some similar restrictions, go into your cellars and
rooms, and search, ransack, and measure, everything you eat, drink, and
wear. They ought to be restrained within proper bounds.”

These sentiments were enshrined into the Bill of Rights. The
Fourth Amendment to the U.S. Constitution prevents the govern-
ment from conducting “unreasonable searches and seizures.” Gov-
ernment officials must obtain judicial approval before conducting a
search through a warrant that is supported by probable cause. The
Fifth Amendment affords individuals a privilege against being com-

pelled to incriminate themselves.
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The Rise of Police Systems and the FBI

Security is also a universal value, tracing back to antiquity.
People have long looked to their governments to keep them secure
from bandits, looters, and foreign invaders. They have also wanted to
ensure social order by protecting against robberies, rapes, murders,
and other crimes. But for a long time, many countries lacked police
forces. In medieval England, for example, posses hunted down crimi-
nals and summarily executed them. Later on, patrolling amateurs
protected communities, but they rarely investigated crimes.”

By the twentieth century, police forces had transformed into or-
ganized units of professionals.® In the United States, policing developed
locally at the city and state levels, not nationwide. The rise of the maha
and organized crime required law enforcement to find means to learn
about what crimes these groups were planning. The government began
to increase prosecution of certain consensual crimes, such as gambling,
the use of alcohol during Prohibition, and the trafhcking of drugs. Unlike
robberies or assaults, which are often reported to the police, these crimes
occurred through transactions in an underground market. Undercover
agents and surveillance became key tools for detecting these crimes.

The FBI emerged in the early years of the twentieth century,
the brainchild of Attorney General Charles Bonaparte. He twice asked
Congress to authorize the creation of a detective force in the Depart-
ment of Justice (DOJ), but he was rebuffed both times.” Congress wor-
ried about secret police prying into the privacy of citizens. As one con-
gressman declared, “In my reading of history I recall no instance where
a government perished because of the absence of a secretservice force,
but many there are that perished as a result of the spy system.”!”

But Bonaparte was not deterred. He formed a new subdivi-
sion of the DOJ called the Bureau of Investigation, and brought in
people from other agencies to staff it. In 1908 President Theodore

Roosevelt issued an executive order authorizing the subdivision.
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Table 1 Growth of the FBI

Year Agents Support Staff
1933 353 422
1945 4,380 7,422

2008 12,705 17,871

J. Edgar Hoover soon took the helm of the Bureau, which was re-
named the FBI in 1935.11

Throughout the rest of the century, the FBI grew dramati-
cally (see Table 1). During President Franklin Roosevelt’s tenure, the
size of the FBI increased more than 1000 percent.!? It has continued
to grow, tripling in size over the past sixty years.!* Despite its vast size,
extensive and expanding responsibilities, and profound technological
capabilities, the FBI still lacks the congressional authorizing statute

that most other federal agencies have.

The Growth of Electronic Surveillance

The FBI came into being as the debate over surveillance of
communications entered a new era. Telephone wiretapping technol-
ogy appeared soon after the invention of the telephone in 1876, mak-
ing the privacy of phone communications a public concern. State
legislatures responded by passing laws criminalizing wiretapping.

In 1928, in Olmstead v. United States, the U.S. Supreme
Court held that the Fourth Amendment did not apply to wiretapping.
“There was no searching,” the Supreme Court reasoned. “There was
no seizure. The evidence was secured by the use of the sense of hear-
ing and that only. There was no entry of the houses or offices of
the defendants.”!* Justice Louis Brandeis penned a powerful dissent,
arguing that new technologies required rethinking old-fashioned

notions of the Fourth Amendment: “Subtler and more far-reaching
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means of invading privacy have become available to the government.
Discovery and invention have made it possible for the government,
by means far more effective than stretching upon the rack, to obtain
disclosure in court of what is whispered in the closet.” He also men-
tioned that the Founders of the Constitution “conferred, as against
the government, the right to be let alone—the most comprehensive
of rights and the right most valued by civilized men. To protect that
right, every unjustifiable intrusion by the government upon the pri-
vacy of the individual, whatever the means employed, must be
deemed a violation of the Fourth Amendment.”?

In 1934, six years after Olmstead, Congress passed a law to
prohibit wiretapping.'® But the law was largely ineffective, since it
was interpreted only to preclude the introduction of wiretapping evi-
dence in court.!” The government could wiretap freely so long as it
did not seck to use the product as evidence at trial.

During World War II and the ensuing Cold War, presidents
gave the FBI new authorization to engage in wiretapping.'® J. Edgar
Hoover, still at the helm of the FBI, ordered wiretapping of hundreds
of people, including dissidents, Supreme Court justices, professors,
celebrities, writers, and others. Among Hoover’s files were dossiers on
John Steinbeck, Ernest Hemingway, Charlie Chaplin, Marlon Brando,
Muhammad Ali, Albert Einstein, and numerous presidents and mem-
bers of Congress.!"” When Justice William Douglas complained for
years that the Supreme Court was being bugged and tapped, he

seemed paranoid —but he was right.?

Protecting National Security: New Agencies and More Surveillance

During the 1940s and 1950s, enormous threats to national
security loomed on the horizon. Concerns about the spread of com-
munism and the Cold War with the Soviet Union led to an increased

need for the government to engage in spying and foreign intelligence
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gathering. In 1942 President Roosevelt created the Office of Strategic
Services (OSS) to engage in these activities, but it was eliminated
after World War II. Just a few years later, however, President Truman
revived the OSS’s activities by creating the modern CIA with the Na-
tional Security Act of 1947.

In 1952 Truman created the National Security Agency (NSA)
to handle cryptology—the breaking of encryption codes so that any
foreign communications collected could be analyzed. For a long
time, the NSA operated with a low profile, and the few in the know
quipped that its acronym stood for “No Such Agency.”

Domestically, fears grew that communism was a threat not
just from abroad but also from within. In the 1950s the FBI began the
Counter Intelligence Program (COINTELPRO) to gather informa-
tion about political groups viewed as national security threats. The
FBI’s tactics included secretly attempting to persuade employers to
fire targeted individuals, anonymously informing spouses of affairs to
break up marriages, and using the threat of Internal Revenue Service
investigations to deter individuals from attending meetings and
events.”! The primary target was the American Communist Party, but
by the late 1950s and early 1960s, COINTELPRO had expanded its
interests to include members of the civil rights movement and oppo-
nents of the Vietnam War.?? Included among these individuals was
Martin Luther King, Jr., whom Hoover had under extensive surveil-
lance. FBI recordings revealed that King was having extramarital af-
fairs, and the FBI sent copies of the recordings to King and his wife,
threatening that if King failed to commit suicide by a certain date, the

recordings would be released publicly.??

The Criminal Procedure Revolution

In the 1960s the U.S. Supreme Court, led by Chief Justice

Earl Warren, radically transformed criminal procedure. Police sys-
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tems around the country had grown substantially, and the FBI and
other federal law-enforcement agencies were increasingly active.
There wasn’t much law regulating how the government could go
about collecting information about people.

To fill this void, the Supreme Court began boldly interpret-
ing the Fourth and Fifth Amendments to regulate what law-enforce-
ment officials could search and seize as well as how they could ques-
tion suspects. In 1961, in Mapp v. Ohio, the Supreme Court held that
evidence obtained in violation of the Fourth Amendment must be ex-
cluded from evidence in criminal trials.”* In 1967 the Supreme Court
overruled Olmstead in United States v. Katz, declaring that wiretap-
ping was covered by the Fourth Amendment.”” The Court articulated
a broad test for the scope of Fourth Amendment protection —it would
apply whenever the government violated a person’s “reasonable ex-
pectation of privacy.” In 1968, just a year after Katz, Congress enacted
a law to better regulate electronic surveillance.?® The law provided
strict controls on government wiretapping and bugging.

Thus, through the efforts of the Supreme Court and Con-
gress, legal regulation of government information gathering expanded

significantly in the 1960s.

Regulating National Security Surveillance

An open question, however, existed for matters of national
security. Were they to be treated differently from regular criminal in-
vestigations? In 1972 the U.S. Supreme Court addressed the question
but didn’t provide a definitive answer. It concluded that the Fourth
Amendment applied to government surveillance for national security,
though the rules to regulate it might differ from those involving ordi-
nary crime.”’

J. Edgar Hoover died in 1972, while still head of the FBI. He

had been its director for nearly fifty years. Many presidents and mem-
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bers of Congress had feared Hoover and declined to take him on, but
a few years after his death, Congress finally decided to take a closer
look at the FBI, an inquiry spurred by the Watergate scandal and
President Nixon’s abuses of surveillance. Watergate involved elec-
tronic surveillance —the Watergate Office Building was burglarized
in order to bug the phone of the Democratic Party chairman. Some
of the charges in Nixon’s impending impeachment involved misuse
of officials at the FBI, the Secret Service, and other agencies to con-
duct electronic surveillance for improper purposes.

After Nixon resigned, on August 9, 1974, Congress realized
that it needed to examine more thoroughly the way various govern-
ment agencies were engaging in surveillance. Congress formed a spe-
cial eleven-member committee in 1975 to investigate surveillance
abuses over the previous forty years.?® Led by Senator Frank Church,
the committee published fourteen volumes of reports and supporting
documents. The Church Committee concluded that the government
had engaged in numerous abuses of surveillance, often targeting peo-
ple solely because of their political beliefs. Specifically, the commit-
tee declared: “Too many people have been spied upon by too many
Government agencies and [too] much information has [been] col-
lected. The Government has often undertaken the secret surveillance
of citizens on the basis of their political beliefs, even when those be-
liefs posed no threat of violence or illegal acts on behalf of a hostile
foreign power.”?? As the committee noted, every president from Frank-
lin Roosevelt to Richard Nixon improperly used government surveil-
lance to obtain information about critics and political opponents.*’

In part as a response to shocking findings of the Church
Committee Report, Congress passed the Foreign Intelligence Surveil-
lance Act (FISA) in 1978.3! The purpose of FISA was to erect a “se-
cure framework by which the executive branch could conduct legiti-
mate electronic surveillance for foreign intelligence purposes within

the context of this Nation’s commitment to privacy and individual
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rights.”*? Additionally, the attorney general established a set of guide-
lines for FBI investigations in 1976.>* Moreover, major reforms were
instituted at the FBI to prevent the kinds of abuses that had occurred
during Hoover’s reign as director. The FBI director was limited to a

term of no longer than ten years.

Receding Fourth Amendment Protection
and the Rise of the Information Age

In the 1970s and 1980s the Supreme Court issued several
decisions narrowing the scope of Fourth Amendment protection. For
example, the Court concluded that there was no reasonable expecta-
tion of privacy when the police obtained a list of the phone numbers
a person dialed or gathered a person’s bank records or peered down
on a person’s property from a helicopter or rummaged through a per-
son’s trash left out for collection.**

During the 1990s the rise of computers, the burgeoning use of
the Internet and email, and the increasing use of digital records began to
pose severe challenges for the federal wiretap statute, which had not
been created with these new technologies in mind. In anticipation of the
increasing use of computers, Congress updated its electronic surveillance
law in 1986 with a statute called the Electronic Communications Privacy
Act (ECPA).*> This law aimed to provide protection of email, stored com-
puter files, and communications records. Unfortunately, the law has not
been dramatically restructured since its passage. Changes have been
made here and there, but the ECPA remains largely the same. A quarter

of a century after its passage, it has gone far out of date.
The War on Terrorism

Then came the terrorist attacks of September 11, 2001. We

became aware of dangerous terrorist cells within our borders. In an

11



Introduction

extremely short time following the September 11 attacks, Congress
passed the USA Patriot Act of 2001, which made a series of updates to
ECPA and FISA, generally giving the government greater power to
engage in surveillance.*® To better facilitate information sharing among
the various federal agencies, many agencies were merged into DHS.

Throughout this time, the government engaged in many
clandestine information-gathering programs. The NSA began wire-
tapping phone calls between U.S. citizens and people abroad. Vari-
ous federal agencies collected records from airlines and other busi-

nesses for use in data mining.

Privacy, Security, and the Law

Throughout the past century, as we moved into the Information Age,
the government has expanded its arsenal of techniques to protect se-
curity. Law enforcement in the past mostly involved searches of
homes, people, and papers. Now the government uses technology to
gather records and data, to engage in audio and visual surveillance,
and to track movement. Much law-enforcement activity with implica-
tions for privacy involves “information gathering.” I'll use this term
broadly to encompass the wide variety of ways the government can
find out what people are doing, thinking, or planning. In addition to
gathering information, the government also stores it, uses it, analyzes
it, combines it, and sometimes discloses it. All these activities can
threaten privacy.

As the history I have sketched illustrates, the law has re-
sponded in many ways to the clash between privacy and security.
Today the government has tremendous power and technological
capabilities to enforce the law and promote security. The law estab-
lishes privacy protections to ensure that the government doesn’t abuse
its power. The Fourth Amendment to the U.S. Constitution is the

primary form of regulation of government information gathering.
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Under our system of law, the Constitution provides the minimum
level of privacy protection. A state can’t provide any less protection.
Nor can a federal statute. Other amendments, such as the Fifth and
(as I'll argue later) the First, protect some dimensions of privacy.

In addition to the Constitution, several federal laws regulate
certain forms of government information gathering. ECPA regulates
wiretapping, bugging, and searches of computers, among other things.
FISA regulates foreign intelligence gathering on foreign agents on
U.S. soil. Other statutes provide some regulation of government ac-
cess to our records, such as cable or health records.

There are also state constitutional protections of privacy and
state statutes. These can supply additional privacy protections, though
they restrict only police departments within a particular state. They
can’t limit FBI agents or any other federal law-enforcement officials
even when they’re acting within the state. Federal agents are limited
only by the U.S. Constitution and federal statutes. In this book, my
focus will be almost entirely on the U.S. Constitution and federal law.

Does the law provide a good balance between privacy and
security? I believe the answer is no. Lessons learned after previous
surveillance abuses have been forgotten. Protections put into the law
in response to these abuses have been removed. I'll explain how the
law regulating privacy and security works, point out its failings, and

suggest how it can be improved.

A Roadmap

In this book I shall explore four general issues, and I have organized it
accordingly, devoting the four parts to (1) values—how we should assess
and balance the values of privacy and security; (2) times of crisis—how
the law should address matters of national security; (3) constitutional
rights—how the Constitution should protect privacy; and (4) new

technologies—how the law should cope with changing technology.
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Within each part are chapters exploring various subtopics.

You can read chapters independently of one another.

Values

Part I involves the values of privacy and security. How should
we assess and understand these values? Can they be reconciled? How
should we balance them when they conflict? The chapters in this part
are concerned with how we can better understand what privacy pro-
tection entails, how we can more thoughtfully evaluate the costs and
benefits of security measures, and how we can balance privacy and
security in a way that isn’t skewed too much toward security. Privacy
is often misunderstood and undervalued when balanced against secu-
rity. It is possible to have potent security measures and to protect pri-
vacy too, since protecting privacy doesn’t entail scrapping security
measures but demands only that they be subjected to oversight and
regulation.

In Chapter 2 I examine the “nothing-to-hide argument.”
Those making this common argument contend that they have noth-
ing to hide from the government. I demonstrate why this argument is
faulty.

Chapter 3 tackles another argument, that in order to increase
security, we must sacrifice privacy. I call this the “all-or-nothing fal-
lacy” because it falsely assumes that privacy and security are mutually
exclusive.

In Chapter 4 I explore the “deference argument” —that we
should be careful about second-guessing the judgments of security
officials because they have more expertise in dealing with national
security than judges or legislators. Courts often defer to security oth-
cials, and I argue that this deference unduly skews the balance be-
tween privacy rights and security.

In Chapter 5 I argue that privacy isn’t merely an individual

14
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right. The balancing between security and privacy is often conducted
improperly because the security interest is characterized as beneficial
for all society while the privacy interest is viewed as a particular indi-
vidual’s concern. I contend that privacy should be understood as a

societal value.

Times of Crisis

In Part II I examine the law during periods of crisis. When
we're facing a threat to national security, the government frequently
curtails rights, circumvents laws, and demands greater discretion,
more secrecy, and less oversight. The chapters in this part demon-
strate that these special powers and exceptions to the rule of law are
often unnecessary and wrongheaded.

In Chapter 6 I address the “pendulum argument”—that in
times of crisis, we must sacrifice some liberties, which will be restored
when the crisis is over. I contend that this argument has it exactly
backward. In times of crisis, we should be at our staunchest in protect-
ing liberty.

In Chapter 7 I critique the “national security argument” —
that government information gathering about U.S. citizens in the
name of national security should be subjected to less regulation and
oversight than the investigation of ordinary crime. I argue that the
distinction between matters of national security and regular crime is
fuzzy and incoherent.

In Chapter 8 I discuss the importance of “crime-espionage
distinction” —separating the rules regulating criminal investigation
from the rules regulating espionage. After September 11, the distinc-
tion was significantly dissolved. I argue that the distinction must be
kept intact.

In Chapter 9 I examine how law protecting privacy and other

civil liberties is often violated in times of crisis. A prime example was
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the NSA surveillance program, under which the NSA contravened the
law by engaging in warrantless wiretapping of phone calls. If we can’t

ensure that the law is followed, the rule of law becomes meaningless.

Constitutional Rights

Part III focuses on constitutional rights. What do our consti-
tutional rights entail? How do they protect us? Frequently, people think
that constitutional rights protect a lot more than they actually do. As 1
explain in this part, numerous government information-gathering ac-
tivities are completely unregulated. If the Constitution is to provide
for meaningful regulation and oversight of government data gather-
ing in the Information Age, then the Supreme Court’s interpretations
of the Constitution need a radical overhaul.

In Chapter 10 I discuss the latest tools of government infor-
mation gathering, many of which aren’t restricted by the Fourth
Amendment. The scope of Fourth Amendment regulation, which de-
pends on whether the government violates privacy, is unduly con-
strained because the U.S. Supreme Court understands privacy as a
form of total secrecy. 1 call this view of privacy the “secrecy para-
digm,” and I demonstrate that it is antiquated and flawed.

In Chapter 11 I analyze the “third party doctrine,” which
holds that whenever a person or business exposes information to an-
other entity, no reasonable expectation of privacy remains, and thus no
Fourth Amendment protection applies. In the Information Age, how-
ever, an unprecedented amount of personal data is in the hands of third
parties, effectively removing Fourth Amendment protection from it.

In Chapter 12 I argue that Fourth Amendment law needs
dramatic reform. In many cases, government activities are unregu-
lated because the Supreme Court doesn’t think “privacy” is involved.
[ propose that paradoxically, Fourth Amendment law would do a bet-

ter job of protecting privacy by no longer focusing on privacy.
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In Chapter 13 [ explain the “suspicionless-searches” argument,
which contends that requiring law enforcements to establish suspicion
before engaging in a search isn’t compatible with efforts to prevent
terrorism. [ show that abandoning the suspicion requirement—as em-
bodied in warrants and probable cause—provides law-enforcement
officials with too much power and discretion and too little oversight.

In Chapter 14 I examine whether the exclusionary rule—
which makes evidence gathered in violation of the Fourth Amend-
ment unusable at trial —is an appropriate remedy, especially when a
heinous crime or terrorist act is involved. I discuss how the Fourth
Amendment can be enforced without the exclusionary rule.

In Chapter 15 I argue that the First Amendment should pro-
tect you when the government seeks information about your speech,

association, beliefs, or reading habits.

New Technologies

Part IV is concerned with the challenges that new technolo-
gies pose for the law. How should the law cope in a world of rapidly
changing technology? In this part I examine the ways statutory law
regulates government information gathering and the difficulty of
keeping statutes up-to-date. The best way to protect privacy is never to
lose sight of general principles. To avoid becoming outmoded when
the technology evolves, laws should be built around general princi-
ples rather than specific technologies.

In Chapter 16 I focus on the Patriot Act, a law many argue
should be repealed. But what if the Patriot Act were to simply disap-
pear tomorrow? Contrary to the conventional wisdom, little would
change.

In Chapter 17 [ critique the “leave-it-to-the-legislature
argument” —that legislatures are better than courts at making the

rules when new technologies are involved. I argue that courts must
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remain actively involved in order to ensure that the law keeps up with
new technology.

In Chapter 18 I examine government data mining—the use
of databases of personal information to analyze for patterns to deter-
mine who is acting suspiciously. Currently, the Fourth Amendment
does not do much to protect against data mining. I distinguish be-
tween when the government should be allowed to engage in data
mining and when it shouldn’t.

In Chapter 19 I argue that the law doesn’t adequately regulate
public video surveillance. In the United Kingdom millions of surveil-
lance cameras watch everything people do. Such a system could read-
ily be implemented in America—and it currently is being imple-
mented in various cities. | explain how the law can provide better
regulation.

In Chapter 20 I critique the “Luddite argument” —that op-
position to new security technologies (such as biometric identifica-
tion) stems from an aversion to new technology. I argue that concerns
about these technologies are often legitimate. While many of the tech-

nologies offer great upsides, they can have catastrophic consequences

if they fail.
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How We Should Assess and Balance the

Values of Privacy and Security






I
The Nothing-to-Hide Argument

hen the government gathers or analyzes personal informa-
tion, many people say theyre not worried. “I've got nothing
to hide,” they declare. “Only if you're doing something wrong

should you worry, and then you don’t deserve to keep it private.”
The nothing-to-hide argument pervades discussions about
privacy. The data security expert Bruce Schneier calls it the “most
common retort against privacy advocates.! The legal scholar Geof-
frey Stone refers to it as an “all-too-common refrain.”? In its most
compelling form, it is an argument that the privacy interest is gener-
ally minimal, thus making the balance against security concerns a
foreordained victory for security. In this chapter, I'll demonstrate how
the argument stems from certain faulty assumptions about privacy and

its value.

“I've Got Nothing to Hide”

The nothing-to-hide argument is everywhere. In Britain, for example,
the government has installed millions of public surveillance cameras
in cities and towns, which are watched by officials via closed-circuit

television. In a campaign slogan for the program, the government
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declares: “If you've got nothing to hide, you've got nothing to fear.”
In the United States, one anonymous individual comments: “If [gov-
ernment officials] need to read my e-mails . . . so be it. I have nothing
to hide. Do you?”* Variations of nothing-to-hide arguments frequently
appear in blogs, letters to the editor, television news interviews, and other
forums. One blogger, in reference to profiling people for national se-
curity purposes, declares: “Go ahead and profile me, I have nothing
to hide.”> Another blogger proclaims: “So I don’t mind people want-
ing to find out things about me, I've got nothing to hide! Which is
why [ support [the government’s] efforts to find terrorists by monitor-

ing our phone calls!”® Some other examples include:

e I don’t have anything to hide from the government. I don’t think
[ had that much hidden from the government in the first place.
I don’t think they care if I talk about my ornery neighbor.”

e Do I care if the FBI monitors my phone calls? I have nothing to
hide. Neither does 99.99 percent of the population. If the wire-
tapping stops one of these Sept. 11 incidents, thousands of lives
are saved.®

e Like I said, I have nothing to hide. The majority of the American
people have nothing to hide. And those that have something to hide
should be found out, and get what they have coming to them.”

The nothing-to-hide argument is not of recent vintage. One of
the characters in Henry James’s 1888 novel The Reverberator muses: “If
these people had done bad things they ought to be ashamed of them-
selves and he couldn’t pity them, and if they hadn’t done them there
was no need of making such a rumpus about other people knowing.”!?

[ encountered the nothing-to-hide argument so frequently in
news interviews, discussions, and the like that I decided to probe the
issue. [ asked the readers of my blog, Concurring Opinions, whether
there are good responses to the nothing-to-hide argument.!! I received

a torrent of comments:
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e My response is “So do you have curtains?” or “Can [ see your
credit card bills for the last year?”

e So my response to the “If you have nothing to hide . . . 7 argu-
ment is simply, “I don’t need to justify my position. You need to
justify yours. Come back with a warrant.”

e [ don’t have anything to hide. But I don’t have anything I feel
like showing you, either.

e If you have nothing to hide, then you don’t have a life.
e Show me yours and I'll show you mine.

e It’s notabout having anything to hide, it’s about things not being
anyone else’s business.

e Bottom line, Joe Stalin would [have] loved it. Why should any-
one have to say more?!?

On the surface it seems easy to dismiss the nothing-to-hide
argument. Everybody probably has something to hide from some-
body. As the author Aleksandr Solzhenitsyn declared, “Everyone is
guilty of something or has something to conceal. All one has to do is
look hard enough to find what it is.”"* Likewise, in Friedrich Diirren-
matt’s novella Traps, which involves a seemingly innocent man put
on trial by a group of retired lawyers for a mock trial game, the man
inquires what his crime shall be. “/An altogether minor matter,’ the
prosecutor replied. . . . ‘A crime can always be found.”!*

One can usually think of something that even the most open
person would want to hide. As a commenter to my blog post noted, “If
you have nothing to hide, then that quite literally means you are
willing to let me photograph you naked? And I get full rights to that
photograph—so I can show it to your neighbors?”!® The Canadian
privacy expert David Flaherty expresses a similar idea when he ar-
gues: “There is no sentient human being in the Western world who
has little or no regard for his or her personal privacy; those who would

attempt such claims cannot withstand even a few minutes” question-
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ing about intimate aspects of their lives without capitulating to the
intrusiveness of certain subject matters.”1°

Such responses attack the nothing-to-hide argument only in
its most extreme form, which isn’t particularly strong. In a less ex-
treme form, the nothing-to-hide argument refers not to all personal
information but only to the type of data the government is likely to
collect. Retorts to the nothing-to-hide argument about exposing peo-
ple’s naked bodies or their deepest secrets are relevant only if the gov-
ernment is likely to gather this kind of information. In many instances,
hardly anyone will see the information, and it won’t be disclosed to
the public. Thus, some might argue, the privacy interest is minimal,
and the security interest in preventing terrorism is much more impor-
tant. In this less extreme form, the nothing-to-hide argument is a for-

midable one.

Understanding Privacy

To evaluate the nothing-to-hide argument, we should begin by look-
ing at how its adherents understand privacy. Nearly every law or pol-
icy involving privacy depends upon a particular understanding of
what privacy is. The way problems are conceived has a tremendous
impact on the legal and policy solutions used to solve them. As
the philosopher John Dewey observed, “A problem well put is half-
solved.””

What is “privacy”? Most attempts to understand privacy do so
by attempting to locate the essence of privacy—its core characteristics
or the common denominator that links together the various things we
classify under the rubric of “privacy.” Privacy, however, is too com-
plex a concept to be reduced to a singular essence. It is a plurality of
different things that do not share one element in common but that
nevertheless bear a resemblance to each other.!® For example, privacy

can be invaded by the disclosure of your deepest secrets. It might also
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be invaded if you're watched by a Peeping Tom, even if no secrets are
ever revealed to anyone. With the disclosure of secrets, the harm is
that your concealed information is spread to others. With the Peeping
Tom, the harm is that you're being watched. You'd probably find it
creepy regardless of whether the peeper finds out anything sensitive
or discloses any information to others.

There are many other forms of invasion of privacy, such as
blackmail or the improper use of your personal data. Your privacy can
also be invaded if the government compiles an extensive dossier about
you. Privacy thus involves so many different things that it is impossi-
ble to reduce them all to one simple idea. We need not do so.

In many cases, privacy issues never get balanced against con-
flicting interests because courts, legislators, and others fail to recognize
that privacy is implicated. People don’t acknowledge certain problems
because they don’t fit into their particular one-size-fits-all conception of
privacy. Regardless of whether we call something a “privacy” problem, it
still remains a problem, and problems shouldn’t be ignored. We should
pay attention to all the different problems that spark our desire to
protect privacy.

To describe the problems created by the collection and use
of personal data, many commentators use a metaphor based on
George Orwell’s Nineteen Eighty-Four.!” Orwell depicted a harrow-
ing totalitarian society ruled by a government called Big Brother that
watched its citizens obsessively and demanded strict discipline. The
Orwell metaphor, which focuses on the harms of surveillance (such
as inhibition and social control), might be apt to describe government
monitoring of citizens. But much of the data gathered in computer
databases isn’t particularly sensitive, such as one’s race, birth date,
gender, address, or marital status. Many people don’t care about con-
cealing the hotels they stay at, the cars they own, or the kind of bever-
ages they drink. Frequently, though not always, people wouldn’t be

inhibited or embarrassed if others knew this information.
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A different metaphor better captures the problems: Franz
Kafka’s The Trial. Katka’s novel centers around a man who is arrested but
not informed why. He desperately tries to find out what triggered his ar-
rest and what’s in store for him. He finds out that a mysterious court sys-
tem has a dossier on him and is investigating him, but he’s unable to
learn much more. The Trial depicts a bureaucracy with inscrutable pur-
poses that uses people’s information to make important decisions
about them, yet denies the people the ability to participate in how
their information is used.”’ The problems portrayed by the Kafkaesque
metaphor are of a different sort from the problems caused by sur-
veillance. They often do not result in inhibition. Instead, they are
problems of information processing—the storage, use, or analysis of
data—rather than of information collection. They affect the power rela-
tionships between people and the institutions of the modern state.
They not only frustrate the individual by creating a sense of helpless-
ness and powerlessness, they also affect social structure by altering the
kind of relationships people have with the institutions that make im-
portant decisions about their lives.

Legal and policy solutions focus too much on the problems
under the Orwellian metaphor—those of surveillance—and aren’t
adequately addressing the Kafkaesque problems—those of informa-
tion processing.”! The difficulty is that commentators are trying to
conceive of the problems caused by databases in terms of surveillance

when, in fact, these problems are different.

The Problem with the Nothing-to-Hide Argument

Commentators often attempt to refute the nothing-to-hide argument
by pointing to things people want to hide. But the problem with the
nothing-to-hide argument is the underlying assumption that privacy
is about hiding bad things. By accepting this assumption we concede far

too much ground and invite an unproductive discussion of informa-
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tion people would likely want to hide. As Bruce Schneier aptly notes,
the nothing-to-hide argument stems from a faulty “premise that privacy
is about hiding a wrong.”?? Surveillance, for example, can inhibit such
lawful activities as free speech, free association, and other First Amend-
ment rights essential for democracy.

The deeper problem with the nothing-to-hide argument is
that it myopically views privacy as a form of secrecy. In contrast, un-
derstanding privacy as a plurality of related issues demonstrates that
the disclosure of bad things is just one among many difficulties caused
by government security measures. To return to my discussion of liter-
ary metaphors, the problems are not just Orwellian but Kafkaesque.
Government information-gathering programs are problematic even if
no information people want to hide is uncovered. In The Trial, the prob-
lem is not inhibited behavior but rather a suffocating powerlessness and
vulnerability created by the court system’s use of personal data and its
denial to the protagonist of any knowledge of or participation in the
process. The harms are bureaucratic ones—indifference, error, abuse,
frustration, and lack of transparency and accountability.

One such harm, for example, which I call aggregation, emerges
from the fusion of small bits of seemingly innocuous data. When com-
bined, the information becomes much more telling. By joining pieces
of information we might not take pains to guard, the government can
glean information about us that we might indeed wish to conceal. For
example, suppose you bought a book about cancer. This purchase
isn’t very revealing on its own, for it just indicates an interest in the
disease. Suppose you bought a wig. The purchase of a wig, by itself,
could be for a number of reasons. But combine these two pieces of
information, and now the inference can be made that you have can-
cer and are undergoing chemotherapy.

Another potential problem with the government’s harvest of
personal data is one I call exclusion. Exclusion occurs when people

are prevented from having knowledge about how information about
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them is being used, and when they are barred from accessing and cor-
recting errors in that data. Many government national security measures
involve maintaining a massive database of information that individuals
cannot access. Indeed, because they involve national security, the
very existence of these programs is often kept secret. This kind of informa-
tion processing, which blocks subjects’ knowledge and involvement, re-
sembles in some ways a kind of due-process problem. It is a structural
problem involving the way people are treated by government institutions
and creating a power imbalance between individuals and the govern-
ment. To what extent should government officials have such a significant
power over citizens? This issue isn’t about what information people want
to hide but about the power and the structure of government.

A related problem involves secondary use. Secondary use is
the exploitation of data obtained for one purpose for an unrelated
purpose without the subject’s consent. How long will personal data be
stored? How will it be used? What could it be used for in the future?
The potential future uses of any piece of personal information are
vast, and without limits on or accountability for how that information
is used, it is hard for people to assess the dangers of the data’s being in
the government’s control.

Yet another problem with government gathering and use of
personal data is distortion. Although personal information can reveal
quite a lot about people’s personalities and activities, it often fails to
reflect the whole person. It can paint a distorted picture, especially
since records are reductive —they often capture information in a stan-
dardized format with many details omitted.

For example, suppose government officials learn that a per-
son has bought a number of books on how to manufacture metham-
phetamine. That information makes them suspect that he’s building
a meth lab. What is missing from the records is the full story: The
person is writing a novel about a character who makes meth. When

he bought the books, he didn’t consider how suspicious the purchase
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might appear to government officials, and his records didn’t reveal the
reason for the purchases. Should he have to worry about government
scrutiny of all his purchases and actions? Should he have to be con-
cerned that he’ll wind up on a suspicious-persons list? Even if he isn’t
doing anything wrong, he may want to keep his records away from
government officials who might make faulty inferences from them.
He might not want to have to worry about how everything he does will
be perceived by officials nervously monitoring for criminal activity.
He might not want to have a computer flag him as suspicious because
he has an unusual pattern of behavior.

The problem with the nothing-to-hide argument is that it fo-
cuses on just one or two particular kinds of privacy problems—the
disclosure of personal information or surveillance —while ignoring
others. It assumes a particular view about what privacy entails to the
exclusion of other perspectives.

It is important to distinguish here between two ways of justify-
ing a national security program that demands access to personal infor-
mation. The first way is not to recognize a problem. This is how the
nothing-to-hide argument works—it denies even the existence of a
problem. The second manner of justifying such a program is to ac-
knowledge the problems but contend that the benefits of the program
outweigh the privacy sacrifice. The first justification influences the
second, because the low value given to privacy is based upon a narrow
view of the problem. The key misunderstanding is that the nothing-
to-hide argument views privacy in a particular way—as a form of se-
crecy, as the right to hide things. But there are many other types of harm

involved beyond exposing one’s secrets to the government.

Blood, Death, and Privacy

One of the difficulties with the nothing-to-hide argument is that it

looks for a singular and visceral kind of injury. Ironically, this underly-
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ing conception of injury is sometimes shared by those advocating for
greater privacy protections. For example, the law professor Ann Bar-
tow argues that in order to have a real resonance, privacy problems must
“negatively impact the lives of living, breathing human beings be-
yond simply provoking feelings of unease.” She urges that privacy
needs more “dead bodies” and that privacy’s “lack of blood and death,
or at least of broken bones and buckets of money, distances privacy
harms from other [types of harm].”??

Bartow’s objection is actually consistent with the nothing-to-
hide argument. Those advancing the nothing-to-hide argument have
in mind a particular kind of appalling privacy harm, one where pri-
vacy is violated only when something deeply embarrassing or discred-
iting is revealed. Like Bartow, proponents of the nothing-to-hide argu-
ment demand a dead-bodies type of harm.

Bartow is certainly right that people respond much more
strongly to blood and death than to more abstract concerns. But if this
is the standard to recognize a problem, then few privacy problems
will be recognized. Privacy is not a horror movie, most privacy prob-
lems don’t result in dead bodies, and demanding more palpable
harms will be difficult in many cases.

In many instances, privacy is threatened not by a single egre-
gious act but by the accretion of a slow series of relatively minor acts. In
this respect, privacy problems resemble certain environmental harms
which occur over time through a series of small acts by different actors.
Although society is more likely to respond to a major oil spill, gradual
pollution by a multitude of different actors often creates worse problems.

Privacy is rarely lost in one fell swoop. It is often eroded over
time, little bits dissolving almost imperceptibly until we finally begin
to notice how much is gone. When the government starts monitoring
the phone numbers people call, many may shrug their shoulders and
say, “Ah, it's just numbers, that’s all.” Then the government might

start monitoring some phone calls. “It’s just a few phone calls, noth-
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ing more,” people might declare. The government might install more
video cameras in public places, to which some would respond, “So
what? Some more cameras watching in a few more places. No big
deal.” The increase in cameras might ultimately expand to a more
elaborate network of video surveillance. Satellite surveillance might
be added, as well as the tracking of people’s movements. The govern-
ment might start analyzing people’s bank records. “It’s just my depos-
its and some of the bills I pay—no problem.” The government may
then start combing through credit card records, then expand to Inter-
net service provider (ISP) records, health records, employment re-
cords, and more. Each step may seem incremental, but after a while,
the government will be watching and knowing everything about us.

“My life’s an open book,” people might say. “I've got nothing
to hide.” But now the government has a massive dossier of everyone’s
activities, interests, reading habits, finances, and health. What if the
government leaks the information to the public? What if the govern-
ment mistakenly determines that based on your pattern of activities,
you're likely to engage in a criminal act? What if it denies you the
right to fly? What if the government thinks your financial transactions
look odd —even if you've done nothing wrong—and freezes your ac-
counts? What if the government doesn’t protect your information
with adequate security, and an identity thief obtains it and uses it to
defraud you? Even if you have nothing to hide, the government can
cause you a lot of harm.

“But the government doesn’t want to hurt me,” some might
argue. In many cases, this is true, but the government can also harm

people inadvertently, due to errors or carelessness.
Silencing the Nothing-to-Hide Argument

When the nothing-to-hide argument is unpacked, and its underlying

assumptions examined and challenged, we can see how it shifts the
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debate to its terms, then draws power from its unfair advantage. The
nothing-to-hide argument speaks to some problems, but not to others. It
represents a singular and narrow way of conceiving of privacy, and it wins
by excluding consideration of the other problems often raised with gov-
ernment security measures. When engaged directly, the nothing-to-
hide argument can ensnare, for it forces the debate to focus on its
narrow understanding of privacy. But when confronted with the plu-
rality of privacy problems implicated by government data collection
and use beyond surveillance and disclosure, the nothing-to-hide argu-

ment, in the end, has nothing to say.
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The All-or-Nothing Fallacy

«

'd gladly give up my privacy if it will keep me secure from a ter-
rorist attack.” I hear this refrain again and again. The debate is
often cast as an all-or-nothing choice, whether we should have
privacy or a specific security measure. Consider the way the govern-
ment defended the NSA surveillance program, which involved secret
wiretapping of phone calls without any oversight. In a congressional
hearing, Attorney General Alberto Gonzales stated: “Our enemy is
listening, and I cannot help but wonder if they are not shaking their
heads in amazement at the thought that anyone would imperil such
a sensitive program by leaking its existence in the first place, and smil-
ing at the prospect that we might now disclose even more or perhaps
even unilaterally disarm ourselves of a key tool in the war on terror.”!

Notice his language. He’s implying that if we protect privacy,
it will mean that we must “disarm” ourselves of some really valuable
security measures. He’s suggesting that even terrorists would consider
us crazy for making such a tradeoft.

[ constantly hear arguments like this when officials justify se-
curity measures or argue that they shouldn’t be regulated. They point
to the value of the surveillance and the peril we'd be in without it.

“We're hearing quite a lot of chatter about terrorist attacks,” they say.
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“Do you want us to stop listening? Then the terrorists could talk about
how they plan to blow up a plane, and we won’t know about it. Is a
little privacy really worth that cost?”

Those defending the national-security side of the balance
often view security and liberty as a zero-sum tradeoff. The legal schol-
ars Eric Posner and Adrian Vermeule contend that “any increase in
security requires a decrease in liberty.”> The argument is that security
and civil liberties such as privacy can never be reconciled. Every gain
in privacy must be a loss in security. Every gain in security must be a
loss in privacy.

But this argument is flawed. The argument that privacy and
security are mutually exclusive stems from what I call the “all-or-
nothing fallacy.” Sacrificing privacy doesn’t automatically make us
more secure. Not all security measures are invasive of privacy. More-
over, no correlation has been established between the effectiveness of
a security measure and a corresponding decrease in liberty. In other
words, the most effective security measures need not be the most det-
rimental to liberty.

So common is the all-or-nothing fallacy that many people
feel safer the more the government invades their privacy. I think of
the fallacy as the reaction of people on a sinking boat in the middle of
the ocean. Frantic to stay afloat, the passengers start throwing all sorts
of things overboard. They think: If we toss stuff overboard, then we’ll
stop sinking. But in their fear, they throw away a chest of food and
water. Meanwhile, the boat was sinking because of a hole that could
have easily been plugged.

Security and privacy need not be mutually exclusive. For ex-
ample, one security response to the September 11 attacks was to lock
the cockpit doors on airplanes. This prevents a terrorist from gaining
control of the plane. Does it invade privacy? Hardly at all. Chasing
down unaccounted-for nuclear weapons abroad is another security

measure that often isn’t invasive of privacy.
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[ think one reason for the prevalence of the all-or-nothing fal-
lacy is that people seem to associate being inconvenienced and being
intruded upon with security. So if the government wants to make
people feel more secure, all it needs to do is make them feel more
uncomfortable and exposed. But surrendering privacy doesn’t neces-
sarily make us more secure.

The all-or-nothing fallacy causes tremendous distortion in
the balance between privacy and security. In fact, I believe that many
courts and commentators who balance security measures against pri-
vacy rights conduct the balance wrongly because of this fallacy. They
cast the balance in terms of whether a particular government security
measure should be barred. On one side of the scale they weigh the ben-
efits of the security measure. On the other side they weigh privacy rights.

At first blush, this seems like a reasonable approach—balance
the security measure against privacy. Yet it is quite wrong. Placing the
security measure on the scale assumes that the entire security measure,
all-or-nothing, is in the balance. It's not. Protecting privacy seldom
negates the security measure altogether. Rarely does judicial oversight
or the application of the Fourth Amendment prohibit a government
surveillance activity. Instead, the activity is allowed subject to over-
sight and sometimes a degree of limitation.

Most constitutional and statutory protections work this way.
The Fourth Amendment, for example, allows all sorts of very invasive
searches. Under the Fourth Amendment, the government can search
your home. It can search your computer. It can do a full body-cavity
search. It can search nearly anything and engage in nearly any kind of
surveillance. How can this be so? Because the Fourth Amendment
doesn’t protect privacy by stopping the government from searching; it
works by requiring judicial oversight and mandating that the govern-
ment justify its measures. So under the Fourth Amendment, the gov-
ernment can engage in highly invasive searches if it justifies the need

to do so beforehand to a judge.
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Like the Fourth Amendment, electronic-surveillance law al-
lows for wiretapping, but limits the practice by mandating judicial
supervision, minimizing the breadth of the wiretapping, and requir-
ing law-enforcement officials to report back to the court to prevent
abuses. Thus the protection of privacy might demand the imposition
of oversight and regulation but need not entail scrapping an entire
security measure.

When security is balanced against privacy, the entire security
measure shouldn’t be weighed against the privacy harms it creates.
Since protecting privacy involves imposing oversight and regulation
on the initiative, the security side of the scale should gauge only the
extent to which such oversight and regulation reduce the effective-
ness of the security measure. If, say, judicial oversight and regulation
designed to protect privacy result in delays and paperwork and limita-
tions that make a security measure 10 percent less effective, it makes no
sense to balance the entire security measure against privacy. Instead,
the balance should be between privacy and the 10 percent decrease in
the measure’s effectiveness.

Far too often, however, discussions of security and liberty fail
to assess the balance this way. Polls frequently pose the question as an
all-or-nothing tradeoff. A 2002 Pew Research poll asked American

citizens:

Should the government be allowed to read e-mails and listen to
phone calls to fight terrorism?>

A 2005 poll from Rasmussen Reports posed the question:

Should the National Security Agency be allowed to intercept tele-
phone conversations between terrorism suspects in other countries
and people living in the United States?*

Both these questions, however, neglect to account for warrants and

court orders. Few would contend that the government shouldn’t be
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allowed to conduct a wide range of searches when it has a search war-

rant or court order. So the questions that should be posed are:

Should the government be allowed to read emails and listen to
phone calls without a search warrant or the appropriate court order
required by law to fight terrorism?

Should the National Security Agency be allowed to intercept tele-
phone conversations between terrorism suspects in other countries
and people living in the United States without a court order or
judicial oversight?

The choice is not between a security measure and nothing, but
between a security measure with oversight and regulation and a secu-
rity measure at the sole discretion of executive officials. In many cases,
oversight and regulation do not diminish a security measure substan-
tially, so the cost of protecting privacy can be quite low. Unfortunately,
the balance is rarely assessed properly. When the balance is measured
under the all-or-nothing fallacy, the scale dips dramatically toward the
security side. The costs of protecting privacy are falsely inflated, and

the security measure is accorded too much weight.
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fter the London subway bombing in 2005, New York City of-

ficials began to worry about the possibility of a similar attack in

New York. The New York Police Department began a program
of random searches of riders’ baggage. The searches were conducted
without a warrant, probable cause, or even reasonable suspicion.

The search program was challenged as a violation of the Fourth
Amendment. The Fourth Amendment allows random searches if
they are “reasonable,” a quality that is determined by balancing the
government interest in security against people’s interest in privacy.
The weight of the security interest depends upon the extent to which
the program effectively improves subway safety. Nobody questions the
importance of subway safety, so the critical issue is whether the search
program is a sufficiently effective way of achieving security to be
worth the tradeoff in privacy and civil liberties.

In MacWade v. Kelly, the U.S. Court of Appeals for the Sec-
ond Circuit conducted this balancing act and concluded that the pro-
gram was reasonable under the Fourth Amendment. The way the
court conducted this analysis, however, was problematic. On the
issue of the effectiveness of the subway search program, the court de-

ferred to the law-enforcement officials, stating that the issue “is best
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left to those with a unique understanding of, and responsibility for,
limited public resources, including a finite number of police officers.”
In determining whether the program was “a reasonably effective
means of addressing the government interest in deterring and detect-
ing a terrorist attack on the subway system,” the court refused to exam-

ine the data to assess the program’s effectiveness. The court declared:

We will not peruse, parse, or extrapolate four months’ worth of
data in an attempt to divine how many checkpoints the City ought
to deploy in the exercise of its day-to-day police power. Counter-
terrorism experts and politically accountable officials have un-
dertaken the delicate and esoteric task of deciding how best to
marshal their available resources in light of the conditions prevail-

ing on any given day. We will not—and may not—second-guess

the minutiae of their considered decisions.!

Was the New York subway search program effective? I doubt
it. About 4.5 million passengers ride on New York subways every week-
day, and the city has more than 450 subway stations.” A small number
of random searches seems more symbolic than effective because the
odds of the police finding terrorists are very low.

Under the program, a person can walk away rather than be
searched. Any terrorist who isn’t foolish would leave the station and
walk about ten blocks to another station, where searches probably
wouldn’t be occurring, since searching is limited to a few stations
each day.

The government argued that the program would deter terror-
ists from bringing bombs onto subway trains. But nearly any kind of
security measure can arguably produce some degree of deterrence.
The key issue, which the court didn’t analyze, is whether the program
would lead to deterrence significant enough to outweigh the curtail-
ment of civil liberties.

Deference is a major problem when it comes to balancing

security and privacy. Although courts should not take a know-it-all
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attitude, they shouldn’t defer on such a critical question as a security
measure’s effectiveness. The problem with many security measures is
that they are not wise expenditures of resources. In addition, they
have costs in terms of people’s privacy and civil liberties. Holding
them up to the bright light and scrutinizing them is a way to make
sure they are truly effective enough to be worth the costs. Many
courts, however, are reluctant to second-guess the judgment of secu-
rity experts. In this chapter, I argue that courts should not defer to the

government’s security experts.

Does the Executive Branch Have Greater
Competence in Security?

Judge Richard Posner argues that judges should defer to the executive
branch when it comes to assessing security measures because judges
“aren’t supposed to know much about national security.”* Likewise,
his son Eric Posner, joined by fellow legal scholar Adrian Vermeule,
declares that “the executive branch, not Congress or the judicial
branch, should make the tradeoff between security and liberty.”*

The problem with deference is that, historically, the execu-
tive branch hasn’t always made the wisest national security decisions.
Nonetheless, Posner and Vermeule contend that notwithstanding its
mistakes, the executive branch is better at making these decisions
than are the judicial and legislative branches. “Judges are generalists,”
they observe, “and the political insulation that protects them from cur-
rent politics also deprives them of information, especially information
about novel security threats and necessary responses to those threats.”
Posner and Vermeule argue that during emergencies, the “novelty of
the threats and of the necessary responses makes judicial routines and
evolved legal rules seem inapposite, even obstructive.”

“Judicial routines” and “legal rules,” however, make up the

cornerstone of due process and the rule of law—they are the central
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building blocks of a free and democratic society. At many times, Pos-
ner, Vermeule, and other strong proponents of security seem to focus
almost exclusively on what would be best for security. But the objec-
tive should be establishing an optimal balance between security and
liberty. Although such a balance may not promote security with max-
imum efficiency, that is one of the costs of living in a democracy as
opposed to an authoritarian political regime. The executive branch
may be the appropriate branch for developing security measures, but
that does not make it the most adept branch at establishing a balance
between security and liberty.

In our constitutional democracy, each branch has a role to
play in making policy. Courts protect constitutional rights, not as ab-
solute restrictions on executive and legislative policymaking but as
important interests to be balanced against government interests.
Judges balance by applying various forms of “judicial scrutiny,” which
involve assessing the weight of the government’s interest, a particular
measure’s effectiveness in protecting that interest, and the extent to
which the government interest can be achieved without unduly in-
fringing upon constitutional rights. For balancing to be meaningful,
courts must scrutinize both the security and the liberty interests.

If courts fail to question the efficacy of security measures,
then the security interest will prevail nearly all the time. Preventing
terrorism has an immensely heavy weight, and any given security
measure will provide a marginal advancement toward that goal. At
this point, it is futile to look at the civil liberties side of the balance.
The government side has already won.

Proponents of deference argue that if courts didn’t defer,
they'd be substituting their judgment for that of executive officials,
who have greater expertise in understanding security issues. Special
expertise in national security, however, is often not necessary for bal-
ancing security and liberty. Judges and legislators should require the

experts to persuasively justify the security measures they advocate. Of
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course, in fields such as rocket science, nonexperts may struggle to
comprehend the concepts. But security is far from rocket science.

Judges should not automatically assume that the experts al-
ways know best. Judgments made by experts can be based on unexam-
ined customs and assumptions. The process of making experts justify
their decisions is an important one, for if the experts can’t convince
judges that their decisions are wise, then there’s a good chance that
they aren’t wise. A sound policy should have a sound justification.

Moreover, the deference argument conflates evaluating a
particular security measure with creating such a measure. When
judges review a security measure, they aren’t creating their own ideal
proposal but are forcing government officials to explain and justify
their policies. The point of judicial review is to subject the judgment
of government officials to critical scrutiny rather than to blindly ac-
cept their authority.

Whenever courts defer to the government on the effectiveness
of a government security measure, they are actually deferring to the
government on the ultimate question of whether the measure passes
constitutional muster. This is an abdication of the well-established

role of the judiciary to interpret the U.S. Constitution.

Assessing the Security Threat

In order to balance security and liberty, we must assess the security
interest. This involves evaluating two components—the gravity of the
security threat and the effectiveness of the security measures to ad-
dress it. It is often assumed without question that the security threat
from terrorism is one of the gravest dangers we face in the modern
world. But this assumption might be wrong.

Assessing the risk of harm from terrorism is difficult because
terrorism is such an irregular occurrence and is constantly evolving.

If we examine the data from previous terrorist attacks, however, the
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threat of terrorism has been severely overstated. For example, many
people fear being killed in a terrorist attack, but based on statistics
from terrorism in the United States, the risk of dying from terrorism is
minuscule. According to the political scientist John Mueller, “Even
with the September 11 attacks included in the count . . . the number
of Americans killed by international terrorism since the late 1960s
(which is when the State Department began its accounting) is about
the same as the number killed over the same period by lightning, or
by accident-causing deer, or by severe allergic reactions to peanuts.

Add up the eight deadliest terrorist attacks in U.S. history, and
they amount to fewer than four thousand fatalities.” In contrast, flu
and pneumonia deaths are estimated to be around sixty thousand an-
nually. Another forty thousand die in auto accidents and other unin-
tentional injuries each year.® Based on our experience with terrorism
thus far, the risk of dying from terrorism is low on the relative scale of
fatal risks.

Dramatic events and media attention can cloud a rational
assessment of risk. The year 2001 was notable not just for the Septem-
ber 11 attacks. It was also the summer of the shark bite, when exten-
sive media coverage about shark bites led to the perception that such
attacks were rising dramatically. But there were fewer shark attacks in
2001 than in 2000 and fewer deaths as well: four in 2001, compared
with thirteen in 2000.” And regardless of which year had more deaths,
the number is so low that an attack is a freak occurrence.

[t is true that our past experience with terrorism might not be
a good indicator of the future. More treacherous terrorism is possible,
such as the use of nuclear or biological weapons. This complicates
our ability to assess the risk of harm from terrorism. Moreover, the
intentional human conduct involved in terrorism creates a sense of
outrage and fear that ordinary deaths don’t engender. Alleviating fear
must be taken into account, even if such fear is irrationally high in

relation to other, riskier events, such as dying in a car crash. But en-

43



Values

lightened policy must not completely give in to the irrational fear of
the moment. It should attempt to quell the fear, but it must do so
thoughtfully.

Nevertheless, most policymakers find it difficult to assess the
threat of terrorism judiciously. In the face of widespread public panic,
it is hard for government officials to make only moderate changes.
Something dramatic must be done, or political heads will roll. Given
the difficulty of assessing the security threat rationally, it is imperative
that the courts meaningfully analyze the effectiveness of security
measures. Even if panic and fear might lead to overstating the gravity
of the threat, we should at least ensure that the measures taken to
promote security are sufficiently effective to justify the cost.

Unfortunately, rarely do discussions about the sacrifice of
civil liberties explain why security benefits can’t be achieved in other
ways and why such a security measure is the best and most logical one
to take. Little scrutiny is given to security measures. They are often
just accepted as a given, no matter how ill-conceived or ineffective
they might be.

Security Theater

Some ineffective security measures, such as the New York City sub-
way search program, are largely symbolic. The subway searches are
unlikely to catch or deter terrorists because they involve only a minus-
cule fraction of the millions of daily passengers. Terrorists can easily
turn to other targets or attempt the bombing on another day or at an-
other train station where searches aren’t taking place. The vice of
symbolic security programs is that they result in needless sacrifices of
liberty and drain resources from other, more effective security measures.

Nevertheless, these programs have a virtue —they can ame-
liorate fear because they are highly visible. Ironically, the subway search

program’s primary benefit was alleviating people’s fear (which was
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probably too high), albeit in a deceptive manner (as the program
did not add much in the way of security). The security expert Bruce
Schneier calls such measures “security theater,” for they constitute an
elaborate exercise in playacting to create the appearance of security.

Schneier writes:

Security theater refers to security measures that make people feel
more secure without doing anything to actually improve their
security. An example: the photo ID checks that have sprung up
in office buildings. No-one has ever explained why verifying that
someone has a photo ID provides any actual security, but it looks
like security to have a uniformed guard-for-hire looking at ID

cards.!0

Is security theater legitimate? Calming public fear is certainly
a good thing, but the problem is that security theater is a lie. I believe
that most people would rather know the truth than feel better through
deception. Meaningful protection of rights requires that they be sacri-
ficed only when security measures are really effective. Rights shouldn’t
be sacrificed for lies, no matter how noble the intention behind the

lies might be.

Why No Deference Is Good for Security

Not only is a policy of no deference better for privacy rights, it is also
better for security. If security officials know they’ll have to justify their
policies, they might be more careful about which ones they decide to
use. Judicial scrutiny ensures that security othcials do their jobs well
and are accountable.

If we give up some privacy for security, we should at least get
our money’s worth, not placebos or empty symbolic measures. Judi-
cial scrutiny demands that judges ask security officials: Are your secu-
rity measures better than the alternatives? Are there other measures

that invade privacy less?
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We shouldn’t have to just accept what others tell us and not
ask questions. That isn’t what rights are about. Rights are freedoms
that are important enough for us to demand that courts grill the ex-
perts. In the end, the experts may be right. But when we're asked to
sacrifice our rights, we should make sure the experts have thought

everything through.
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Why Privacy Isn't Merely an
Individual Right

uppose the government believes that you might be smuggling

weapons. It wants to track your movements. You have an Apple

iPhone, and the government can have AT&T pinpoint where
you are at nearly all times (assuming the phone is turned on). A cell
phone can work somewhat like a global positioning system (GPS)
device. The cell phone towers must be able to locate your cell phone,
and they do it through a process called “triangulation.” Three cell
phone towers stay connected to your phone at all times to determine
precisely where you are.

On the security side of the scale, the government’s interest in
stopping the smuggling of weapons is very important: Dangerous un-
authorized weapons can threaten all of society, and stopping them
makes us all safer. On the privacy side of the scale, what gets weighed
is your individual interest in the privacy of your whereabouts. So the
balance is between the safety of society versus one person’s privacy —
and the likely outcome is that the security side will win.

In this chapter, I argue that the balance shouldn’t just focus
on your privacy— it should weigh privacy of location for everybody in
society. Privacy should be understood as a societal value, not just an

individual one.
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Privacy as a Societal Value

“Privacy is inherently personal. The right to privacy recognizes the sov-
ereignty of the individual.”! These are the words of one court, but
they reflect the views of many in and out of the courtroom. For ex-
ample, the legal scholar Thomas Emerson states that privacy “is based
upon premises of individualism, that the society exists to promote the
worth and the dignity of the individual. . . . The right of privacy . . . is
essentially the right not to participate in the collective life —the right
to shut out the community.”

Traditionally, rights have often been understood as protecting
the individual against the incursion of society based on respect for the
individual’s autonomy. Many theories of privacy’s value construe pri-
vacy in this manner. For example, Charles Fried argues that privacy is
one of the “basic rights in persons, rights to which all are entitled
equally, by virtue of their status as persons. . . . In this sense, the view
is Kantian; it requires recognition of persons as ends, and forbids the
overriding of their most fundamental interests for the purpose of max-
imizing the happiness or welfare of all.”®

The law often sees privacy rights as individual rights. The
U.S. Supreme Court has held that Fourth Amendment rights belong
only to the person whom the government is searching. For example,
suppose you put some things in your friend’s bag. The police illegally
search it and find your things. The police want to use these things to
prosecute you. Does the Fourth Amendment protect you?

No. According to the Supreme Court, you can’t challenge
this search—even though it was improper—because it wasn’t your
bag.* The reasoning is that your rights weren’t violated. The search
was of your friend, and it involved rights belonging to your friend.
The Supreme Court sees rights as individual possessions, and since
your friend’s rights don’t belong to you, you're out of luck.

Communitarian scholars launch a formidable critique of tradi-
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tional accounts of individual rights. The social theorist Amitai Etzioni,
for example, contends that privacy is “a societal license that exempts a
category of acts (including thoughts and emotions) from communal,
public, and governmental scrutiny.” For Etzioni, many theories of
privacy treat it as sacrosanct, even when it conflicts with the common
good. According to Etzioni, “privacy is not an absolute value and
does not trump all other rights or concerns for the common good.”
He goes on to demonstrate how privacy interferes with greater social
interests and contends that privacy often, though not always, should
lose out in the balance.’

Etzioni is right to critique those who argue that privacy is an
individual right that should trump social interests. The problem, how-
ever, is that utilitarian balancing between individual rights and the
common good rarely favors individual rights—unless the interest ad-
vanced on the side of the common good is trivial. Society will generally
win when its interests are balanced against those of the individual.

Etzioni, however, views individual rights as being in tension
with society. The same dichotomy between individual and society
that pervades liberal theories of individual rights also pervades Et-
zioni’s communitarianism. Etzioni views the task of communitarians
as “balanc[ing] individual rights with social responsibilities, and indi-
viduality with community.”® Such a view assumes that individual and
societal interests are conflicting.

In contrast, the philosopher John Dewey proposed an alter-
native theory about the relationship between individual and society.
For Dewey, the good of individual and the good of society are often
interrelated rather than antagonistic: “We cannot think of ourselves
save as to some extent social beings. Hence we cannot separate the
idea of ourselves and our own good from our idea of others and of
their good.”” Dewey contended that the value of protecting individual

rights emerges from their contribution to society. In other words, indi-
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vidual rights are not trumps but are protections by society from its intru-
siveness. Society makes space for the individual because of the social
benefits this space provides. Therefore, Dewey argues, rights should
be valued based on “the contribution they make to the welfare of the
community.” Otherwise, in any kind of utilitarian calculus, individ-
ual rights wouldn’t be valuable enough to outweigh most social inter-
ests, and it would be impossible to justify individual rights. Dewey
argued that we must insist upon a “social basis and social justifica-
tion” for civil liberties.®

Like Dewey, I contend the value of protecting the individual
is a social one. Society involves a great deal of friction, and we are
constantly clashing with one another. Part of what makes a society a
good place in which to live is the extent to which it allows people
freedom from the intrusiveness of others. A society without privacy
protection would be oppressive. When protecting individual rights,
we as a society decide to hold back in order to receive the benefits of
creating free zones for individuals to flourish.

As the legal theorist Robert Post has argued, privacy is not
merely a set of restraints on society’s rules and norms. Instead, privacy
constitutes a society’s attempt to promote civility.” Society protects
privacy as a means of enforcing order in the community. Privacy
isn’t the trumpeting of the individual against society’s interests but the
protection of the individual based on society’s own norms and values.
Privacy isn’t simply a way to extricate individuals from social con-
trol; it is itself a form of social control that emerges from a society’s
norms. It is not an external restraint on society but an internal dimen-
sion of society. Therefore, privacy has a social value. When the law pro-
tects the individual, it does so not just for the individual’s sake but for
the sake of society. Privacy thus shouldn’t be weighed as an individual
right against the greater social good. Privacy issues involve balancing

societal interests on both sides of the scale.!®
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Surveillance of Movement

Let’s return to the issue I began the chapter with—the government
wants to track your location. Although you're the one raising the court
challenge against the surveillance, the court shouldn’t focus its bal-
ance just on protecting you. At stake in the case are not just your
rights but everybody’s rights to the privacy of their movement.

If the court focuses merely on your individual rights, the bal-
ance becomes skewed. Suppose you really are guilty of smuggling
weapons. On one side of the scale is your ability to exercise your right
to privacy in order to carry out a crime. On the other side is society’s
interest in maintaining safety and order. Society clearly wins if the
balance is understood in this way.

Even if you're innocent, the balance is hard for you to win.
Stopping the smuggling might save countless lives. So what if your
privacy is violated? If the government made a mistake and tracked
your movements when you were innocent, it will soon realize its

error. The government could send you an apology note, saying:

We're sorry we violated your privacy. But we had a really important
need to investigate the smuggling of weapons. Stopping this crime
can save many lives. Once we discovered you were innocent, we
ceased our surveillance of you. We realize you might have been
harmed by this, but think of how much good your sacrifice did for
society. Sometimes you have to take one for the team. Thank you.

Fondly,

The Government

Keeping you safe and secure, since 1789

The problem with this argument is that youre not the only
one harmed by this practice. The power of the government to engage

in this kind of surveillance without adequate oversight affects every-
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one. It shapes the kind of society we live in. Moreover, the govern-
ment can engage in systemic surveillance that dramatically increases
its power and has widespread effects on people’s freedom.

Many of the most important Supreme Court cases were
brought by some rather unsavory criminals. They might have done
some awful things, and they might not be heroes, but they are cham-
pions of the law. Many of them probably fought only for their own
selfish interests. If asked why they were fighting, many might have
said: “I'm fighting for my rights!” But their cases affected us all, and
shaped the meaning of our Constitution. They didn’t just fight for
their rights. They fought for the rights of all of us.
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The Pendulum Argument

common argument is that in times of crisis, we must sacrifice

civil liberties to gain security. Judge Richard Posner contends

that the “events of September 11 revealed the United States to
be in greater jeopardy from international terrorism than had been
believed by most people until then. . . . It stands to reason that such a
revelation would lead to our civil liberties being curtailed.”! The Con-
stitution is not a “suicide pact,” Posner observes, using the words of
U.S. Supreme Court Justice Robert Jackson.? Constitutional rights
must be limited in times of crisis. This process is inevitable, Posner
asserts, and we should accept it without being unduly concerned be-
cause rights are often restored during times of peace. We should not
treat “our existing civil liberties—protections of privacy, of the free-
dom of the press, of the rights of criminal suspects, and the rest—as
sacrosanct and insist[] therefore that the battle against international
terrorism must accommodate itself to them.”?

Likewise, William Rehnquist, the late chief justice of the
U.S. Supreme Court, observed: “It is neither desirable nor is it re-
motely likely that civil liberty will occupy as favored a position in
wartime as it does in peacetime.”* The sociologist Amitai Etzioni con-
tends that the curtailment of rights during times of crisis doesn’t

threaten constitutional democracy. Instead, it represents a democra-
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cy’s responsiveness to public fears. “Once safety is restored,” he states,
“the [security] measures can gradually be rolled back.”

[ refer to this argument as the “pendulum argument” —during
times of crisis, the pendulum swings toward security and rights are
curtailed, and during times of peace, the pendulum swings back to-
ward liberty, and rights are restored. But the pendulum argument has
it exactly backward —times of crisis are precisely when we should be

at our staunchest in protecting privacy and liberty.

Unnecessary Sacrifices

The pendulum argument begins with the assumption that sacrifices
of rights and civil liberties are necessary in times of crisis, a view many
share. One poll shortly after the September 1lth attacks asked:
“Would you be willing to give up some of the liberties we have in this
country in order for the government to crack down on terrorism, or
not?” About 68 percent of respondents said yes.® In another poll in
early 2002, about 78 percent declared themselves “more willing to
give up certain freedoms to improve safety and security.”’

In response to increased security measures to combat terror-
ism, countless people say: “I'd gladly give away some of my privacy if
[ can be kept secure.” The argument treats the sacrifice as a tempo-
rary response to a dire situation. For example, even the celebrated
constitutional rights lawyer Floyd Abrams has argued that “we must
accept that we now live at a level of vulnerability which requires dis-
tressing steps of a continuing nature in an effort to protect ourselves.
As a result, we must, I think, be prepared to yield some of our privacy,
to accept a higher level of surveillance of our conduct, even to risk
some level of confrontation with the Fourth Amendment of the
United States Constitution.”®

But in many circumstances the assumption that rights and

civil liberties must be sacrificed for security is invalid. During times of
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crisis, the government—often with the support of a majority of the
public —is far too willing to make unnecessary sacrifices. These sacri-
fices often involve the rights and liberties of minorities and dissidents,
so the costs aren’t borne equally by all in society. When people say
they’re willing to give up rights and liberties in the name of security,
they’re often sacrificing the rights and liberties of others rather than

their own.

Why We Readily Sacrifice Billy Budd

Herman Melville’s classic novella Billy Budd, written late in
the nineteenth century, bears an uncanny relevance to our times.
Billy Budd is a moving depiction of a profound sacrifice made in the
name of security.” Billy Budd, a kindhearted and simple sailor, is
falsely accused of mutiny by an officer of the ship who acts out of
personal animus toward Billy. Billy speaks with a stutter, and can’t
speak at all when under stress. In frustration, his arm shoots out al-
most reflexively, and he hits the officer so hard that he kills him.

The ship’s captain, Edward Vere, convenes a secret military
tribunal.!’ Billy’s adjudicators all believe that his life should be spared
because the killing was unintentional. However, the governing law,
the Articles of War, appears to be strict and uncompromising— Billy
caused the officer’s death, and therefore he must be condemned. At
the trial, Vere delivers an eloquent speech to the adjudicators explain-
ing that no matter how great the temptation to be more merciful, the
law is strict and controlling, and the rule of law must be followed.
This is especially true, Vere argues, during times of war, when main-
taining discipline and order is imperative. Billy is convicted and is
executed by hanging the next day.

Commentators have often viewed Vere as caught up in a
difficult situation, forced to choose between adhering to the rule of

law or adopting a more equitable approach that would obviate the
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sacrifice of Billy Budd. Vere chooses to follow the law’s unbending
strictures . . . or so he would have us believe. A lot of evidence in the
novel suggests that Vere actively manipulates the law in order to hang
Billy Budd.!"! In particular, Vere doesn’t follow the proper procedure
and wait for his ship to rejoin the squadron, where Billy could be tried
in a more flexible manner. More lenient sanctions are available at
tribunals held with the full squadron. Instead, Vere rushes to convene
a makeshift trial on board his ship while it is alone at sea.

Although pretending to be governed by the strict rule of law,
Vere really uses the law as a tool to sacrifice Billy Budd. He does so
because he fears a mutiny. Vere makes a persuasive argument to oth-
cers deciding Billy’s fate, urging them to convict Billy because failing
to do so would make the ship’s commanders look cowardly. Billy
Budd must be sacrificed not because he poses a threat, but because
sparing his life might appear as a sign of weakness to the crew.
Throughout the novella, Melville provides subtle clues that Vere acts

out of his own insecurity rather than exercising sound judgment.

The Lessons of History

Like Captain Vere, our government often makes profound
sacrifices during times of crisis. Throughout U.S. history, significant
curtailments of rights have been carried out in the name of national
security and wartime necessity. During the Civil War, President Lin-
coln suspended habeas corpus. During World War [, individuals who
spoke out against the war were prosecuted. During World War II, the
government rounded up around 120,000 people of Japanese descent
living on the West Coast and imprisoned them in internment camps.!?
During the Cold War, hundreds of people were subjected to interro-
gation and blacklisting for their communist beliefs.

The law has often failed to stop government officials from

making these painful sacrifices. For example, during World War [, the
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U.S. Supreme Court upheld the convictions of people who were
speaking out against the war. “When a nation is at war,” the Supreme
Court declared, “many things that might be said in time of peace
are such a hindrance to its effort that their utterance will not be en-
dured so long as men fight and that no Court could regard them as
protected by any constitutional right.”!® The Supreme Court also
upheld the Japanese internment, concluding that “the military au-
thorities considered that the need for action was great, and time was
short. We cannot—by availing ourselves of the calm perspective of
hindsight—now say that at that time these actions were unjustified.”!*

As the Court explained,

In a case of threatened danger requiring prompt action, it is a choice
between inflicting obviously needless hardship on the many, or sit-
ting passive and unresisting in the presence of the threat. We think
that constitutional government, in time of war, is not so powerless
and does not compel so hard a choice if those charged with the
responsibility of our national defense have reasonable ground for
believing that the threat is real.!®

When these curtailments were later reexamined, they turned
out to be unnecessary overreactions. The Japanese internment has
long been acknowledged to have been a terrible mistake, and the U.S.
government has formally apologized.!® The Supreme Court is much
more protective of antiwar speech today than it was during World
War [. The McCarthy-era fear of Communists has widely been ac-
knowledged to have been a significant overreaction.!” Recently re-
leased evidence suggests that McCarthy may have deliberately misled
the public about the threat posed by Communists in the United
States.!® In short, during times of crisis, our leaders have made pro-
found sacrifices in the name of security, ones that we later realized
need not have been made.

But history has repeated itself. After September 11, the govern-

ment made a series of significant curtailments of privacy and civil liberties.

59



Times of Crisis

For example, it secretly rounded up and detained thousands of “enemy
combatants” living in the United States and refused to reveal their identi-
ties.!? It interned them indefinitely in camps, denying them hearings, rep-
resentation by counsel, and even contact with the outside world.?

The courts reacted quite similarly to the way they had acted
before. In Hamdi v. Rumsfeld, the Supreme Court held that it was
within the president’s power to detain Yassar Hamdi, an American
citizen captured during military operations in Afghanistan, as an “enemy
combatant.” The Court concluded that executive power is limited by
the due-process clause, which requires that enemy combatants be af-
forded some degree of individual process. However, the Court stated
that the amount of process accorded is not akin to that regularly pro-
vided. Although people detained as enemy combatants are protected
by some “core rights,” the Court noted that “the full protections that
accompany challenges to detentions in other settings may prove un-
workable and inappropriate in the enemy-combatant setting.”?!

Were the curtailments in liberty necessary? The debate goes
on, but it has been acknowledged that even if some of the government’s
actions were useful, they were excessive. In 2003 the inspector general
of the Department of Justice reported that the government overre-
acted after September 11 and improperly rounded up numerous indi-
viduals.?? In 2004 the U.S. government abruptly released Hamdi after
holding him for almost three years in solitary confinement without

any criminal charges, stating that he was no longer a threat.”’

Rejecting the Sacrifices

It is far too easy to succumb to Vere’s beguiling argument to sacrifice
Billy Budd for the sake of security. We should be suspicious of these
arguments. We must give the highest scrutiny to the sacrifices our
leaders make in the name of security.

Judge Posner contends that to the extent that the government
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has overreacted by curtailing liberty in times of crisis, we shouldn’t be
concerned, since the “curtailment of civil liberties in the Civil War,
World War I (and the ensuing ‘Red Scare’), World War 1I, and the
Cold War did not outlast the emergencies.”?* But curtailments of lib-
erties harmed thousands of innocent citizens, sometimes quite se-
verely. The Japanese internment deprived countless people of their
freedom. The McCarthy-era hunt for Communists during the 1950s
resulted in many people being fired from their jobs and blacklisted
from employment for years.?

We shouldn’t simply accept these mistakes as inevitable; we
should seek to prevent them from occurring. Hoping that the pendu-
lum will swing back offers little consolation to those whose liberties
are infringed. The government’s eventual realization that it over-
reacted and its issuing an apology doesn’t set everything right. Apolo-
gies aren’t meaningful if one continues to make the same mistakes.

Of course, not all sacrifices are unwarranted. Sometimes sac-
rifices in rights and civil liberties should be made, but only when the
government adequately justifies why they are necessary. We must sub-
ject proposed sacrifices to meticulous scrutiny since it is easy for judg-
ments in times of crisis to be skewed by fear. In light of a history
marred by frequent misguided responses to threats, we should be
extra cautious about making needless sacrifices.

Not only is the pendulum argument wrong in falsely assum-
ing that sacrifices of rights and civil liberties are necessary, it also
misses the point about why rights and civil liberties matter. The pro-
tection of liberty is most important in times of crisis, when it is un-
der the greatest threat. During times of peace, because we are less
likely to make unnecessary sacrifices of liberty, the need to protect it
is not as dire. The greatest need for safeguarding liberty comes during
times when we least want to protect it, when our fear clouds our judg-
ment. We most need rights when the going gets tough —to stop us and

make us think before we let our leaders hang Billy Budd.

61



The National-Security Argument

any people argue that the government should be regulated
much less when it pursues matters of national security than
when it investigates ordinary crime. They contend that na-
tional-security threats are quite different from the dangers of crime.
For example, as Andrew McCarthy, senior fellow of the Foundation
for the Defense of Democracies and former federal prosecutor, testi-

fied to Congress:

We want constitutional rights to protect Americans from oppressive
executive action. We do not, however, want constitutional rights

to be converted by enemies of the United States into weapons in
their war against us. We want courts to be a vigorous check against
overbearing governmental tactics in the investigation and prosecu-
tion of Americans for ordinary violations of law; but we do not—or,
at least, we should not—want courts to degrade the effectiveness of
executive action targeted at enemies of the United States who seck
to kill Americans and undermine their liberties.!

Those who maintain the exceptionalism of national-security
threats propose weaker Fourth Amendment requirements or none at
all. They contend that matters involving national security must be

kept secret and should be insulated from close scrutiny. Should mat-
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ters of national security be given special treatment? In this chapter, I
argue that the distinction between matters of national security and

regular crime is too fuzzy and incoherent to be workable.

The Law of National Security

In 1969 the three founding members of a group called “the White
Panthers” bombed a CIA office in Michigan. The group wasn’t a
white supremacist group; in fact, they supported the goals of the Black
Panther Party. They also advocated radical anarchist goals, arguing
that everything should be free and that money should be abolished.
The group’s manifesto stated: “We demand total freedom for every-
body! And we will not be stopped until we get it. . . . RoCKk AND ROLL
music is the spearhead of our attack because it is so effective and so
much fun.”?

During its investigation of the crime, the government wire-
tapped calls made by one of the bombers. The wiretapping was con-
ducted without warrants supported by probable cause required by the
Fourth Amendment.

The case made its way up to the U.S. Supreme Court in 1972.
The Nixon administration argued that because the bombing involved
a threat to national security, the government wasn’t bound by the
Fourth Amendment. The administration argued the U.S. Constitu-
tion grants the president special national-security powers to “preserve,
protect and defend the Constitution of the United States,” and these
powers trump the regular protections of the Fourth Amendment.?

The Supreme Court rebuffed President Nixon’s claim that
he could ignore Fourth Amendment rights in the name of national

security:

[W]e do not think a case has been made for the requested de-
parture from Fourth Amendment standards. The circumstances

63



Times of Crisis

described do not justify complete exemption of domestic security
surveillance from prior judicial scrutiny. Ofhicial surveillance,
whether its purpose be criminal investigation or ongoing intel-
ligence gathering, risks infringement of constitutionally protected
privacy of speech. Security surveillances are especially sensitive
because of the inherent vagueness of the domestic security con-
cept, the necessarily broad and continuing nature of intelligence
gathering, and the temptation to utilize such surveillances to
oversee political dissent. We recognize, as we have before, the con-
stitutional basis of the President’s domestic security role, but we
think it must be exercised in a manner compatible with the Fourth
Amendment. In this case we hold that this requires an appropriate
prior warrant procedure.?

The Court noted that the Fourth Amendment might require slightly
different procedures for matters of national security depending upon
practical considerations.” Thus Fourth Amendment regulation is flex-
ible to the particular needs of the situation.

Despite the Supreme Court’s rejection of the argument that
national security should entail a dramatic departure from constitu-
tional protections, the national-security argument is still invoked.
The legal scholar Stephen Vladeck notes that the concept of national
security has a distorting effect on the law: “[O]ne can find national
security considerations influencing ordinary judicial decision making
across the entire gamut of contemporary civil and criminal litiga-
tion.”® Although claims of national security don’t directly eliminate
rights or civil liberties, they severely weaken them. National-security
claims are often accompanied by calls for deference (which, as I ar-

gued in Chapter 4, are unjustified), as well as demands for secrecy.
What Precisely Is “National Security”?

In 1999 two high school students, Eric Harris and Dylan Klebold,

went on a rampage at the Columbine High School near Denver.
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They killed thirteen people, injured twenty-one others, and then
committed suicide. The crime, though, wasn’t categorized as a na-
tional-security matter even though it involved guns, terror, mass mur-
der, bombs, and suicidal perpetrators.

In contrast, in 2002, the government suspected José Padilla of
plotting to detonate a “dirty bomb” (a bomb with radioactive mate-
rial) in a major city. He was designated an “enemy combatant” and
detained and tortured for years without being charged with a crime or
accorded the right to a hearing. Ultimately, the dirty-bomb allega-
tions were dropped, and he was convicted of conspiracy to provide
material support to terrorists and sentenced to seventeen years in
prison.” Padilla was a U.S. citizen. Why was his crime deemed a na-
tional-security issue while the Columbine rampage wasn’t?

The line between national-security and regular criminal ac-
tivities is quite blurry. What about the Beltway snipers of 2002, who
terrorized people in Maryland, Virginia, and the District of Colum-
bia? What about Timothy McVeigh, the man who bombed the
Alfred P. Murrah Federal Building in Oklahoma City, killing 168
people? Are these regular crimes? Or matters of national security? Is
there a meaningful difference?

How should national-security threats be distinguished from
other crimes? One way is to focus on the number of potential victims,
with matters of national security involving a larger number of casual-
ties than ordinary crime. Under this approach, however, a serial killer
might be deemed a national-security threat but not an assassin who
attempts to murder the president. How many victims does it take to
turn an ordinary crime into a national-security issue? Unfortunately,
there’s no simple answer.

Another way to distinguish between the two classes of crime
is to focus on the means of attack. Perhaps if bombs are involved, then
it's a national-security issue. But bomb threats occur all the time in

buildings across the country. Many turn out to be hoaxes by disgrun-
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tled employees. Are these national-security issues? Recently, a man
flew a plane into an IRS building because he objected to income tax.?
Is this a national-security issue since it involved crashing a plane into
a government building? The problem with using means of attack as a
way to distinguish national-security issues from ordinary crime is that
any means of attack can be used by terrorists as well as by ordinary
criminals.

It is difficult to distinguish national-security matters from or-
dinary crime, especially when U.S. citizens are involved. National-
security threats are a form of crime. They are severe crimes, but the
rules for investigating ordinary crime are designed to regulate govern-
ment information gathering no matter how grave the particular crime
might be. These rules aren’t rigid, and they make allowances for exi-

gencies and unusual circumstances.

Improper Invocations of “National Security”

“National security” has often been abused as a justification not only
for surveillance but also for maintaining the secrecy of government
records as well as for violating the civil liberties of citizens. The Japa-
nese internment during World War 11, as well as many other abuses,
was authorized in the name of national security. As the court noted in
United States v. Ehrlichman, the Watergate burglary was an example
of the misuse of national-security powers: “T'he danger of leaving del-
icate decisions of propriety and probable cause to those actually as-
signed to ferret out ‘national security” information is potent, and is
indeed illustrated by the intrusion undertaken in this case.”

The government has often raised national-security concerns
to conceal embarrassing and scandalous documents from the public —
documents which often turned out to be harmless, such as the Penta-
gon Papers, a study of the U.S. military and political involvement in

Vietnam.!” Daniel Ellsberg, an analyst who worked on the study, gave
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the Pentagon Papers to the New York Times. The government sought
to prevent publication by claiming that disclosing the Pentagon Pa-
pers would create a “grave and immediate danger to the security of
the United States.”!! But this claim was false. The U.S. Supreme
Court rejected the government’s attempt to stop the Pentagon Papers
from being disclosed, and national security wasn’t harmed after they
were published. Solicitor General Edwin Griswold, who wrote the
government’s brief, later recanted, stating that he hadn’t seen “any
trace of a threat to national security” in the Pentagon Papers.!? The
dire claims the government made about national security were bogus,
just a way to cover up what the Pentagon Papers revealed —that the
government had made deceptive claims about the Vietnam War.
After the September 11 attacks, the government began using
a tactic called the “state secrets privilege” to exclude evidence in a
case if it will reveal a classified secret.!® Even if the government isn’t
a party to the case, it can swoop in and invoke the privilege. Many
times, the case gets dismissed because a person can’t prove her case
without the evidence. Tom Blanton, director of George Washington
University’s National Security Archive, says that the state secrets priv-
ilege acts like a “neutron bomb” on a case, effectively wiping it out.!*
For example, in one case, a German citizen named Khaled
El-Masri sued the CIA, claiming that he had been kidnapped by CIA
agents in Europe, taken to a secret prison in Afghanistan, and tortured —
a procedure called “rendition.” Khaled said he was “beaten, drugged,
bound, and blindfolded during transport; confined in a small, un-
sanitary cell; interrogated several times; and consistently prevented
from communicating with anyone outside the detention facility, in-
cluding his family.” According to news accounts, he “was made to
drink water so putrid it made him vomit,” and he “slept on a single
blanket, shivered through the cold months and was fed chicken bones
and skin.” After five months, the CIA finally realized it had the wrong

man, and Khaled was released. An unidentified CIA officer was quoted
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in a news article saying that the CIA “picked up the wrong people,
who had no information. In many, many cases there was only some
vague association [with terrorism].”!?

Khaled sued the CIA because, as he explained, he wanted the
Agency “to admit that injustice was done. I'd like an explanation and
I'd like an apology.” The government asserted the state secrets privi-
lege and demanded that the case be immediately dismissed. The U.S.
Court of Appeals for the Fourth Circuit agreed. The court reasoned
that in order for the government to defend itself against Khaled’s al-
legations, it would have to disclose details about how it interrogated
him, and that would reveal state secrets.!®

It is hard to believe there wasn’t a way to protect sensitive in-
formation while allowing the case to go forward. Khaled argued that
a lot of details about the case had been widely reported by the media,
but the court concluded that allowing the case to proceed would also
expose “how the CIA organizes, staffs, and supervises its most sen-
sitive intelligence operations.” Khaled contended that perhaps the
evidence could have been revealed only to his attorney and the judge,
with his attorney obtaining a security clearance. But the court con-
cluded that even the judge alone couldn’t see the evidence.!”

Why shouldn’t Khaled’s allegations be vetted? If the CIA was
engaging in illegal torture and interrogation tactics, its actions should
be subject to some kind of review. The state secrets privilege effec-
tively immunizes the CIA from any challenge to its activities, even if
those activities are illegal.

Ironically, the case that gave rise to the state secrets privilege
involved an improper use of secrecy. In United States v. Reynolds, a
U.S. Air Force plane exploded in flight, killing nine people. Only four
people were able to parachute to safety. The widows of three civilians
who died in the accident sued the government for negligence. In a
civil lawsuit, plaintiffs are ordinarily entitled to see documents per-

taining to an accident, and the plaintiffs in this case wanted to see the
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Air Force’s accident report and other evidence surrounding the inci-
dent. But the government withheld these documents due to national-
security concerns. The government wouldn’t even allow the trial
judge to examine the documents to evaluate the government’s claim
that their disclosure would undermine national security.

The U.S. Supreme Court upheld the government’s actions
under the state secrets privilege, declaring that “when the formal
claim of privilege was filed by the Secretary of the Air Force, under
circumstances indicating a reasonable possibility that military secrets
were involved, there was certainly a sufficient showing of privilege to
cut off further demand for the document.”'® The Court deferred to
the government’s assertions; indeed, it even refused to examine the
accident report. When the report was eventually declassified forty-
seven years later, it revealed no state secrets. Instead, it showed that
the government had been negligent. In his book about the case, Louis
Fisher, a senior scholar at the Library of Congress, concludes that
the government “falsely described” the documents and “misled” the
courts."”

Certainly, there are times where the government has a com-
pelling reason to keep information secret. But it is currently far too
easy for the government to cry “national security” to conceal un-
seemly information. Claims of secrecy in the name of national secu-

rity must be subjected to rigorous scrutiny.

Keeping Claims of “National Security” under Control

Although the president has extensive powers to protect the country,
these powers must be carefully circumscribed so as not allow the pres-
ident to circumvent constitutional rights and other legal protections.
National security is a nebulous concept that too often is used to justify
decreased regulation, oversight, and accountability.

At a minimum, claims of national security should be exam-
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ined with great skepticism. Every decade —perhaps in every census
year—Congress should thoroughly investigate government activities
in the name of national security as well as government demands for
secrecy. Such a project was undertaken by Congress in 1975. when
the Church Committee reported on government surveillance activi-
ties and abuses. This endeavor led to many reforms and legal protec-
tions—it was one of the inspirations for the creation of the Foreign
Intelligence Surveillance Act (FISA). Reviews such as the one done
by the Church Committee should be carried out regularly and more
frequently. Such reviews will bring needed transparency and account-

ability to government activities in the name of national security.?’
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The Problem with Dissolving the
Crime-Espionage Distinction

or a long time, the law has maintained separate rules to regulate

investigation of ordinary crime and espionage, the gathering of

foreign intelligence. The rules regulating criminal investiga-
tions are generally much stricter than those regulating espionage.

This division—which I call the “crime-espionage distinction” —
is sensible because gathering intelligence is different from investigat-
ing or preventing a crime. The rules governing espionage are permis-
sive, allowing the government broad surveillance power and a lot of
secrecy. The rules regulating criminal investigations are more rigor-
ous and have more transparency, ensuring that the government
doesn’t infringe upon people’s rights and civil liberties.

After September 11, however, many proponents of height-
ened security argued that terrorism investigations should be regu-
lated by the rules for espionage rather than the rules for criminal in-
vestigations. In terrorism cases the government gathers information
to investigate criminal activity as well as to acquire foreign intelli-
gence. It is difficult to classify terrorism investigations as purely about
crime or purely about espionage. Many government officials, politi-
cians, and commentators argued that maintaining the crime-espio-

nage distinction in terrorism cases prevented useful sharing of infor-
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mation among government agencies. These arguments prevailed,
resulting in changes in the law that significantly eroded the crime-
espionage distinction.

In this chapter, I argue that the crime-espionage distinction
should have been kept intact. The crime-espionage distinction establishes
a careful balance between two very different government functions—
criminal investigation and espionage. The rules governing espionage
are inadequate for protecting rights and civil liberties, as they are de-
signed to regulate the clandestine world of spying. Dissolving the dis-
tinction allows the weak rules governing espionage to replace stricter

rules that used to govern in many areas.

Two Systems of Regulation
The Fourth Amendment

The Fourth Amendment mandates strong judicial oversight
and regulation when the government gathers information about peo-
ple. It typically requires that the government justify its belief that
searches or surveillance will turn up evidence of a crime. The U.S.
Supreme Court has suggested that espionage is a special category of
surveillance that might not be regulated by the Fourth Amendment,
but it has never resolved the matter.!

Espionage is indeed quite different from criminal investiga-
tions, and it is sensible that the two should be regulated differently.
Requiring the government to justify how its information gathering
will reveal evidence of a crime is inimical to foreign intelligence gath-
ering, where the government’s goal is to learn about the activities of
foreign agents regardless of whether criminal activity is involved. For
example, the Soviet embassy in Washington, D.C., was long the
source of a spy-versus-spy game during the Cold War. The U.S. intel-

ligence agencies made countless attempts to eavesdrop on embassy
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activities, spying on it from a nearby house and even digging a secret
tunnel beneath it. Much of this surveillance didn’t relate to any crim-

inal investigation —it involved spying and counterspying.

Federal Statutory Law

Federal statutory law has long recognized the crime-espionage
distinction. Electronic surveillance to investigate crime is regulated
by a federal law called the Electronic Communications Privacy Act
(ECPA), which provides strong protections of privacy. It requires gov-
ernment officials to justify their belief that the surveillance will un-
cover evidence of a crime. It requires government officials to explain
to the court why alternative investigative methods won’t be effective.
When issuing orders allowing electronic surveillance, courts will
mandate that law-enforcement officials minimize listening in when
innocent people are involved.

A separate statute regulates espionage. Passed in 1978, the
Foreign Intelligence Surveillance Act (FISA) establishes procedures
for government officials to gather foreign intelligence within U.S.
borders.? FISA is permissive, affording the government much more
expansive surveillance power than it would have for criminal investi-
gations under ECPA. FISA permits electronic surveillance and covert
searches pursuant to court orders, which are reviewed by a special
court of eleven federal judges known as the Foreign Intelligence Sur-
veillance Court (FISC). The court meets in secret, with the govern-
ment presenting applications for orders. If the government receives
an adverse decision, it can appeal to a three-judge panel.

FISA’s regulations are much looser than those for ordinary
crime. For ordinary crime, surveillance is authorized only if there is a
showing of probable cause that the surveillance will uncover evidence

of criminal activity. Under FISA, orders are granted if there is proba-
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ble cause to believe that the monitored party is a “foreign power” or
“an agent of a foreign power.”* FISA surveillance is therefore not tied
to any required suspicion of wrongdoing. FISA orders are much
broader than those under ECPA, allowing for more surveillance and
less judicial oversight. For example, an order under FISA can autho-
rize electronic surveillance for three to four times as long as an order
under ECPA. People subjected to surveillance under ECPA are al-
ways informed about it at some point. Under FISA, the surveillance
can be kept secret indefinitely, potentially forever. And even in a trial,
E.CPA allows defendants to examine the documents justifying the sur-
veillance, but FISA doesn’t.*

The FISA “Wall”

For a long time, the ECPA and FISA regimes were kept separate by
strict limits on FISA’s scope. For example, suppose a government of-
ficial was investigating a crime and wanted to use the more lenient
provisions of FISA to gather information about a suspect. FISA re-
quired that the primary purpose of the investigation be foreign intel-
ligence gathering. Because the official was really interested in investi-
gating a crime, he wouldn’t have been allowed to use FISA and would
have had to follow ECPA’s rules instead.

The two realms weren’t completely separate. If intelligence
officials learned about a crime while gathering intelligence under
FISA, they were allowed to share the evidence with criminal investi-
gators. For example, in one case, the FBI was spying on Zein Hassan
Isa and his wife, Maria Matias, who lived in Missouri.” Although Isa
was a naturalized citizen, the FBI suspected he was an agent of the
Palestine Liberation Organization (PLO). The FBI obtained an order
under FISA to bug Isa’s home. Recall that a FISA order doesn’t have
the same protections as an order under ECPA. If the FBI were inves-

tigating Isa for a crime, it would need to go through the more strin-
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gent procedures of ECPA and the Fourth Amendment. But the FBI
wasn’t looking for crime — it was gathering foreign intelligence.

One evening, the FBI's bugs recorded a loud shouting match
between Zein, Maria, and their sixteen-year old daughter, Tina. The
parents were furious because of Tina’s rebelliousness and the fact she
was dating someone. Suddenly, Zein declared: “Here, listen, my dear
daughter, do you know that this is the last day? Tonight, you're going
to die!”

“Huh?” Tina responded. Maria held Tina down, and Zein
approached her with a knife. Zein stabbed her repeatedly in the chest,
declaring, “Quiet, little one! Die my daughter, die!” The FBI turned
the recording over to the state police, and these tapes were used to
convict the Isas of murder. They were sentenced to death.®

The Isas argued that the court shouldn’t have allowed the
recording at trial since it was obtained under the looser regulation of
FISA. But the court disagreed. Because investigating a crime wasn’t
the purpose of the FBI's investigation, it wasn’t abusing FISA. The
FBI happened to discover evidence of a crime, and there was no sen-
sible reason not to use it.”

There are times, however, when the government engages in
foreign intelligence gathering and criminal investigation simultane-
ously. This often happens with terrorism investigations. What should
the government do under these circumstances? Before the scope of
FISA was expanded, the government would use a so-called wall.
Those investigating the crime would be walled off from those con-
ducting the surveillance. This procedure would prevent the criminal
investigators from telling intelligence officials to do their bidding, an
obvious end-run around the crime-espionage distinction and Fourth
Amendment protections. Those doing the surveillance could always
pass along evidence of any crimes they might find—as was done in
the Isa case. The key was that the criminal investigators didn’t take

charge of the surveillance.
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Dissolving the Crime-Espionage Distinction

After the September 11 attacks, many proponents of increased secu-
rity blamed the FISA wall for the failure of agencies to share informa-
tion they had prior to 9/11. For example, Paul Rosenzweig, a fellow of
the Heritage Foundation, argued that “the artificial limitations” of the
FISA wall were “a relic of a bygone era” and incompatible with deal-
ing with the threat of terrorism.® John Yoo, who was one of the archi-
tects of the Bush administration’s antiterrorism policies, noted that
the wall “played a role in our failure to stop the 9/11 attacks” by im-
peding information sharing.” Critics of the wall pointed to the fact
that during the summer before the September 11 attacks, the FBI and
CIA had been observing some of the terrorists. In some instances, FBI
agents had refused to share information with other agents because
they believed the FISA wall would not allow it.!

The Bush administration successfully pushed Congress to ex-
pand FISA and eliminate the wall. Before the expansion of FISA’s
scope, the rules regulating espionage applied only when “the pur-
pose” of the investigation was to gather foreign intelligence. The Pa-
triot Act enlarged FISA’s scope to apply when foreign intelligence
gathering was “a significant purpose” of the investigation.!!

This seemingly subtle change has dramatic ramifications.
With the change in language from “the purpose” to “a significant
purpose,” foreign intelligence gathering no longer needs to be the
primary purpose of the surveillance. The government can now rely
on loose FISA protections even when foreign intelligence gathering
is only one of many goals. After this change in the law, Attorney Gen-
eral John Ashcroft virtually eliminated the FISA wall. The govern-
ment now needs only to articulate one purpose of the investigation
that doesn’t involve gathering evidence for criminal prosecution.!?
This is a troubling development because government investi-

gations of alleged terrorist activities often have a large scope and mul-
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tiple purposes. Since FISA surveillance information can be used in
criminal trials, it increasingly can become a tool for law enforcement
and an end-run around the protections of ECPA. Maintaining the
crime-espionage distinction is important because FISA’s looser rules
aren’t adequate to regulate criminal investigations. FISA deals with
intelligence gathering, where the goal is to collect information
broadly. FISA’s rules are designed with this purpose in mind. On the
other hand, ECPA’s rules are designed to protect privacy by forcing
government ofhcials to justify the need for surveillance by demon-
strating suspicion of criminal activity. In other words, under ECPA,
you need to be suspected of wrongdoing for the government to be
able to put you under surveillance. But under FISA, you can be to-
tally innocent, since the goal is general information gathering.

Compounding this problem is FISA’s secrecy. Under FISA,
the entire proceedings are held in secret between the government
and the court. Nobody is present to argue the opposing side.! As the
national-security law experts William Banks and M. E. Bowman ob-
serve, the “secrecy that attends FISC proceedings, and the limitations
imposed on judicial review of FISA surveillance, may insulate uncon-
stitutional surveillance from any effective sanction.”"* FISA’s high
level of secrecy is appropriate for matters of espionage but not for
matters of law enforcement in general. Unlimited secrecy eliminates
accountability and prevents the public from being able to understand
and evaluate the government’s actions, especially when they affect
people’s rights and civil liberties.

Thus the realms of ECPA (criminal investigation) and FISA
(espionage) must be kept distinct because FISA’s sweeping surveil-
lance powers would undermine the primary way of keeping law-
enforcement investigations limited and in check. Espionage is gov-
erned by rules that enable sweeping and secret surveillance without
any suspicion of lawbreaking. These rules must not become the norm

for criminal investigations, for they clash with the way the Fourth
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Amendment protects privacy and civil liberties—by constraining gov-
ernment information gathering, mandating public accountability,
and requiring suspicion of wrongdoing.

The FBI, which handles domestic criminal activities, and the
CIA, which engages in spying, were created as separate agencies for a
reason. Nazi Germany’s Gestapo, the Soviet Union’s KGB, and the
police-intelligence systems of other totalitarian countries blended
these functions. When creating the CIA, President Truman declared
that “this country wanted no Gestapo under any guise or for any rea-
son.”’” The crime-espionage distinction prevents the kind of broad

spying on citizens performed by the Gestapo.

The Case of Brandon Mayfield

Consider the case of Brandon Mayfield.!® In 2004 a terrorist
bombing on trains in Madrid killed 191 people. Spanish police found
fingerprints at the scene on a plastic bag with explosive detonators
inside. The FBI assisted in the investigation by searching its extensive
database of fingerprints, and it found a few potential matches. One of
those matches was Brandon Mayfield. Mayfield was a U.S. citizen
residing with his wife and three children near Portland, Oregon. A
retired army officer, he practiced law for a living. He was a Muslim,
having converted after he met his wife, who was Egyptian. At the time
of the investigation, he was thirty-eight years old.

The FBI thought Mayfield’s fingerprints were a match, and
they began to watch him and his family in public. To further investi-
gate Mayfield and his family, the FBI sought an order under FISA to
enter and search Mayfield’s home and to engage in electronic surveil-
lance. The order was granted. The FBI bugged Mayfield’s home, co-
vertly searched it, and wiretapped his office and home phones. When
the FBI accidentally left behind traces of its search of Mayfield’s
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house while the family was away, Mayfield thought he had been bur-
glarized. The incident frightened his family.

Mayheld was arrested and jailed, during which time his fam-
ily couldn’t visit him. The FBI relayed Mayfield’s fingerprints to the
Spanish police. The Spanish police, however, disagreed that the fin-
gerprints matched, finding many differences between Mayfield’s prints
and the ones on the bag. Eventually, the Spanish authorities matched
the fingerprint to an Algerian man.

The FBI released Mayfield and apologized to him and his
family. The Mayfields sued the government, which settled with them
for $2 million and agreed to destroy the information it had obtained
through FISA.

Should Mayfield have been investigated under FISA? He was
a U.S. citizen. The focus of the investigation was clearly criminal. He
hadn’t traveled abroad in ten years and had never before been ar-
rested. Nevertheless, the government used the loose rules for foreign
intelligence gathering rather than the stricter rules for criminal inves-
tigations.

Thus Mayfield wasn’t afforded the normal protections a U.S.
citizen is guaranteed when the government suspects him of a crime.
The case illustrates how blurring the distinction between criminal inves-
tigation and espionage can diminish the oversight and regulation of law-

enforcement officials and threaten people’s rights and civil liberties.

Why the Distinction Should Be Restored

FISA’s scope shouldn’t have been expanded. The 9/11 Com-
mission Report concluded that the government officials who didn’t
share information were “confused about the rules governing the shar-
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ing and use of information gathered in intelligence channels.”!’ In

other words, the problem wasn’t that the FISA wall was too restrictive.
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The problem was that the government officials didn’t understand it
well enough. The proper response should have been to better educate
the agents, not to enlarge FISA’s domain and dismantle the wall.

But David Kiris, a former associate deputy attorney general in
the U.S. Department of Justice, defends the dismantling of the wall.
He argues that law-enforcement officials can be of great help in for-
eign intelligence gathering because they have expertise and powers
that intelligence officials may lack.!® This is true, but the active par-
ticipation of law enforcement when U.S. citizens are involved dis-
solves the crime-espionage distinction. This distinction is essential to
prevent government espionage from swamping the system we have in
place to protect privacy rights and civil liberties. The government
shouldn’t be allowed to use its greater powers of espionage as a substi-
tute for the more regulated and controlled powers it has for investigat-
ing crime.

As the national-security scholar William Banks notes, the wall
was also essential because FISA “surveillance may violate the Consti-
tution when the FBI begins an investigation principally to build a
criminal case.”!” If espionage becomes too broad, it can violate the
Fourth Amendment. The original scope of FISA was carefully tai-
lored to fit the Fourth Amendment’s espionage exception. The ex-
panded FISA, however, goes beyond and threatens to tread on Fourth
Amendment rights.

The crime-espionage distinction was developed as a bound-
ary between two very different regulatory regimes for government sur-
veillance. This is a boundary that must be maintained. Espionage is a
necessary function of government, but it is a dangerous and shadowy
one, and it must remain confined lest it start polluting our constitu-
tional democracy, where the government must be subjected to over-

sight and public accountability.
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The War-Powers Argument
and the Rule of Law

n December 2005 the New York Times revealed that after the Sep-

tember 11 attacks, the Bush administration secretly authorized

the National Security Administration (NSA) to engage in warrantless
wiretapping of American citizens’ telephone calls.! When they learned
about this news, many Americans asked: “What is the NSA?”

Most people had never heard of the NSA. It is a secretive
agency created in 1952 by President Truman to decipher encrypted
foreign communications. Located in Maryland, the NSA’s headquar-
ters is known as “Crypto City.” It has its own special exit off the high-
way, restricted to its personnel.? It has tens of thousands of employees
and a budget in the billions. Most information about it is classified.
According to James Bamford, the leading expert on the NSA, it is the
“largest, most costly, and most technologically sophisticated spy orga-
nization the world has ever known.”?

After September 11 the Bush administration directed the NSA
to begin a wide-scale “Terrorist Surveillance Program,” TSP for short.
It listened in on international phone calls whenever NSA officials
believed the calls were made to people associated with terrorist orga-
nizations. These calls included ones involving U.S. citizens. The
NSA wiretapped without ever seeking a warrant or court order, disre-

garding the regulation and oversight required by the law.
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Subsequent stories about the NSA revealed that it had ob-
tained customer records from several major phone companies, creating
the “largest database ever assembled in the world,” and was conduct-
ing analysis to identify potential terrorists.* As the Wall Street Journal re-
ported, “According to current and former intelligence officials, the
spy agency now monitors huge volumes of records of domestic emails
and Internet searches as well as bank transfers, credit-card transac-
tions, travel and telephone records.”” Although many of the NSA’s
activities still remain shrouded in secrecy, the short of it is that the
NSA was engaging in extensive surveillance and scooping up enor-
mous quantities of data—all with hardly any judicial oversight.

The NSA warrantless surveillance program violated the For-
eign Intelligence Surveillance Act (FISA), a federal law that required
judicial oversight and court orders to authorize the wiretapping. The
government, however, attempted to justify the program as part of
the president’s power to wage war. At a congressional hearing about
the program, Attorney General Alberto Gonzales testified that “the
President’s constitutional powers include the authority to conduct
warrantless surveillance aimed at detecting and preventing armed
attacks on the United States.”® I call this the “war-powers argument,”
which reasons that because we're at war with foreign terrorist organi-
zations, the president’s war powers allow him to bypass the law. Con-
gress avoided addressing the president’s war-powers argument by
blessing the T'SP with new enabling legislation.

Some might argue that little harm was done by the program
because Congress later authorized it. But in this chapter, I argue that
Congress’s response is quite troubling. The war-powers argument pro-
poses an enormous and dangerous increase in executive branch
power. Instead of pushing back, the legislative branch set a frighten-
ing precedent—effectively confirming that the president could break

the law with little consequence. The worst part of the TSP wasn’t its
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invasion of privacy but what it revealed about the infirmity of the rule

of law.

Can the President Violate the Law?

The NSA’s warrantless surveillance under the T'SP was illegal. Many
legal issues are ambiguous, but this one is clear. Whenever the gov-
ernment engages in wiretapping to gather foreign intelligence, it is
regulated by FISA. FISA allows the government to engage in elec-
tronic surveillance if it obtains a court order from the Foreign Intel-
ligence Surveillance Court, which meets in secret. The government
must demonstrate probable cause that the monitored party is a “for-
eign power” or an “agent of a foreign power.”” Failure to follow FISA
carries civil and criminal penalties.

The law thus requires the government to get a court order to
wiretap, and the NSA didn’t get one. Gonzales testified to Congress
why the president allowed the NSA to ignore FISA:

The optimal way to achieve the speed and agility necessary to this
military intelligence program during the present armed conflict
with al Qaeda is to leave the decisions about particular intercepts
to the judgment of professional intelligence officers, based on the
best available intelligence information. These officers are best situ-
ated to make decisions quickly and accurately. If, however, those
same intelligence officers had to navigate through the FISA pro-
cess for each of these intercepts, that would necessarily introduce a
significant factor of delay, and there would be critical holes in our

early warning system.

Translation: Going to the FISA court would have been a pain, so the
NSA didn’t bother. Also note Gonzales’s demand for deference to se-
curity officials. As I argued in Chapter 4, such deference is unjusti-
fied, and no government official’s judgments should be immune from

scrutiny.
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Can the president authorize the NSA to violate FISA? In a

public memo, the Bush administration argued that the president has
“inherent constitutional authority” as commander in chief to engage
in the surveillance. The memo declared: “Among the President’s
most basic constitutional duties is the duty to protect the Nation from
armed attack. The Constitution gives him all necessary authority to
fulfill that responsibility.” The memo contended that the president’s
broad powers to wage war trump any statute, including FISA, and it
argued: “In exercising his constitutional powers, the President has
wide discretion, consistent with the Constitution, over the methods of
gathering intelligence about the Nation’s enemies in a time of armed
conflict.””
The problem with President Bush’s argument is that its claims
are far too broad. Suppose the president is right that he has the power
to engage in warrantless wiretapping on his “inherent authority” as
commander in chief. The implications are quite alarming. It means
that the president, at his sole discretion, can secretly authorize the
NSA to engage in electronic surveillance on U.S. citizens until the
“War on Terrorism” is over. This is a war without a foreseeable end.
Under Bush’s argument, there seems to be no reason why he couldn’t
authorize other agencies, such as the FBI and CIA, to engage in sim-
ilar surveillance. And why limit the authority to wiretaps? It could
include video surveillance, bugs, document gathering, and more.
The president could ignore the requirements of any law that stands in
his way. If he felt that randomly shooting people was necessary to fight
the War on Terrorism, he could do so in spite of murder laws. The
problem with the war-powers argument is that it contains virtually no
limit to the president’s power.

The issue of presidential power goes to the heart of what kind
of nation we will be, what kind of government we want to have. The
war-powers argument says that the president can engage in activities

that contravene the laws of the nation and that he can do so in se-
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crecy, without any accountability to the people and without any over-
sight by the other branches of government. This is the kind of power
a despot wields, not the controlled and balanced power exercised

within a constitutional democracy of checks and balances.

The Need for Secrecy

When the news media reported about the NSA surveillance program,
President Bush responded: “The existence of this secret program was
revealed in media reports after being improperly provided to news
organizations. As a result, our enemies have learned information they
should not have, and the unauthorized disclosure of this effort dam-
ages our national security and puts our citizens at risk.”!

This response is an all-too-common refrain when it comes to
government programs in the name of national security —they must be
kept as secret as possible. But as I argued in Chapter 7, demands for
secrecy in the name of national security should be subjected to the
utmost scrutiny. Keeping the very existence of the TSP secret would
prevent us from having a national debate about the nature and extent
of government surveillance. Central to any viable democracy is a gov-
ernment that is publicly accountable. The people must have the in-
formation they need to assess their government’s activities.

In our democracy, the president isn’t the highest power. Nor
is it any bureaucrat or legislator or judge. The people are the ones in
charge, and government is their servant. If the people don’t know
what their government is doing, then they can’t hold government of-
ficials accountable. A boss can’t be effective if kept in the dark.

Certainly, some degree of secrecy is necessary, especially
when the government is engaged in spying. The rationale for keeping
the TSP secret is that if terrorists know about the program, they might
realize that their phone calls are being monitored and might stop re-

vealing useful information. But the program was against the law, and
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the rule of law is what separates us from a dictatorship. It is the corner-
stone of a modern democratic society, one that is run not on the
whims of its leaders but according to established rules. If the Bush
administration thought that FISA wouldn’t be workable, then it should
have immediately proposed to Congress that the law be changed. That’s
how things are done in a democracy.

But William Stuntz, a leading expert in criminal procedure,
argues that “effective, active government—government that inno-
vates, that protects people who need protecting, that acts aggressively
when action is needed —is dying. Privacy and transparency are the
diseases.” According to Stuntz, transparency makes it harder for gov-
ernment officials to act resourcefully: “For most officials most of the
time, the key choice is not between doing right and doing wrong, but
between doing something and doing nothing. Doing nothing is usually
easier—less likely to generate bad headlines or critical blog posts.”!!

But doing nothing isn’t easier for government officials. They
often try to do something—the problem is that what they often try to
do isn’t the result of thoughtful policy analysis but a gimmicky solu-
tion that will grab headlines.

Stuntz concludes his essay by observing: “We have too much
privacy, and those who govern us have too little.” Stuntz has it exactly
backward. Transparency is what keeps the government accountable
to the people. It is the only way the people can have enough infor-
mation to evaluate what their government is doing and how effec-
tively their government is functioning. If people are in the dark about
how the government is invading their rights and liberties, then they

can’t reasonably assess whether the tradeoff is worth it.
Challenging the NSA Warrantless Surveillance Program

After the news of the NSA surveillance program broke, a series of

lawsuits were brought to challenge the program in the courts. Some
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plaintiffs claimed that their constitutional rights had been violated, as
well as their rights under FISA. But many courts rejected their claims,

and Congress even stepped in to impede some cases.

Constitutional Rights and FISA

In one case, a group of journalists, professors, and lawyers ar-
gued that because they communicated with people who might be
monitored by the NSA surveillance program, their rights under the
First Amendment, Fourth Amendment, and FISA were being vio-
lated. A U.S. court of appeals threw out their case, concluding that
the plaintiffs couldn’t prove that they were subject to surveillance.!?
The government refused to say whether they were, and the plaintiffs
were suing in part to find out. So the plaintiffs wound up being caught
in a Catch-22.

The court also concluded that the plaintiffs hadn’t really
been injured by the NSA’s failure to obtain a court order or warrant.
The court reasoned that even if the NSA had obtained a warrant, the
plaintiffs would never have known, since the warrants were issued in
secret. “Therefore,” the court reasoned, “the NSA’s secret possession
of a warrant would have no more effect on the subjective willingness
or unwillingness of these parties to ‘freely engage in conversations
and correspond via email.”1?

The court’s reasoning, however, runs contrary to the very ra-
tionale behind warrants. A warrant requires the government to justify
its searches before the judiciary, a process that gives us the assurance
that we can exercise our freedoms without the fear of improper gov-
ernment surveillance. Under our system of regulation of government
searches, we cannot expect complete immunity from being subjected
to a government search; but we can expect that we will not be searched
contrary to established constitutional and legal procedures. If the

court is right and warrants have no effect, then there would be no
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injury to a person if government officials sneaked into his home with-
out a warrant, so long as he didn’t find out.

But the very point of procedural regulation of government
searches is to give people the assurance that they will not be searched
without oversight and justification. It is the destruction of this assur-
ance that constitutes the injury. There is a big difference between a
system of highly regulated surveillance subject to oversight and limi-
tation and a system of unregulated surveillance without oversight or
limit. People might be significantly more chilled in speaking under
the latter regime than under the former.

Despite the fact the TSP involved warrantless wiretapping of
U.S. citizens, the court used every tool in the shed to avoid subjecting

it to constitutional scrutiny.

Suing the Phone Companies

Some other people had a clever idea about how to bring the
TSP to the attention of the courts. Under the Electronic Communi-
cations Privacy Act, telecommunications companies are barred from
cooperating on wiretaps with government agencies in the absence of
appropriate court orders.* Several cases were brought alleging that
the phone companies broke the law by handing over information to
the NSA. Since the law provides hefty civil damages for violations,
successful suits would send a loud message to companies that they
should follow the law rather than acquiesce to whatever demands gov-
ernment officials might make. Such victories would create a strong
economic incentive for businesses to uphold the rule of law when the
government wants to violate it. Moreover, the cases would bring more
sunlight and scrutiny into the NSA surveillance program.

The government intervened and raised the state secrets privi-
lege, thereby excluding evidence whose exposure might imperil na-

tional security. Some courts partially rejected the claims of state se-

88



War-Powers Argument, Rule of Law

crets and allowed the cases to proceed against the telecommunications
companies.!” The companies lobbied Congress for help, and in 2008
Congress responded to the TSP and to the telecom lawsuits by pass-
ing the FISA Amendments Act. The act authorizes the “targeting of
persons reasonably believed to be located outside the United States to
acquire foreign intelligence information.” It sets forth “targeting pro-
cedures” to ensure that the collection is directed at people outside the
United States. The FISA court reviews the overall procedures but not
particular instances of surveillance. The act provides retroactive im-
munity to the telecom companies that assisted the NSA.!® This was a

huge setback for the cases brought against the companies.

The Demise of the Rule of Law

The constitutional law scholar Jack Balkin observes:

We are not hurtling toward the Gulag or anything that we have
seen before. It will be nothing so dramatic as that. Rather, we are
slowly inching, through each act of fear mongering and feckless-
ness, pandering and political compromise, toward a world in
which Americans have increasingly little say over how they are
actually governed, and increasingly little control over how the
government collects information on them to regulate and control
them.!”

The worst part of this story is the precedent it set. Instead of
insisting the executive branch follow the law, the legislative branch
was incapable of mustering any meaningful pushback. The Constitu-
tion and the laws that regulate government surveillance aim to set up
a system that allows for surveillance so long as there is judicial and
legislative oversight, as well as accountability. A baseline assumption
that underpins these protections is that we have a government of checks
and balances. But when this assumption is wrong, the system fails.

The Framers feared too strong an executive branch, in which
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the president would have the powers of a king. Their idea was to di-
vide government into three branches—the executive, the legislative,
and the judicial —and have each keep the others in check and pre-
vent them from getting too powerful. This would ensure that the rule
of law would govern.

But what the events in the aftermath of the NSA surveillance
program demonstrated was that the executive could boldly assert
power in times of crisis and defiantly break the law, and the other
branches wouldn’t provide an effective check. Moreover, the execu-
tive branch could veil its actions in secrecy, preventing any account-
ability to the people.

The rule of law isn’t self-executing —it can’t work on its own.
If we don’t care about the rule of law, then we won'’t be able to main-
tain it. In times of crisis, a nation’s true commitments are revealed.
Our government failed to demonstrate a commitment to the rule of

law, and this is cause for great alarm.
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The Fourth Amendment and
the Secrecy Paradigm

uppose the government wants to obtain your search history
from Google for the past few months. Google retains records of
all the things you searched for, revealing a lot about you. You
might have searched for information about stocks you own, authors
you like to read, celebrities you're interested in, politicians you ad-
mire or loathe, diseases you have, information about friends or people
you meet, groups and organizations you want to join, and so much
more. Under the Fourth Amendment, what protection do you have?
Before I answer the question, I should point out why Fourth
Amendment protection matters. The Fourth Amendment is the key-
stone in the protection of the citizen against government power. It
ensures that the government cannot gather information about you
without proper oversight and limitation. It requires that the govern-
ment justify to a court why it has a compelling reason to be interested
in your information.
So does the Fourth Amendment protect you when the gov-
ernment seeks your Google search records?
Notatall. The government can get these records from Google
with a subpoena. A subpoena hardly provides any protection.! It’s an
order to produce things, but it is typically issued as a matter of course,

no questions asked.
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Suppose you meet a person and soon become close friends.
You share a lot of information with this friend, revealing your deepest
secrets. But it so happens that this person isn’t your friend but an un-
dercover cop. Does the Fourth Amendment provide protection?

Not at all.

Increasingly, the answer to whether the Fourth Amendment
provides protection is “not at all.” The Fourth Amendment applies
only when a person has a reasonable expectation of privacy, and the
U.S. Supreme Court understands privacy in a very antiquated man-
ner. According to the Court, something is private only if it is com-
pletely secret. I call this view of privacy the “secrecy paradigm.”? In
this chapter, I explain why the secrecy paradigm is flawed and why
the lack of Fourth Amendment protection for many government in-

formation-gathering activities is a big problem.

A Regulatory System in One Sentence

Unlike other countries, which have a centralized police system regu-
lated by statute, the United States has a decentralized system of law
enforcement regulated primarily by the Constitution. The structure
of our current regulatory regime for government information gather-
ing is framed largely by the Fourth Amendment, a short pronounce-

ment which says:

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no warrants shall issue, but upon prob-
able cause, supported by oath or affirmation, and particularly
describing the place to be searched, and the persons or things to
be seized.?

An elaborate regulatory system rests upon this one sentence.
Throngs of judicial decisions interpreting the Fourth Amendment

have spawned an extensive body of rules that govern nearly all aspects
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of government law-enforcement investigative activity, such as engag-
ing in audio and visual surveillance, searching homes, cars, bags, and
computers, and establishing checkpoints.

The Framers of the Constitution probably had no idea that
the Fourth Amendment would serve as the foundation for regulating
our entire system of law enforcement. They thought that the Consti-
tution applied only to the federal government, and in 1789 the fed-
eral government played a minimal role in law enforcement. The FBI,
CIA, NSA, and other federal agencies did not yet exist. State and local
police were also minimal, and they weren’t covered by the Fourth
Amendment. But in the centuries after 1789 the nature of the Consti-
tution and of law enforcement changed dramatically. Today there are
more than 1 million full-time state and local law-enforcement officers
and more than 100,000 full-time federal law-enforcement officials.*
As the number and size of police forces burgeoned, as new technolo-
gies gave the government greater power to gather personal informa-
tion, and as new federal government agencies developed to combat
crime, something was needed to regulate what law-enforcement offi-
cials could do. Comprehensive statutory regulation of law enforce-
ment was lacking at all levels of government. So the U.S. Supreme
Court filled the void by crafting an extensive regulatory system based
on constitutional law, and the Fourth Amendment became the guid-
ing set of rules for when and how the government could gather infor-
mation about individuals.

Generally—though certainly not always — the Fourth Amend-
ment requires that government officials obtain a warrant supported by
probable cause before they can put you under surveillance or search
your home or possessions. This process dictates that law-enforcement
officials must go to a court and justify that they have probable cause
to gather your information. Probable cause is “reasonably trustworthy
information” that the government’s search will turn up evidence of a

crime.” When the government fails to follow these procedures, the
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typical remedy is the exclusionary rule —the information is excluded
from trial ®

What happens when the Fourth Amendment doesn’t provide
protection? Sometimes, there’s a statute that fills the void. But in
many circumstances, there’s no protection at all. There’s nothing to
regulate what the government can do. There’s no oversight. There’s
nothing to limit what information it can gather or how much. There’s
nothing to ensure that the government is fairly targeting people it has
a strong belief are guilty of a crime. There’s nothing to stop law-
enforcement officials from acting upon mere hunches, or even wild
guesses, or just gathering information because they don’t like a person
and want to catch him in a bad act.

Therefore, the threshold test to determine whether the Fourth
Amendment will regulate a particular government information-gathering

activity becomes crucial.

When Does the Fourth Amendment Provide Protection?

What test should be used to determine when the Fourth Amendment
will regulate a particular law-enforcement activity? For well over a
century, the Supreme Court has wrangled with the question. The
Fourth Amendment uses the terms “searches” and “seizures,” but it
doesn’t define them. Moreover, the language of the Fourth Amend-
ment was written centuries ago, long before modern technology dra-
matically altered the ways the government can gather information.
The Court’s initial answer, formed in the late nineteenth cen-
tury, was to focus on physical intrusions. The Fourth Amendment
covered rummaging through people’s papers and trespassing onto
their property.” Such an approach made sense during this time, for
this was primarily how government officials gathered information
about people. But technology soon posed significant challenges to

this approach.
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The Case of the Whispering Wires

During Prohibition, Roy Olmstead was known as the “King
of Bootleggers,” and he ran a gigantic operation to import and sell
alcohol on the Pacific Coast. Olmstead’s empire included a fleet of
ships and trucks and scores of employees. Everybody knew he was
flouting the law, but he bribed the police to leave him alone.®

Roy Lyle, the director of the federal enforcement of Prohibition,
had long wanted to nab Olmstead. The feds tapped all of the phones in
Olmstead’s house for about five months, generating 775 pages of
notes and giving the case the nickname “the case of the whispering
wires.” Olmstead was convicted and sentenced to four years in prison.

Olmstead appealed, arguing that the wiretapping violated the
Fourth Amendment, for it was done without a warrant. In 1928 the
case made its way to the U.S. Supreme Court. In Olmstead v. United
States, the Supreme Court concluded that the Fourth Amendment
“does not forbid what was done here. There was no searching. There
was no seizure. The evidence was secured by the use of the sense of
hearing and that only. There was no entry of the houses or offices of
the defendants.”” The Supreme Court understood privacy violations
as physical intrusions, and since the wiretapping was done through a
device installed outside Olmstead’s home, it didn’t involve a physical
trespass onto Olmstead’s property.

Justice Louis Brandeis dissented. He argued that the Court’s
threshold test for determining Fourth Amendment coverage was myo-
pic and antiquated. The Fourth Amendment must have the “capacity
of adaptation to a changing world.” A more flexible and evolving ap-
proach should be used because “subtler and more far-reaching means
of invading privacy have become available to the government. Dis-
covery and invention have made it possible for the government, by
means far more effective than stretching upon the rack, to obtain dis-

closure in court of what is whispered in the closet.”!
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There’s an interesting epilogue to the case. In 1935 President
Franklin Roosevelt pardoned Olmstead. Ironically, later on, Lyle was
arrested for smuggling alcohol and Olmstead testified against him.

As the Olmstead case demonstrated, focusing on physical in-
trusions was an outmoded way to determine the scope of Fourth
Amendment protection. New technology enabled the government to
gather a lot of private information without trespassing onto people’s
property or doing a physical search. Unless the Court modernized its
test for determining when the Fourth Amendment would apply, the

amendment would increasingly become ineffective and irrelevant.

The Gambler in the Phone Booth

Nearly forty years later, in 1967, the U.S. Supreme Court de-
cided that it had been wrong in Olmstead and that wiretapping should
be regulated by the Fourth Amendment. The case was Katz v. United
States.!! Charlie Katz lived in an apartment on Sunset Boulevard in
Los Angeles. Routinely, he would use one of the three phone booths
on the sidewalk outside his apartment to wager on college basketball.
The FBI taped a device outside the phone booth to record his conver-
sations. With this evidence, Katz was arrested and convicted of vio-
lating a federal statute prohibiting gambling by telephone. He was
sentenced to pay a $300 fine.!?

Katz appealed, arguing that the FBI should have obtained a
warrant before recording his conversations. The government con-
tended that under Olmstead, the Fourth Amendment didn’t apply to
the recording device since there was no physical trespass inside the
phone booth. Based on the existing law, the government had the win-
ning hand. But the Supreme Court changed the law in dramatic fash-
ion. Whereas the Court had previously applied the Fourth Amend-
ment only in instances involving physical trespasses, it now boldly

declared: “[Tlhe Fourth Amendment protects people, not places.
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What a person knowingly exposes to the public, even in his own home
or office, is not a subject of Fourth Amendment protection. But what
he seeks to preserve as private, even in an area accessible to the pub-
lic, may be constitutionally protected.”!?

The Court’s current approach to applying the Fourth Amend-
ment emerges from a concurring opinion in Katz by Justice John
Harlan. As he explained, the Fourth Amendment should regulate
whenever a person exhibits an “actual (subjective) expectation of
privacy” that “society is prepared to recognize as ‘reasonable.”!* This
approach is called the “reasonable expectation of privacy test.”

Katz purported to usher in a wide scope of Fourth Amend-
ment coverage. The goal of the reasonable expectation of privacy test
was to permit the Fourth Amendment to respond to changing tech-
nology. As the law professor Carol Steiker observes, “Brandeis could
have felt vindicated by the Court’s replacement of the trespass doc-

trine with one more oriented toward the right of ‘privacy.”!®

The Decline of the Fourth Amendment

Contrary to what many anticipated, the reasonable expecta-
tion of privacy test didn’t broaden the scope of Fourth Amendment
protection. Although the Fourth Amendment still covers searches of
your home and your baggage, there are a number of instances where
even physical intrusions aren’t protected. For example, suppose the
government trespasses onto your land, even though you put up “No
Trespassing” signs. The government searches the woods on your
property. Is this covered by the Fourth Amendment? No. According
to the Supreme Court, “an individual may not legitimately demand
privacy for activities conducted out of doors in fields, except in the
area immediately surrounding the home.”!® In one case, a person en-
closed his ranch with a barbed-wire fence. The police trespassed onto

the ranch and looked into his barn, which had an open front. The
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Supreme Court concluded that there was no Fourth Amendment
protection because the ranch and the barn were exposed, and there
was no reasonable expectation of privacy.!”

The Fourth Amendment also doesn’t regulate when the po-
lice search through the trash you leave out on the curb. The Supreme
Court views your trash as something you have abandoned, and you've
given up any expectation of privacy in things you leave behind.!® In
one case, a person shredded his documents before throwing them
away, but law enforcement ofhicials gathered them and painstakingly
pieced them together. The Fourth Amendment still didn’t provide
any protection.!

Beyond physical intrusions, the Fourth Amendment doesn’t
apply to many kinds of surveillance. In one case, the police flew over
a person’s greenhouse in a helicopter and peered down through some
missing roof tiles to see what was inside. The Supreme Court held
that the Fourth Amendment provided no protection because the top
of the greenhouse was partially exposed.?’ In another case, the gov-
ernment installed a tracking device on a person’s car to monitor
where he drove. The Court concluded that there was no Fourth
Amendment protection. A “person traveling in an automobile on
public thoroughfares has no reasonable expectation of privacy in his

movements from one place to another.”?!

The Secrecy Paradigm

How can we make sense of all this? Using privacy instead of
physical trespass was supposed to broaden Fourth Amendment pro-
tection, not constrict it. The reason privacy has led to such a narrow
scope of Fourth Amendment coverage is the secrecy paradigm. The
Supreme Court conceives of privacy as a form of total secrecy. Under
this view, if you share your information with other people —even peo-

ple you trust a lot—you can’t expect privacy. If you expose your infor-
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mation in any way —even if the government has to go to great trouble
and expense to discover it—then you can’t expect privacy.

The secrecy paradigm is a very crabbed view of privacy, one
that doesn’t make sense in today’s world. People rarely keep absolute
secrets. They expect that confidants will keep their information con-
fidential. They expect their friends not to betray them. They expect
that when they’re in public, they won’t be followed around or secretly
recorded. Even when they know others might be watching, they ex-
pect that most people won'’t care. When people chat in a restaurant,
for example, they realize they might be overheard by nearby diners.
But they also expect that the other diners won’t pay much attention.

The secrecy paradigm has resulted in many forms of govern-
ment information gathering falling outside Fourth Amendment pro-
tection. This is a big problem, because when the Fourth Amendment
doesn’t apply, there’s often nothing to regulate the government. The
consequence is that the government can do what it wants without any

oversight or limitation.
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The Third Party Doctrine and
Digital Dossiers

n the old days, you controlled your own information. Your docu-

ments existed on pieces of paper that you possessed, and you

stuffed them away in file cabinets. Your diary would be safely hid-
den in a dresser drawer. Dog-eared copies of the books you loved
would line your bookshelves. These things were all in your home. If
the government wanted to find out about your interests, hobbies,
reading habits, and writings, the Fourth Amendment required a war-
rant to search your house.

No longer. Increasingly, through changing technology, the gov-
ernment can gather and use data on a massive scale in ways that end-run
constitutional protection. Welcome to what is known as the “third party
doctrine.” According to the U.S. Supreme Court, if your information is
in the hands of a third party, then you have no reasonable expectation of
privacy in it—and as a result, no Fourth Amendment protection.

In the Information Age, an unprecedented amount of per-
sonal data is in the hands of various businesses and organizations.
The cable company has records of what movies and television shows
you watch. The phone company has data about all the phone num-
bers you call. Consumer reporting agencies have data about where

you live, your financial accounts, and your history of paying your
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debts. Hospitals and insurance companies have your health data.
Credit card companies have records of your purchases.

There’s more. If you're on Facebook, you might have a lot of
data in your profile you want only your friends to see. Google has re-
cords of all your searches going back for a while. Merchants like Am-
azon.com have records of everything you've ever bought with them.
I'm an Amazon.com addict, and the last time I checked, I had bought
more than 1,500 items over the past decade. When I survey my rec-
ords there, it is like a catalog of the contents of my bookshelves and
media cabinet.

With the third party doctrine, the government can now find
out a lot about you without ever entering your home. Before, to find
out what books you read, what movies you watched, what things you
wrote, and what products you bought, law-enforcement officials
would have had to enter your home and look around. But now all
this information is stored with third parties. Instead of the physical
copies of books people bought at the store with cash, they now have
e-books in their Kindle bought online with a credit card.

And the government can get all of it—without any Fourth
Amendment protection. In the digital age, the Fourth Amendment is
increasingly of little relevance, and the government can access your
information with hardly any oversight or limitation. In this chapter,
I'll argue that the third party doctrine is one of the greatest threats to

privacy in our times.

A Trip Back to the 1970s

The third party doctrine emerged in the 1970s, long before most peo-
ple realized we were living in an Information Age. Computers weren'’t
yet in widespread use. Many businesses hadn’t even begun to com-
puterize their records. It was during this time that the U.S. Supreme
Court crafted the third party doctrine in a few key cases.
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In 1976, in United States v. Miller, law-enforcement officials
sought a bank customer’s financial records by subpoenaing them
from his bank. The banks turned over the information. The customer
argued that under the Fourth Amendment, the government should
have gotten a warrant before obtaining the records. But the U.S. Su-
preme Court disagreed, concluding that the Fourth Amendment
didn’t apply because the customer lacked a reasonable expectation of
privacy in his bank records. According to the Court’s reasoning, “the
Fourth Amendment does not prohibit the obtaining of informa-
tion revealed to a third party and conveyed by him to Government
authorities.” As the Court explained, “All of the documents obtained,
including financial statements and deposit slips, contain only infor-
mation voluntarily conveyed to the banks and exposed to their em-
ployees in the ordinary course of business.”!

Three years later, the Court held in Smith v. Maryland that
the Fourth Amendment didn’t apply to pen registers—devices that
recorded the phone numbers a person has dialed. Because these de-
vices were installed at the phone company, rather than inside a
person’s home, and because people “know that they must convey
numerical information to the phone company,” they cannot “harbor
any general expectation that the numbers they dial will remain
secret.”?

These cases form the backbone of the third party doctrine. If
any information is exposed to a third party, then there’s no reasonable

expectation of privacy in it.

Digital Dossiers and the Third Party Doctrine Today

In the 1970s and early 1980s, the third party doctrine meant that you
didn’t have Fourth Amendment protection for your bank transactions,
phone contacts, and a few other matters. But today, it means you

don’t have Fourth Amendment protection for most of your daily ac-
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tivities. That’s because there are countless digital dossiers about us. A
multitude of companies and organizations have amassed detailed rec-
ords about our lives. Since all of these records are maintained by third

parties, they fall outside of Fourth Amendment protection.

ISP Records

Suppose you're surfing the Web on your home computer.
You put in some bids on eBay, buy books from Amazon.com, read
articles in the New York Times, the Washington Post, and the Wall
Street Journal. You visit a number of blogs. At these sites, you decide
to post some comments, but you don’t want to use your real name. So
you post a review of a book at Amazon.com under the pseudonym
“Avid Reader.” You also post some anonymous comments to the blogs.
You think your comments can’t be traced to you, but they can. Ama-
zon.com’s account records link your real identity to “Avid Reader.” At
the blogs, your Internet protocol (IP) address is logged. An IP address
is a unique number assigned to every computer online, and your In-
ternet service provider (ISP) has records linking your identity to your
[P address. Your anonymous comments can thus be traced to you by
obtaining your ISP records. Does the Fourth Amendment regulate
the government in obtaining this information?

Not at all. These records are held by third parties. Despite
the fact only these companies have the information, and despite the
fact that they don’t share it with anybody, you lack a reasonable expecta-

tion of privacy in the information according to the third party doctrine.?

Cloud Computing

For quite a long time, we’ve been accustomed to having all our
electronic documents and software stored on our own computers. A

recent trend is to store them remotely and access them via the Internet.
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An example is GoogleDocs. It allows you to store word-
processing and spreadsheet documents to Google’s servers, where you
can jointly edit them with other people you're collaborating with. An-
other example is Apple’s MobileMe, where you can back up the infor-
mation on your iPhone—your photos, documents, contacts, and
other personal data. Microsoft’s SkyDrive lets you store your personal
documents for free. This allows you to back up many of the important
files on your computer.

The promise of cloud computing is that your documents can
be much safer and your software can be always up to date. “The fu-
ture,” many computer experts say, “is in the cloud.”

But there’s a problem. Since people’s documents are no lon-
ger stored on their home computers but reside instead with third par-
ties, the shift to cloud computing will effectively remove Fourth Amend-

ment protection from their documents.*

Collusion and Compulsion

There are times when companies readily cooperate with the govern-
ment and will turn over your information. This happened after Sep-
tember 11. Government agencies went to the airlines and demanded
that they surrender their customer records. Despite the fact the air-
lines had promised never to share their information with others, they
readily handed it over.”

But in many instances, companies would rather not give your
information to the government. They want you to trust them. Sup-
pose you're uncertain about using a cloud computing service. The
company might want to point out that it respects your privacy and will
never share your information with anyone without your consent. But

to be honest with you, it would have to say the following:

We will never share your information with anyone without your
consent.”
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“Except to government officials. The government can access your
data from us rather easily, and you don’t have Fourth Amendment
protection. If you want to retain your Fourth Amendment rights
over your documents, keep them on your home computer and
don’t use our service.

Few companies want to make such a disclosure. Doing so
might scare customers away. Perhaps there should be a warning about
using cloud computing or entrusting your data to a third party. Imag-

ine one like the surgeon general’s warning about cigarettes:

WARNING: Using this service means that you'll lose your Fourth
Amendment rights over your data.

A company can’t meaningfully promise you confidentiality,
because the government won'’t respect that promise. But when the
government wants to promise you confidentiality, that’s a different
story. For example, the government spends massive sums of money
trying to encourage people to fill out census forms, and there are laws
protecting the confidentiality of people’s answers. According to the
website for the U.S. Census: “We depend on your cooperation and
trust, and promise to protect the confidentiality of your information. Title
13 of the U.S. Code protects the confidentiality of all your information
and violating this law is a crime with severe penalties.” The site also states,
“All Census Bureau employees take the oath of nondisclosure and are
sworn for life to protect the confidentiality of the data.” If they violate this
oath, they can be fined up to $250,000 and jailed for up to five years.®
Now that’s really backing up a promise of confidentiality!

The government respects its own promises of confidentiality, yet
it runs roughshod over everybody else’s. Although the Fourth Amend-
ment doesn’t protect against government access to your confidential in-
formation held by third parties, the federal government has passed some
statutes that provide some level of protection. Yet the protection is often
quite weak. And there are no federal statutes protecting records with mer-

chants or bookstores or many other types of businesses.”
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Faulty Reasoning and Open Questions

The rationale for the third party doctrine comes from a series of cases
involving undercover agents and informants. In these cases, the Su-
preme Court held that when a person tells another person a secret,
she assumes the risk of betrayal. This is known as the “assumption of
risk doctrine.”®

The Supreme Court likened the third party doctrine to the
assumption-of-risk doctrine. If you assume the risk that your friends
will betray you, then you likewise assume the risk that third parties
holding your information will betray you.

But there’s a problem with this reasoning. The two situations
aren’t analogous. When you misplace your trust and your friend be-
trays you (or is an undercover agent), he voluntarily chooses to reveal
your secrets. But in many instances the bank and the phone company
didn’t voluntarily choose to reveal people’s information. They were
forced to by the government. In fact, these companies often want to
preserve the confidentiality of your information.

The third party doctrine fails to comprehend the concept of
confidentiality—as well as the concept of a promise. If your bank
promises you confidentiality, you expect it to keep its promise. If your
doctor, accountant, school, or any company or organization promises
you confidentiality, then you can reasonably expect that pledge to be
honored. Breaching confidentiality can get one sued, and there are
many circumstances under which banks, doctors, and others must
pay damages if they breach confidentiality.” Beyond that, breaching
confidentiality is bad business and can result in lost customers. So
promises of confidentiality are generally respected, and people can
count on them.

According to the third party doctrine, however, even a written
contract isn’t enough to give people an expectation of privacy. But

promises and contracts are the foundation of modern civil society. If
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people couldn’t rely on them, business and commerce would grind to
a halt. Yet when it comes to privacy, the U.S. Supreme Court thinks
that promises and contracts don’t matter.

Another problem with the third party doctrine is that the Su-
preme Court has failed to clarify how far it extends. Does it have a
stopping point? For example, does the third party doctrine apply to
medical records? After all, people expose their medical conditions to
their doctors. Would the Supreme Court really hold that people lack
an expectation of privacy in their medical data because they convey
that information to third parties (their physicians)? The result would

strike many as absurd.

Keeping Up with Technology

Orin Kerr, a leading expert on criminal procedure, argues that the
third party doctrine actually prevents technology from giving a leg up
to the criminals. He contends that before the Information Age, crimi-
nals would have to do things physically—now they can do everything
from their computers and better hide their tracks. The third party
doctrine is needed, Kerr claims, to level the playing field.!?

But Kerr ignores the vastly increased powers the third party
doctrine gives the government. True, some criminals may use techno-
logical tools to carry out crimes. But what about the rest of us, the
millions of innocent citizens who want safeguards against the govern-
ment accessing our records? Just because some computer-savvy crim-
inals can better conceal their activities shouldn’t mean that we slough
off all Fourth Amendment protection. Technology can help crimi-
nals, but it also can give a lot more power to the government.

Ultimately, defenses of the third party doctrine boil down to
arguments that there should be no Fourth Amendment protection
when the government accesses the enormous digital dossiers about

us. In many instances, there’s also no statutory protection. The result
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is that law-enforcement officials have no oversight or limitation. And

that’s an untenable circumstance.

The Fourth Amendment in the Information Age

The Framers of the Constitution strongly desired to protect the pri-
vacy of their documents and papers, as well as their ideas and beliefs.
As their discontent with British rule grew, they began expressing their
revolutionary ideas about rights and freedom and democracy, and
they needed protection from British officials ransacking their homes
in order to find their writings and punish them. This is why the Fourth
Amendment provides a “right of the people to be secure in their per-
sons, houses, papers, and effects, against unreasonable searches and
seizures.”!!

But the Fourth Amendment has been interpreted to no lon-
ger provide such a broad right. Instead, it will provide protection
against “unreasonable searches and seizures” only when your papers
happen to be in your home or in your luggage. Today, information is
the equivalent of one’s papers. It no longer exists on fading parch-
ment. It no longer exists within the confines of one’s home or in a
particular physical form. It is digital, and it resides in various com-
puter systems maintained by third parties in distant locations.

“If you really want privacy,” some argue, “just keep your data
to yourself.”

So don't use a credit card. Don’t have cable. Don’t use the
Internet. Don’t use the phone. Don’t have a bank account. Don’t
have insurance. Don’t go to a hospital. Don’t have a job. Don’t rent
an apartment. Don’t subscribe to any magazines or newspapers. Don’t
do anything that creates a record.

In other words, go live as a hermit in a cabin on a mountain-

top. That’s where the Fourth Amendment still protects you.
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The Failure of Looking for a
Reasonable Expectation of Privacy

n 1982, in Seattle, the nude body of a thirteen-year old girl was

found, bruised and raped, dumped in a box. A teenager, John

Athan, was the police’s prime suspect because his brother had
seen him carrying around a large box on a grocery cart near where the
body was found. But the police didn’t have more evidence, and the
crime went unsolved.

Flash forward twenty years. With modern techniques of ge-
netic analysis, a profile was made from DNA at the crime scene. The
police searched the FBI's Combined DNA Index System, a database
consisting of millions of DNA profiles from state and federal sources.
No match was found.

The police recalled their initial suspicion of Athan, who had
since moved away from Seattle. They wanted to find out whether the
DNA profile from the crime scene matched Athan’s DNA profile, but
Athan’s DNA wasn’t in the database. The police faced a difficult prob-
lem: How would they obtain a sample of Athan’s DNA? Athan surely
wouldn’t supply it voluntarily.

Over in New Jersey, where Athan was now living, he received
a letter from the law firm Wingstrand Hargrove Kinner. He was happy

to learn that he was entitled to some money. The letter stated:
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Dear Mr. Athan,

A class action lawsuit has been filed against several Washington State
counties and cities. These lawsuits are based on the over charging of
traffic fines by local municipalities between the dates of 1987 and
1994. The records that we received indicate you may be due com-
pensation from this over billing. The compensation may include
reimbursement of fines paid, interest due and damages.

You must respond by March 21, 2003 to confirm that you
wish to be included in the class membership. You may consent
to be a member by signing the enclosed form and mailing by the
deadline date. This form includes information we have obtained
from City and County records as related to your potential claims.
Please correct any discrepancies that you may find on the enclosed
form so that we may correct our information.

Apparently Athan must have had a lot of parking tickets, for
he responded to the letter by filling out the class-action authoriza-
tion form and sending it in. The letter, however, didn’t go to the
firm of Wingstrand Hardgrove Kinner. The attorneys listed on the
letterhead were really police officers in the Seattle Police Depart-
ment. The class-action letter was just an ingenious ploy to get
Athan’s DNA.

When Athan’s reply arrived, the police crime lab obtained his
DNA from the saliva he used to seal the return envelope. The DNA
profile from Athan’s DNA was a match with that of the crime scene.
Athan was ultimately convicted of second-degree murder.!

On appeal, Athan argued that the police failed to follow
Fourth Amendment procedures when the officers used trickery to ob-
tain his DNA against his wishes. How does the Fourth Amendment
regulate such police tactics?

The Supreme Court of Washington held that the Fourth
Amendment provides no protection at all. Athan lacked a reasonable

expectation of privacy in the saliva he used to lick the envelope since
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he sent it away when he mailed back the reply form.? Indeed, DNA
invariably falls outside Fourth Amendment protection. According to
the U.S. Supreme Court, people lack a reasonable expectation of pri-
vacy in anything they abandon.?

You abandon DNA everywhere you go. Your DNA is in your
hair follicles, skin cells, and saliva. If the police want your DNA, all
they have to do is follow you around until you throw something away.
Police have obtained DNA from discarded food, trash, and cigarette
butts.* In one case, when a suspect refused to supply a DNA sample
to the police, they obtained it when he spat on the ground —perhaps
a fitting punishment for being so crude.’

Athan committed a despicable crime, and it is gratifying to see
the police finally bringing him to justice. Some proponents of in-
creased security point to cases like this one as prime examples of why
we shouldn’t want Fourth Amendment protection. But as I explained
in Chapter 3, this argument relies on the all-or-nothing fallacy. We
need not have a tradeoff between Fourth Amendment regulation and
the police’s ability to obtain and analyze a suspect’s DNA. Instead of
deceiving Athan into giving up his DNA, perhaps the police should
have been required to obtain a warrant (or some other form of court
order) for a DNA sample. This would have obviated the need for an
end-run around the Fourth Amendment.

Should there be no Fourth Amendment protection for DNA?
Should the police be able to use deceptive tactics without any kind of
oversight? As currently interpreted, the Fourth Amendment provides
protection only when courts think “privacy” is invaded. Privacy is in-
deed one of the key values the Fourth Amendment should protect, yet
in practice, the amendment hasn’t provided much protection to pri-
vacy. In this chapter, I argue that, paradoxically, the Fourth Amend-
ment would better protect privacy if the Supreme Court stopped fo-

cusing on it.
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Changing the Question

The “reasonable expectation of privacy test” currently governs the
scope of Fourth Amendment protection. Ever since Katz v. United
States was decided in 1967, the Supreme Court has determined the
boundaries of Fourth Amendment protection against government in-
formation gathering by asking whether a person exhibits an “expecta-
tion of privacy” that society recognizes as “reasonable.”®

Debates rage over whether particular government informa-
tion-gathering activities invade “privacy.”” Few commentators are
particularly fond of Fourth Amendment law. Supreme Court deci-
sions applying the reasonable expectation of privacy test have been
attacked as “unstable” and “illogical”—and even as engendering “pan-
demonium.”® In Chapter 9, I explained that the problem stems from
the narrow and outmoded way the Supreme Court understands pri-
vacy —with what I call the “secrecy paradigm,” which views privacy as
total secrecy.

For a long time, I believed the fix was for the Supreme Court
to adopt a more sophisticated and forward-looking view of privacy. |
now realize that I was wrong. The entire debate over reasonable ex-
pectations of privacy is futile, for it is not focused on the right ques-
tion. The debate is reminiscent of the philosophical dispute over a

squirrel that William James relates in his book Pragmatism:

The corpus of the dispute was a squirrel —a live squirrel supposed
to be clinging to one side of a tree-trunk; while over against the
tree’s opposite side a human being was imagined to stand. This
human witness tries to get sight of the squirrel by moving rapidly
around the tree, but no matter how fast he goes, the squirrel moves
as fast in the opposite direction, and always keeps the tree between
himself and the man, so that never a glimpse of him is caught.
The resultant metaphysical problem now is this: Does the man go
round the squirrel or not? He goes round the tree, sure enough, and
the squirrel is on the tree; but does he go round the squirrel?
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James asserted that the debate was in vain —it all boiled down to what
“going round” the squirrel meant. If “going round” meant passing the
squirrel in all four directions, then the man went around the squirrel.
But if it meant being on all four sides of the squirrel, then “the man
fails to go round him, for by the compensating movements the squir-
rel makes, he keeps his belly turned towards the man all the time, and
his back turned away.” We should avoid getting bogged down in such
fruitless debates, James explains, as it is more productive to focus on
“practical consequences.”

Just as the scholars futilely debated whether the man went
around the squirrel, we, too, have often been focusing on the wrong
question when considering Fourth Amendment protection—whether
there is an invasion of privacy. Instead, we should focus on the practi-
cal consequences of Fourth Amendment coverage. In many instances,
what is or isn’t protected by the Fourth Amendment bears no relation
to the problems caused by government information gathering. It bears
little relation to whether it is best to have judicial oversight of law-
enforcement activity, what that oversight should consist of, how much
limitation we want to impose on various government activities, and
how we should guard against abuses of power.

There are two central questions in Fourth Amendment analysis:

1. The Coverage Question: Does the Fourth Amendment provide
protection against a particular form of government information
gathering?

2. The Procedure Question: How should the Fourth Amendment

regulate this form of government information gathering?

The Coverage Question has preoccupied Fourth Amend-
ment law and has led to a complicated morass of doctrines and theo-
ries. But this question should be easy to answer. We should sidestep
the contentious debate about expectations of privacy—or about any

other specific value as a trigger for Fourth Amendment protection.
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Instead, whenever a particular government information-gathering ac-
tivity creates problems of reasonable significance, the Fourth Amend-
ment should require regulation and oversight. Such an approach would
result in Fourth Amendment coverage that is comprehensive rather
than haphazard. It would be consistent with the Fourth Amendment’s
language, which speaks broadly in terms of “unreasonable searches.”

Many government information-gathering activities create
problems. They invade privacy. They inhibit freedom of speech and
association. They make people more frightened to explore ideas. They
allow the government to amass enormous quantities of personal infor-
mation, which gives government officials a vast amount of unchecked
power and discretion. They can lead to abuses by law-enforcement
officials. The Fourth Amendment should provide coverage whenever
any of these problems might occur.

The Coverage Question thus should be easy—the Fourth
Amendment provides protection whenever government information
gathering causes a problem of reasonable significance. The more dif-
ficult question is the Procedure Question, which involves how the
Fourth Amendment should regulate. What kind of regulation would
best limit the problems created by a particular government informa-
tion-gathering activity? What degree of oversight would be effective as
well as practical? All the time and energy wasted on the Coverage

Question should be redirected to the Procedure Question.

The Reasonable Expectation of Privacy Test

The Supreme Court has long struggled over the Coverage Question.
As I described in Chapter 9, the Court used to hold that the Fourth
Amendment covered only government information gathering that in-
volved a physical trespass onto people’s property or things.!” Later on,
the Supreme Court revised its test, holding that the Fourth Amend-

ment applied whenever government information gathering infringed
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upon a person’s reasonable expectation of privacy.!! This new test was
designed to allow the Fourth Amendment to adapt to changing tech-
nology. But the reasonable expectation of privacy test has failed to live
up to aspirations. With the secrecy paradigm, the Supreme Court has
held that a wide array of government information-gathering activities
isn’t covered by the Fourth Amendment.

The reasonable expectation of privacy test isn’t merely in
need of repair—it is doomed. From the way it is formulated, the test
purports to be an empirical metric of societal views on privacy. The
Supreme Court, however, has never cited empirical evidence to sup-
port its conclusions about what expectations of privacy society deems
to be reasonable. In many instances, what the Supreme Court consid-
ers to be an invasion of privacy bears no relationship to what people
have said in surveys. Christopher Slobogin and Joseph Schumacher
conducted a survey to see whether people’s expectations of privacy
matched what the Supreme Court had determined. Their data re-
vealed that “the Supreme Court’s conclusions about the scope of the
Fourth Amendment are often not in tune with commonly held atti-
tudes about police investigative techniques.”!?

Many commentators critique the Supreme Court for failing
to look to society’s actual expectations of privacy. But there are good
reasons for not doing so. Following polls and surveys would shackle
the Fourth Amendment to the preferences of the majority. Minority
groups may have different attitudes about privacy, and a goal of the
Constitution is to protect minorities by limiting the will of the majority.

Another problem with looking at expectations of privacy is
that technology will gradually erode what people expect to be private.
As this process occurs, the government will be able to engage in ever
more invasive searches and seizures. And then there’s the circularity
problem —expectations of privacy depend in part on the law, so a ju-
dicial decision about reasonable expectations of privacy can become

a self-fulfilling prophecy.!?
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The most troublesome problem with the Supreme Court’s
focus on privacy is that it has led to a debate over the meaning of “pri-
vacy” and taken the focus away from the full range of problems soci-
ety needs the Fourth Amendment to address. Imagine you had a
choice between which of the following two government information-
gathering activities should receive Fourth Amendment protection:
(1) government agents at the border squeeze the outside of people’s
luggage without opening it; or (2) the government gathers everyone’s
DNA, stores it in a gigantic database, and uses it for whatever pur-
poses it desires.

The first activity is regulated by the Fourth Amendment. In
Bond v. United States, a border patrol agent squeezed a bus passen-
ger’s canvas bag and noticed a bricklike object that turned out to be
methamphetamine. The Supreme Court held that the search vio-
lated the Fourth Amendment because bus passengers do not expect
their bags to be squeezed.!

The second activity isn’t regulated by the Fourth Amend-
ment. As [ explained earlier, DNA can readily be collected from
abandoned items.

Many people would find the government obtaining their
DNA—and keeping it indefinitely—to be more of a threat to privacy
than a little squeeze of their luggage. Of course, some people might
disagree and not view DNA as private. The problem is that this debate
ignores the larger issue of whether the government should be regu-

lated when gathering, using, and storing DNA.

A Pragmatic Approach

We should be pragmatic and recognize that when there’s a problem, we
should address it.!” Problematic government information-gathering
activities shouldn’t be left completely unregulated. The Coverage

Question thus should be a relatively easy one. The Fourth Amend-
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ment should regulate government information gathering whenever it
causes problems of reasonable significance. The Fourth Amendment
need not be boiled down to addressing a singular core problem. As
the historian William Cuddihy has argued: “The history that pre-
ceded the Fourth Amendment . . . reveals a depth and complexity that
transcend language. . . . The amendment expressed not a single idea
but a family of ideas whose identity and dimensions developed in
historical context.”!®

The harder question is the Procedure Question: How are par-
ticular government information-gathering activities to be regulated?
Unfortunately, the Coverage Question has diverted attention from
tackling the more dithcult Procedure Question. This is a cop-out.
The way forward is to face the Procedure Question rather than trying
to avoid it.

Under this approach, the Fourth Amendment would apply to
a broad range of government information-gathering activities. The
tougher issues emerge with the Procedure Question: If the Fourth
Amendment applies, how should a particular government informa-
tion-gathering activity be regulated? As I'll explain in Chapter 13, the
Fourth Amendment need not be interpreted to require a one-size-fits-
all rule for all forms of government information gathering. In most
cases, a particular form of oversight and regulation can be devised
that will allow the government to engage in information gathering yet

minimize many of the problems that are created by it.

Genetic Information and Deceptive Tactics

Let’s return to the Athan case. The reasonable expectation of privacy
test bogs us down in an analytical game, but the crucial problems are
lost in the shuffle. The government shouldn’t be able to gather peo-
ple’s genetic information without any oversight. It shouldn’t be able

to collect DNA samples without any suspicion at all. It shouldn’t be
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able to use people’s DNA however it desires and keep genetic infor-
mation for however long it wants.

The benefits of using DNA identification are significant, and
it certainly shouldn’t be barred. But we must be mindful of the power
an extensive DNA database gives the government. Since we leave
trails of our DNA wherever we go, it might be possible to link par-
ticular people to particular places. That’s what is done with crime
scenes, but what if the use expanded beyond crime scenes? Genetic
information can reveal quite a lot about a person’s medical past and
future, as well as information about her family members.!” Therefore,
some degree of oversight and limitation of the collection and use of
this information might prevent abuses and make sure that DNA is
collected only to investigate people suspected of criminal activity and
not for other purposes.

Imagine if Athan had been innocent. Without Fourth Amend-
ment protection, the police would now have his DNA. There would
be no requirement that they tell him they have it, so he might never
find out. There would be nothing to limit how the police might store
it or use it in the future.

In addition to genetic information, the Athan case involved
deceptive police tactics. It is easy to applaud the police’s trickery in
the case, for it helped catch a heinous criminal. But stepping back
and looking at the bigger picture, the police tactics were quite trou-
bling. Suppose the police decided to use conniving tactics more fre-
quently. They could send you fake parking tickets to trick you into
sending back a letter sealed with saliva. They could send you phony
questionnaires, applications, or warranty registration forms to obtain
intimate personal information. They could engage in fake psycho-
logical counseling to trick you into revealing your secrets. They could
create false websites inviting you to store your documents. Every let-
ter you received, survey you filled out, company you transacted with,

website you visited, or professional you consulted could really be a
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ruse by law-enforcement officials to get you to turn over your personal
information. Without Fourth Amendment protection, these are the
tactics the government could use, and there would be no oversight.

But with Fourth Amendment regulation, many deceptive tac-
tics would be unnecessary—the police would get the information
through a warrant or court order. In cases where deception might
be necessary, the courts would be able to oversee the police’s activi-
ties. Sometimes, courts might not allow certain kinds of trickery that
posed dangers for society. What kinds of schemes the government
should be allowed to use is an issue best left to the careful consider-
ation of the judicial branch rather than the unfettered discretion of
law-enforcement officials.

In Athan’s case, the Fourth Amendment should have applied.
Here’s how I think the Fourth Amendment should have dealt with a
case like Athan’s. Instead of letting the police act totally within their
discretion with no oversight, the Fourth Amendment should have re-
quired the police to seek judicial authorization to obtain the DNA. If
the police couldn’t establish probable cause, the Fourth Amendment
still should have permitted the court to authorize obtaining the DNA
since the police had some evidence justifying their suspicion of
Athan, the search was limited to DNA only, and there were no other
viable ways to continue the investigation. If the DNA test showed
Athan wasn’t the culprit, then his DNA sample should have been
destroyed. This approach differs somewhat from the way Fourth
Amendment law currently works, and in the next chapter, I'll explain

why this approach is better.

Revitalizing the Fourth Amendment

The government’s information-gathering activities represent one of
the most potent forms of government power—one that can affect our

freedom and democracy in profound ways. Because these issues are
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so fundamental for the basic structure of our society, they are justifi-
ably regulated by the Constitution.

Fourth Amendment protection should be broad. The amend-
ment restricts all “unreasonable searches.” Whenever the government
gathers personal information and it creates a problem that isn’t ad-
dressed with some form of regulation or oversight, this is unreason-
able. The alternative is to allow the government to engage in activities
that result in real problems, ones that invade privacy or chill speech
or create the risk for abuse and other harms. The Fourth Amendment
shouldn’t be like a bad insurance policy, where you might find your-
self unexpectedly uncovered and out of luck. The reasonable expec-
tation of privacy test doesn’t even do a good job protecting privacy, let
alone all the other problems government information gathering can
cause. Moving beyond the test will not only make the Fourth Amend-
ment more responsive to these other problems, it will also improve

the extent to which the amendment protects privacy.
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Argument

he School of the Americas Watch (SAW) was a group protest-

ing the School of the Americas, a U.S. Army school in Fort

Benning. Located in the city of Columbus, Georgia, the school
trained foreign military leaders. SAW engaged in peaceful protests of
the school, contending that it assisted dictatorships by teaching their
leaders skills they used to oppress their citizens.

Led by its founder, the Rev. Roy Bourgeois, SAW held annual
demonstrations outside Fort Benning, which were attended by about
fifteen thousand people. In the thirteen years SAW had been organiz-
ing its protests, the protesters never possessed weapons and were never
arrested for any violent acts.

But in 2002, a week before the annual protest, the city of Co-
lumbus declared that it would require all protesters to pass through a
checkpoint with a metal detector. If the metal detector went off, the
police would then physically search the protestor. The checkpoint
would keep protestors in line about two hours before reaching the
protest site. City officials instituted this security program because the
Department of Homeland Security had declared the U.S. threat level
to be “elevated.” Once in the past, some protestors had lit a smoke
bomb and a few had trespassed onto the post. And SAW invited other
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groups to join them, including one group that had sparked a riot a few
years earlier at a meeting of the World Trade Organization.

SAW challenged the checkpoint program as a violation of the
Fourth Amendment. The case made its way to the U.S. Court of Ap-
peals for the Eleventh Circuit, which sided with SAW: “While the
threat of terrorism is omnipresent, we cannot use it as the basis for
restricting the scope of the Fourth Amendment’s protections in any
large gathering of people. In the absence of some reason to believe
that international terrorists would target or infiltrate this protest, there
is no basis for using September 11 as an excuse for searching the
protestors.” The court held that the Fourth Amendment would not
allow the city “to conduct mass, suspicionless, warrantless searches.”
It declared:

Indeed, it is quite possible that our nation would be safer if police
were permitted to stop and search anyone they wanted, at any
time, for no reason at all. Nevertheless, the Fourth Amendment
embodies a value judgment by the Framers that prevents us from
gradually trading ever-increasing amounts of freedom and privacy
for additional security. It establishes searches based on evidence —

rather than potentially effective, broad, prophylactic dragnets—as

the constitutional norm.!

The court correctly prevented the city’s othcials from engag-
ing in suspiciousness searches. Although there are exceptions, the
Fourth Amendment generally requires some degree of suspicion for
the government to engage in searches. Law-enforcement otficials can
briefly stop and frisk people, but only if they have “reasonable suspi-
cion” that those persons are engaging in criminal activity and are car-
rying weapons.” For many searches, the Fourth Amendment requires
law-enforcement officials to obtain judicial approval beforehand. For
example, before the government can search your home or wiretap
your phone, it must obtain a warrant. The process starts when law-

enforcement officials make an application to a court. The application
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usually consists of an affidavit (a sworn written statement) by an offi-
cial. If the judge approves the application, a warrant is issued.

A warrant must be supported by probable cause. Probable
cause exists when a reasonable person would believe that a search of
the designated place will turn up evidence of a crime or that the des-
ignated person has committed a crime.? Probable cause isn’t a tre-
mendously difficult standard to establish. Although mere hunches aren’t
sufficient, officials don’t need certain proof. They just must have rea-
sonable justification.

Warrant applications require law-enforcement officials to prove
a legitimate basis for their suspicions. The officials must mention spe-
cific places. They can’t say that they want to search everybody’s home
in Manhattan. Nor can the officials say that they want to search your
home for “some bad stuff.” They must be more specific about what
they’re looking for.

Increasingly, advocates for greater security contend that war-
rants and probable cause are impediments to the prevention of terror-
ism. They argue that preventing terrorism requires broad surveillance
and sweeping searches to detect terrorist plotting. They maintain that
requiring particularized suspicion is inconsistent with these extensive
forms of information gathering. For example, Clifford May, the presi-
dent of the Foundation for Defense of Democracies, argues that prob-
able cause is “a difficult standard to meet since many of those plan-
ning terrorism have not yet committed any crime.”* The military law
scholar Glenn Sulmasy and the law professor John Yoo argue that in
matters of national security “a warrant requirement becomes imprac-
tical” because of the “heightened magnitude of harm and need for
swift action.”” Many proponents of heightened security have trum-
peted technologies of data mining, an issue I discuss in Chapter 19.
Data mining involves gathering and analyzing extensive information
about people for unusual patterns of behavior—often without any

particularized suspicion.
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Cases like the one involving SAW, in which courts force the
government to establish particularized suspicion, are becoming rarer.
Today, there are numerous exceptions to the warrant process—more
than twenty by one count. The U.S. Supreme Court has increasingly
recognized situations involving “special governmental needs, beyond
the normal need for law enforcement” where it is “impractical to re-
quire a warrant or some level of individualized suspicion in the par-
ticular context.”” In several circumstances, the Supreme Court has
even allowed random checkpoint searches.® As I discussed in Chapter
4, a federal court of appeals approved suspicionless searches of New
York subway riders. Gradually, warrants and probable cause are be-
coming dinosaurs of Fourth Amendment procedure.

In this chapter, I contend that suspicionless searches should
be authorized only in exceptional circumstances. Requiring law-
enforcement ofhcials to demonstrate suspicion—especially through
the warrant process—is an essential way to keep their power and dis-
cretion in check. In many cases, warrants aren’t inconsistent with the
prevention of crime. And in circumstances where warrants truly are
impractical, we must do more than just shove them aside; we must

ensure that their key functions are achieved by other means.

Why Require Warrants Supported by Probable Cause?

Warrants supported by probable cause serve at least three critical
functions. They limit police power and discretion, they restrict drag-

net searches, and they prevent hindsight bias.

Police Power and Discretion

Warrants require a neutral and detached judge to decide
whether a search is justified. They restrain police power. The police

have a tremendous amount of discretion about when, where, and
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how to search. They can enter your home, search through your things
and your computer. They can arrest you and search your body. War-
rants prevent law-enforcement officials from doing these things at
their mere whim, for entertainment, because they harbor personal
animus toward you, because theyre prejudiced against your race, re-
ligion, or ethnicity, because they don’t like your beliefs or what you
say, or because they don’t like things you've done, or your career, or
people you're friendly with.

Warrants force law-enforcement othcials to believe a search is
really necessary. According to the criminal procedure scholar William
Stuntz: “Warrants raise the costs of searching. To get them, police must
draft affidavits and wait around courthouses. Partly for this reason, war-
rants also raise the substantive standard applied to the search. If an of-
ficer knows he must spend several hours on the warrant, he is likely not
to ask for it unless he is pretty sure he will find the evidence.”

We want zealous law-enforcement officials. But it’s hard to
ask them to be so ardent while simultaneously restraining themselves.
That’s why we need judicial oversight.

Warrants also prevent the police from abusing their power
during a search. In one case, the police were pursuing Dominic Wil-
son, who had been convicted of robbery and was wanted for a proba-
tion violation. In the early morning, they burst into the home of
Charles and Geraldine Wilson, Dominic’s parents. The couple sud-
denly awakened to the noises of the police in their home. Charles
Wilson, clad only in his underwear, rushed into the living room and
found five men in street clothes brandishing guns. He demanded to
know what was going on, and was forcefully subdued on the floor by
the plainclothesmen. When the police officers realized that Dominic
wasn’t in the home, they left. During the entry, the police brought
reporters with them as part of a ride-along program. The U.S. Su-
preme Court held that bringing the reporters into the Wilsons” home

went beyond the scope of the warrant.!” Warrants allow the govern-
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ment a limited ability to invade your home, not a license for law-
enforcement officials to bring along reporters or let their friends come

in to lounge on your couch and take a dip in your pool.

Dragnets

Warrants protect against sweeping dragnet investigations. A
dragnet is a search conducted against a large group of people in the
hopes of seeing what crimes turn up. If law-enforcement officials
could search everybody’s home without suspicion, they would cer-
tainly catch many more criminals. The serial killers hiding body parts
in their refrigerators— caught! The drug dealers with the secret meth
labs— caught! The art thieves with stolen Picassos—caught!

Although dragnet searches would turn up evidence of major
crimes, they will also uncover minor offenders as well —people who
have downloaded music in violation of copyright law, people in pos-
session of small amounts of marijuana, people who have not paid
taxes on items bought online. In today’s world, there’s so much that’s
criminalized. There are more than four thousand federal crimes pun-
ishable with jail time.!! One federal judge contends that everybody is
probably a criminal because such a vast amount of conduct is crimi-
nalized.!? Another commentator argues that people commit on aver-
age three felonies per day.!” For example, if you fail to return library
books, it’s a crime in Salt Lake City. If you put the U.S. flag on an
advertisement within the District of Columbia, that’s a crime too.!* In
addition to these odd crimes are common crimes people often com-
mit. At some point, many parents have given their teenagers a beer—
that’s a violation of the law. And about half of Americans have tried
illegal drugs, the possession of which is a crime.!> Many people bet
on sports—that’s a crime too. The list goes on and on.

Although most of these laws are rarely enforced, they could

readily be used by the government to prosecute you as a pretext if you're
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a persona non grata. Suppose the police do a dragnet search for drugs,
but they don’t find any in your house. During the search, they find out
about your religious or political beliefs, and they don't like them. They
also discover you've been betting on sports. They might arrest you for the

illegal gambling as a pretext—just because they despise your beliefs.

Hindsight Bias

The timing of the warrant is crucial. It must be obtained be-
fore the government conducts the search. Why? The primary reason
is hindsight bias. Suppose the police illegally search the home of a
suspected terrorist and find various weapons. What judge is going to
throw that evidence out because the police merely had a hunch when
they did the search? Knowing the hunch turned out to be correct
makes it very hard to question its validity.

This is why warrants are issued in advance. The court knows
what the police know. A warrant is kind of like a gamble. The police
are saying there’s a decent likelihood they’ll find evidence of a crime,
and the judge determines whether the odds are sufficiently good. No-
body knows yet how the bet will pan out. It’s very hard to make the
same unbiased call when you know what happened.

In psychology, hindsight bias is a well-recognized occur-
rence. It is sometimes referred to as the “I knew it all along” phenom-
enon. Countless studies have confirmed it. In a 1991 study, people
were asked to predict whether Clarence Thomas would be confirmed
to become a justice on the U.S. Supreme Court. Before the Senate
vote, 58 percent predicted he’'d be confirmed. After he was confirmed,
78 percent claimed to have thought beforehand that he would be
confirmed.'® In another study, people were told about a train with
toxic chemicals about to embark on a treacherous route through the
mountains. About 33 percent said that an accident was foreseeable

and the train shouldn’t operate along the route. Another group of
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people were told that the train had taken the route, derailed, and
spilled toxins into a river. About 66 percent of this group said that the
accident was foreseeable and the train shouldn’t have operated along
the route.!”

When you know something in hindsight, youre more likely
to think that you could have predicted it all along. Hindsight bias is
difficult to eradicate. Even when people are told to ignore the actual
outcome and imagine that they don’t know what has happened, they

can’t do so effectively.!®

Does the Process Work?
Are Warrants Merely a Rubber Stamp?

Courts issue warrants quite frequently, and this fact might sug-
gest they are just a rubber stamp rather than a meaningful form of pro-
tection. But far from demonstrating that the warrant system isn’t work-
ing well, the high rate of warrants granted shows that law-enforcement
officials most often refrain from making spurious search requests to
courts. Othcials must build trust with judges, for they keep coming
back to the same judges for warrants in other cases. If a judge loses
faith and stops authorizing warrants, his recalcitrance could impede
future investigations.

Indeed, in the vast majority of cases, the police find what
theyre looking for. More than 80 percent of the time, they find at
least some of the evidence they predicted they'd find.!” This success

rate illustrates that warrants aren’t being granted too liberally.
Can Warrants Work for Prospective Threats?

As I have mentioned, some commentators argue that war-

rants and probable cause are designed primarily for investigation
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rather than prevention. But the warrant and probable-cause require-
ments are not incompatible with surveillance designed to detect pro-
spective threats. The requirement would prohibit surveillance based
upon mere conjecture, naked suspicion, race or nationality, religious
athliation, or political speech. It would not, however, require that the
government investigate only crimes already concluded. The planning
of future crimes, especially terrorism, is itself a crime. Laws against
conspiracy criminalize the making of an agreement to commit an il-
legal act. Taking the initial steps to commit a crime, such as obtaining
materials for it or scoping out the scene, itself constitutes the crime of
attempt. Therefore the government could obtain a warrant to engage
in electronic surveillance if it had “reasonably trustworthy information”

that a future crime was being planned or discussed by conspirators.

A Reasonableness Standard?

The legal scholar Akhil Amar argues that the Fourth Amend-
ment has long been misinterpreted to require the use of warrants sup-
ported by probable cause for searches and seizures. Amar contends
the Fourth Amendment merely requires “reasonableness.”?’ In other
words, so long as the government is acting reasonably in what it is
doing, then the demands of the Fourth Amendment are satisfied.

A pure reasonableness standard would be problematic. As the
criminal procedure expert Anthony Amsterdam laments, there’s a
“general ooziness” to the reasonableness standard.”! Reasonableness
is quite amorphous—it has no focus. In practice, it has been rather
toothless, and it lacks guiding principles.?? The nebulous nature of
reasonableness cannot adequately constrain police discretion. More-
over, reasonableness is frequently determined after the searches have
occurred or are under way, leaving the determination vulnerable to

the problem of hindsight bias.
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Beyond Warrants and Probable Cause

There should be a strong presumption for a warrant and probable
cause. There are circumstances, however, under which requiring a
warrant and probable cause will hinder law-enforcement activities.
For example, if warrants and probable cause are required too fre-
quently, a Catch-22 will be created: The police need to find enough
evidence to get probable cause, yet they might not be able to obtain it
because they didn’t have enough probable cause to get a warrant. In
other words, the police need to be able to do some investigating be-
fore the Fourth Amendment requires a warrant and probable cause.

Suppose the police get an anonymous tip that you're dealing
drugs. The police can’t search your home without a warrant, and the
Supreme Court has ruled that while a reliable informant is sufficient
for probable cause, an anonymous tip isn’t.?> The police need more
evidence, something to corroborate the tip. At this point, the police
might follow you around, search your trash, or obtain records from
third parties—none of which is currently regulated by the Fourth
Amendment. Farlier | argued that these activities should be covered
by the Fourth Amendment. But if they are, and a warrant and proba-
ble cause are required to engage in these kinds of information gather-
ing, then the police might be stuck, unable to gather more evidence
to corroborate the tip.

Under certain circumstances, this problem might justify a de-
viation from the warrant and probable-cause requirements. A steplad-
der authorization process might work. The police could present the
court with their evidence. If it is sufficient to constitute probable
cause, the police could obtain a warrant. If it isn’t sufficient for prob-
able cause, the court could consider authorizing one further investi-
gatory step. Law-enforcement officials would demonstrate evidence
beyond mere speculation and propose limited measures to obtain more

information to corroborate the evidence they have. The court would
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then determine whether they have sufficient justification to continue
on to the next step in their investigation, such as going through your
trash.

In some instances, the government might want to engage in
broader forms of surveillance when they don’t have any particular
suspects in mind. Courts should view such requests with great skepti-
cism and should require the government to justify why a warrant and
probable cause should not be required. If the government can justify
its surveillance measures, and such measures have reasonable limits
and are not mere attempts to fish around for wrongdoing based on
speculation, then courts should grant approval. Any deviation from
the warrant and probable cause requirement should ensure the fol-

lowing:

1. Searches should be as limited as possible.

2. Dragnet searches should be restricted.

3. Searches conducted without warrants and probable cause must be
done only when there are no other alternatives.

4. The government must prove convincingly why the searches are
impractical with a warrant or probable cause.

5. The value of conducting the search without a warrant or probable
cause must outweigh the harms caused by the search, such as
invasion of privacy and the chilling of speech, association, and
religion.

6. Mechanisms must be in place to ensure that people’s rights are
adequately protected and that law-enforcement officials don’t
abuse their discretion.

7. The government should be required to delete unused information

after a certain period of time.”*
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was once a juror in a burglary case. A man entered a school build-

ing and was hovering around, looking suspicious, holding an empty

attaché bag. He was confronted by a security guard and asked what
he was doing in the building. He said he was selling magazine subscrip-
tions, but he didn’t have any magazines, brochures, or sign-up sheets.
He didn’t even have anything to write with. The security guard called
the police, and the man was arrested and charged with burglary.

To be guilty of burglary, the man had to have unlawfully en-
tered the building with the intent to commit a crime. We acquitted
him of burglary. We didn’t think there was enough evidence to con-
clude that his intent was to commit a crime, though we all felt in our
gut he was up to no good. We wished we had more evidence, some-
thing to give us a better idea of why he was wandering around the
building. We thought that more likely than not he was trying to steal
something, but to convict someone, the prosecution had to prove its
case beyond a reasonable doubt, and it fell short.

After the trial, I had a chance to speak with the prosecutor,
who told me that a key piece of evidence was excluded. Inside the
man’s bag was a set of burglar’s tools. That fact was kept from the jury
based on the “exclusionary rule,” which works by barring evidence at

trial when the government gathers it by violating the Fourth Amend-
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ment. In this case, the police hadn’t searched the man’s bag properly
under the Fourth Amendment, so the prosecutor couldn’t use the
evidence of the burglar’s tools. Had I known about the tools, I surely
would have voted to convict, and I have no doubt the other jurors
would have done so as well. The result of the exclusionary rule was
that a guilty man wasn’t convicted. Is this too high a cost for ensuring
that the Fourth Amendment is followed?

The exclusionary rule is the primary way of enforcing the
Fourth Amendment. The rule ensures that the government respects
Fourth Amendment rights, but it comes at a great price. In the movies
or on TV, whenever you see a sneering criminal striding out of the
courtroom while the police gripe about “technicalities,” this is prob-
ably the exclusionary rule at work.

The exclusionary rule has produced a vigorous debate. Hardly
anybody likes the rule; even its supporters find it ugly. Nevertheless,
privacy proponents strongly defend the rule, arguing that it is a neces-
sary evil and better than the alternatives.!

Is the exclusionary rule the best way to guarantee that the gov-
ernment follows the Fourth Amendment? For a long time, I thought

yes. Now, I think no. In this chapter, I'll explain my change of heart.

Searching Dolly Mapp’s House

How did the exclusionary rule come into being? It had long existed,
but it wasn’t until 1961 that the U.S. Supreme Court mandated
the rule for Fourth Amendment violations.? In that year, the Supreme
Court confronted a case involving outrageous conduct by the police.?

Dollree (“Dolly”) Mapp was a twenty-cight-year-old African-
American woman living in a house with her daughter when three
police officers arrived at her door. Earlier, a bomb had blown up the
house of Don King (who later became a well-known boxing pro-

moter). The police were on the trail of a suspect, and they saw a car
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belonging to a man associated with the suspect parked in Dolly’s
driveway. The officers banged on the door and demanded to come
inside and search. Dolly talked to them through the window. After
calling her lawyer, Dolly told the police that he had advised her not
to let them inside without a warrant.

Four more police officers arrived. They continued to knock
on the door, but Dolly refused to answer. So they broke in through
the back door. Furious, Dolly confronted them and demanded to see
a warrant. One of the officers held up a piece of paper. Dolly snatched
it and stuck it in her bosom. The officers then grabbed her, pulled the
paper away, and handcuffed her. They then searched the house. They
found no evidence of any bombing. But they did find some porno-
graphic pamphlets they thought were obscene, so they arrested Dolly
on suspicion of violating obscenity laws.

At trial, Dolly argued that the pamphlets the police seized
shouldn’t be allowed into evidence. The search of Dolly’s home was
clearly a violation of the Fourth Amendment. The police needed a
valid warrant to search Dolly’s home, and they didn’t have one. The
piece of paper that the police flashed before Dolly wasn’t a warrant.
In fact, it mysteriously vanished before trial.*

The case eventually made its way to the U.S. Supreme Court.
In Mapp v. Ohio, the Court concluded that evidence found in viola-
tion of the Fourth Amendment must be excluded from trial. The
Court reasoned that the exclusionary rule was necessary to ensure that
the government show proper respect for the Fourth Amendment. “Noth-
ing can destroy a government more quickly than its failure to observe its
own laws, or worse, its disregard of the charter of its own existence.”

The idea behind the exclusionary rule is that it wipes out vio-
lations of the Fourth Amendment as if they never happened. For
Dolly Mapp, since the police learned about the pamphlets only be-
cause they violated the Fourth Amendment, they shouldn’t get to use

them against her.
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The Mapp opinion, making the exclusionary rule the law of
the land, sparked an immediate outcry. The New York City police
commissioner declared that the exclusionary rule would have a “trau-
matic effect” on the law, akin to “tidal waves and earthquakes.”® Con-
troversy has surrounded the rule ever since.

There is an interesting epilogue to Dolly’s case. After her Su-
preme Court victory, she moved to New York. Many years later, the
police conducted a search of her home because they suspected her of
receiving stolen property. This time, they found what they were look-
ing for—stolen electronics and antiques. They also found fifty thou-
sand envelopes of heroin. Unlike the police search before, the New
York police had a search warrant. They knew they had to get one—
and they probably knew it so well because of Dolly Mapp’s case. Dolly

was convicted and sentenced to twenty years in jail.

Why Have the Exclusionary Rule?

The Fourth Amendment doesn’t say anything about how it is to be
enforced. It just says that searches and seizures shouldn’t be unrea-
sonable and that warrants must be supported with probable cause.
The amendment’s text says nothing about what happens if it is vio-
lated. A rule without a remedy is like a bee without a stinger. It can
readily be ignored. This is why the Fourth Amendment needs an en-
forcement mechanism, and the exclusionary rule has filled this role
for the past half-century. And in truth, the exclusionary rule has many

virtues.

Fairness

At the most basic level, the rule seems simple and fair: If you
get something by breaking the rules, then you shouldn’t get to keep it
and benefit from it. You should give it back. And that’s what the exclu-
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sionary rule does. The government shouldn’t be able to profit from its
own wrong, and the exclusionary rule is a form of restitution — it gives
the evidence back to the defendant from whom it was unlawfully
taken. There’s a nice sense of propriety to the exclusionary rule, for it
tries to restore things to what they would have been had the govern-

ment not violated the Fourth Amendment.

Deterrence

The primary argument supporting the exclusionary rule is
that it serves as a good deterrent against violating the Fourth Amend-
ment. If police know that anything they obtain by violating the Fourth
Amendment will be worthless, there’s no reason to get it improperly.
Law-enforcement officials want to have criminals convicted. Violat-
ing the Fourth Amendment impedes this goal. So the exclusionary
rule gives the police a strong incentive to follow the proper Fourth
Amendment procedures. In Dolly Mapp’s case, for example, the po-
lice could have obtained a valid warrant before searching her home.
Had they done so, they could have used what they found. The exclu-
sionary rule makes clear that their warrantless search of Dolly’s home

was a waste of time.

Incentive to Litigate

An additional virtue of the exclusionary rule is that it gives
defendants an incentive to stand up for Fourth Amendment rights.
When the government violates the Fourth Amendment, there are no
consequences unless someone complains. If defendants wouldn’t get
a benefit for complaining about Fourth Amendment violations, then
they wouldn’t bother. The exclusionary rule entices defendants to
bring Fourth Amendment violations to the attention of courts and to

litigate them.
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The Problems with the Exclusionary Rule

I've long believed the conventional wisdom and embraced the exclu-
sionary rule. But I've increasingly soured on it. Despite the rule’s vir-

tues, its vices now strike me as too significant to tolerate.

Penalty for All of Society

The exclusionary rule penalizes not just the police but all of so-
ciety. As Judge Benjamin Cardozo famously warned, with the exclusion-
ary rule, the “criminal is to go free because the constable has blundered.””
If the police make a mistake and violate the Fourth Amendment and a
serial killer is set loose, everybody suffers, not just the police.

In practice, though, only a handful of criminals actually go
free because of the exclusionary rule. In most cases, it excludes only
a few pieces of evidence, and there’s plenty left to convict the crimi-
nals.® Although the exclusionary rule rarely sets criminals free, it
sometimes leads to shorter prison sentences. Faced with important
evidence being excluded, prosecutors are willing to strike more le-
nient plea-bargain deals with defendants. But this result probably isn’t
significant enough to deter Fourth Amendment violations.

Empirical studies are mixed on the exclusionary rule’s deter-
rent effect, with many studies showing that the rule doesn’t adequately
deter.” As the legal scholar Christopher Slobogin observes, the rule
not only fails to deter but also undermines respect for the judiciary
when evidence is excluded.!” The rule thus helps defendants at soci-

ety’s expense.
Lack of Proportionality

The exclusionary rule lacks any sense of proportionality. No

matter whether the tainted evidence points to a heinous crime or a
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minor infraction, the exclusionary rule works like a cleaver, chopping
off evidence without any balance or consideration of the costs.
Imagine a terrorist plans to destroy New York City with a dirty
bomb. The police search the terrorist’s home and find bomb compo-
nents. But they make a minor blunder, and as a result, the search is
invalid. With the exclusionary rule, the evidence will be excluded,
even though the terrorist could have annihilated an entire city. Pre-
venting the Fourth Amendment violation hardly seems worth the cost

of excluding the evidence.

Remedy for the Guilty

Suppose the police illegally search a person’s home. They
find nothing. Because the person is innocent, there won'’t be a trial
and there won’t be evidence to exclude. The exclusionary rule does
nothing to remedy the invasion of privacy to the innocent person or
the embarrassment and anxiety of having the police swarm all over
his house.

Now suppose the police find a horde of stolen items in the
person’s house. The person is tried for robbery. This time, he can use
the exclusionary rule. Ironically, if he’s innocent, the exclusionary

rule is of no help. If he’s guilty, then the rule is very helpful.

Shrunken Scope of Fourth Amendment Protection

The worst problem with the exclusionary rule is that it has
decimated the Fourth Amendment. As Judge Guido Calabresi has
argued, “the exclusionary rule, in my experience, is most responsible
for the deep decline in privacy rights in the United States.”!! Judges
don’t like to exclude evidence from trial. Because the consequences

of finding a violation are so grave, an easy escape is just not to find
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a Fourth Amendment violation. The exclusionary rule thus encour-
ages courts to keep the Fourth Amendment’s coverage as narrow as
possible.

The criminal procedure expert Yale Kamisar contends that “a
downs-sized Fourth Amendment that is taken seriously is still a good
deal better than an expansive majestic Fourth Amendment that exists
only in the theoretical world.”!? But the problem with his view is that
the current Fourth Amendment is so downsized that it isn’t taken seri-
ously. It is so narrow in its protection that it leaves far too much un-
regulated.

Moreover, the exclusionary rule makes people loathe the
Fourth Amendment. They see criminals benefit as a consequence of
Fourth Amendment protections and lose respect for these rights.
Judges who throw out evidence based on Fourth Amendment viola-
tions are castigated as pariahs, not celebrated as heroes who enforce

our constitutional rights.

Toward a Solution

I've now reached the conclusion that the exclusionary rule causes
tremendous problems and is, on balance, a bad way to enforce the
Fourth Amendment. A combination of measures would probably
serve as a viable alternative. Before discussing the solutions, it is im-
portant to understand the key things that an enforcement remedy for

the Fourth Amendment must do:

1. Deter. A Fourth Amendment remedy must adequately deter
violations. It must be something that police officers dislike
enough to make them comply with the Fourth Amendment.

2. Show respect. A remedy must show proper respect for the Fourth
Amendment. If the remedy is something minor, then we are

saying that Fourth Amendment rights aren’t important. The
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sanction for violating the Fourth Amendment must be severe,
for it must reflect that people’s rights really matter.

3. Incentivize. There must be an incentive for defendants to chal-
lenge Fourth Amendment violations. Otherwise, law-enforcement
officials will realize that they can ignore the Fourth Amendment

because few will stand up and demand that they follow it.

[ propose the following bundle of measures:

Deterrence and Training

To deter Fourth Amendment violations, courts should order
remedial Fourth Amendment training programs for law-enforcement
officials guilty of violations, who must then pass a test to graduate
from the training. Officials won’t relish spending days in training
and preparing for an exam. Remedial training programs will proba-
bly deter violations more than the exclusionary rule. As one study
revealed, police departments often fail to notify officers when courts
hold that their searches violated the Fourth Amendment. The au-
thors of this study also quizzed the officers about what was al-
lowed and forbidden by the Fourth Amendment. The officers got
little more than half of the questions correct. The study’s authors
concluded: “Officers cannot be deterred from engaging in illegal
conduct if they do not understand what is illegal.”!® In contrast
to the exclusionary rule, training programs will deter violations as
well as instruct law-enforcement officials about the rules they must

follow.
External Supervision

Police departments and federal law-enforcement agencies must

have an incentive to train officers and promote respect for the Fourth
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Amendment. To create this incentive, courts should appoint an inde-
pendent expert to investigate and supervise any law-enforcement or-
ganization with a high percentage of violations for its size in a given
year. Once the percentage of violations drops below a certain threshold,
the judicial supervision should cease. Because law-enforcement or-
ganizations will want to avoid external supervision ordered by courts,
this measure will encourage them to improve their own internal su-

pervision.

Transparency and Accountability

All violations should be tallied and publicized. Currently, we
know little about the extent of Fourth Amendment violations. Keep-
ing track of violations will make it possible to compare rates among

police departments, and will foster greater accountability.

Rewards for Compliance

Currently, there’s little reward for law-enforcement officials
to respect Fourth Amendment rights, but there are many rewards to
zealously investigate crime. The rewards need to be more balanced.
Law-enforcement officials with good Fourth Amendment compli-

ance should be given bonuses and commendations.

Fines

There must be an incentive for defendants to litigate. Fourth
Amendment violations should be penalized via a fine paid to defen-
dants by police departments or government law-enforcement agen-
cies. The amount should be imposed by judges rather than by juries,

which might be unlikely to award damages to criminals. There should
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be a minimum amount for the fine—a sum with some heft, though
not extravagant—as well as attorney’s fees to incentivize the lawyers to
work hard to litigate the issue. The fine should be greater for willful

violations than for negligent ones.

Bad Faith

Although most cases shouldn’t involve the exclusion of evi-
dence, the exclusionary rule should still be imposed in limited cir-
cumstances. When a court finds that law-enforcement officials vio-
lated the Fourth Amendment in bad faith, exclusion should be the
presumptive remedy, since bad-faith violations are less responsive
to fines or training. Mapp, for example, involved bad faith. The po-
lice knew they needed a warrant and didn’t have one, so they held
up a piece of paper pretending it was a warrant. They knew better
but didn’t care. Exclusion was a proper remedy in that case. On
the other hand, for negligent violations or in circumstances when
Fourth Amendment rules aren’t clear, the evidence shouldn’t be
excluded.

Unlike the United States, many countries have a discretion-
ary rather than a mandatory exclusionary rule. Judges have a choice
about whether to exclude evidence. In England and Australia, for ex-
ample, courts are likely to exclude evidence when the police violate
clear rules but to allow it when the rules aren’t clear. Canada also has
a discretionary exclusionary rule. Germany, too, uses a discretionary
exclusionary rule, balancing privacy rights against “society’s interest
in having all relevant evidence presented.”!* Professor Craig Bradley
extensively studied the approaches of various countries to the exclu-
sionary rule, and he concluded that “a discretionary system can work
as long as it is based on clear, codified rules and taken seriously by the

courts, particularly the nation’s highest court.”!®
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Abandoning the Exclusionary Rule

Grudgingly, the exclusionary rule has long been accepted as neces-
sary to enforce the Fourth Amendment. But the rule doesn’t work as
well as many people presume. Instead of encouraging respect for con-
stitutional rights, the exclusionary rule makes the police and public
antagonistic toward the Fourth Amendment. It is time to reexamine

the conventional wisdom and move beyond the exclusionary rule.
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uppose law-enforcement ofhicials want to learn about your po-

litical beliefs, religion, reading habits, or what you write and

say to others. They seck records of the books you bought from
Amazon.com. They demand from Facebook a list of the people you
communicate with. How much protection do you have when the gov-
ernment tries to conduct these searches?

Usually, the answer comes from a field of law called criminal
procedure. As I've discussed in previous chapters, the Fourth Amend-
ment to the U.S. Constitution regulates how the government can
gather information about you, and it currently fails to provide you
with much protection.

But these searches also affect your First Amendment rights.
The First Amendment contains a broad constellation of rights, in-
cluding freedom of speech, association, thought, and belief.! Know-
ing that the government is gathering information about you can in-
hibit you from exercising your First Amendment rights. Does the
First Amendment provide protection?

The question is rarely asked. Lawyers and judges generally
don’t think of the First Amendment as relevant to criminal proce-

dure. In law schools the First Amendment and the Fourth Amend-
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ment are taught in different classes. They are understood as separate
domains of law, having little to do with each other.

In this chapter, I argue that the First Amendment should be
considered alongside the Fourth Amendment as a source of criminal
procedure. This is a bold new role for the First Amendment, but as I

hope to demonstrate, it’s a role that fits.

A Common History

The First and Fourth Amendments share a common history. They
were inspired by government inquests into speech, religion, belief,
and association.? For example, prosecutions for seditious libel were
frequently used in Britain in the eighteenth century to suppress criti-
cism of the government, and there were well over a thousand sedi-
tious speech prosecutions in the colonies.” A few of these cases
strongly influenced the Framers. In particular, John Peter Zenger was
tried for seditious libel in 1735 in colonial New York, and a jury nul-
lified the law in order to acquit him.* The Zenger case, in the words
of one commentator, served “as a crucible for the flames of liberty
and freedom of the press that were stirring in the Colonies.”

Another case in England, Wilkes v. Wood, also generated an
enormous buzz in the colonies.® A notorious figure of his time, John
Wilkes was a libertine, always in debt, constantly enmeshed in quarrels,
and often engaging in duels. He liked to drink— quite a lot—and he loved
the company of mistresses and courtesans. Known as one of the ugliest
people alive, he was losing his teeth by the age of thirty. He divided his
time between sitting in Parliament and in the Tower of London.”

But Wilkes became an unlikely hero, one of the great cham-
pions of liberty. Between 1762 and 1763 Wilkes published a series of
anonymous pamphlets titled The North Briton, including an issue
number 45 that sharply criticized the king.® Armed with a general

warrant authorizing a search for anything connected to The North
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Briton number 45, government officials searched Wilkes’s home,
seized his papers, and arrested him.” Such general warrants were
common at the time and were used to muzzle the press and squelch
political dissent.!”

Wilkes sued to challenge the general warrant. At trial, Chief
Justice Pratt instructed the jury that if the government had the power
to use general warrants, “it certainly may affect the person and prop-
erty of every man in this kingdom, and is totally subversive of the lib-
erty of the subject.”!! The jury found for Wilkes, and the case became
the stuff of legend. It was seen as an enormous victory for freedom of
the press, and the British press ensured that news about the case was
spread far and wide. The number “45” was etched in chalk through-
out London, and Benjamin Franklin noted after a visit that he ob-
served a fifteen-mile stretch where “45” was marked on practically
every door.!? Hailed as a hero in Britain, Wilkes became a champion
in the American colonies as well.!?

Two years after the Wilkes case, John Entick challenged a
general warrant in a seditious libel investigation. As with Wilkes, En-
tick’s home had been searched and his papers seized. In Entick v.
Carrington, Lord Camden (formerly Chief Justice Pratt, the author of
the Wilkes opinion) issued a blistering critique of general warrants.!*
Camden declared that with a general warrant, a person’s “house is
rifled; his most valuable secrets are taken out of his possession, before
the paper for which he is charged is found to be criminal by any com-
petent jurisdiction, and before he is convicted either of writing, pub-
lishing, or being concerned in the paper.”!® Word of the Entick case
was also greeted with cheer in the colonies, and Wilkes and Lord
Camden were so venerated that towns were named in their honor,
such as Wilkes-Barre, Pennsylvania, and Camden, New Jersey.

As the criminal procedure expert William Stuntz observes,
the Fourth Amendment emerges from “a tradition that has more to do

with protecting free speech than with regulating the police.”!®
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Criminal Procedure and First Amendment Rights
The Need for First Amendment Protection

Government information gathering can threaten one’s ability
to express oneself, communicate with others, explore new ideas, and
join political groups. Without protection against government prob-
ing, countless conversations might never occur or might be carried on
in more muted tones. Government probing can lessen the effective-
ness of democratic participation by depriving speakers of anonymity,
which can be essential for candid speech. The U.S. Supreme Court
has held that protecting anonymity is necessary to foster speech about
unpopular views: “Persecuted groups and sects from time to time
throughout history have been able to criticize oppressive practices
and laws either anonymously or not at all.”!

In addition to protecting speech, the First Amendment safe-
guards intellectual inquiry.'® Government information gathering can
make people reticent to read controversial books or investigate un-
popular viewpoints. Freedom of association can also be quelled by
governmental invasions of privacy. People may be reluctant to join
certain groups if the government is recording membership informa-
tion.!” And freedom of the press can be compromised when the gov-
ernment subpoenas journalists to reveal confidential sources. Gov-
ernment information gathering can thus strike at the heart of First
Amendment rights.

Fourth Amendment protection has receded in precisely those
areas most important to First Amendment rights. As a result, the gov-
ernment can readily use subpoenas to gather information pertaining
to communications, writings, and the consumption of ideas.?’ Sub-
poenas are often issued without judicial approval, without a require-
ment of probable cause, and without many limitations.”! As Stuntz
notes, Ken Starr used subpoenas much more than warrants in his in-

vestigation of President Bill Clinton:
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This use of the grand jury and its power to subpoena, rather than
the police and their power to search, gave Starr’s team the author-
ity to find out just about anything it might have wanted. For while
searches typically require probable cause or reasonable suspicion
and sometimes require a warrant, subpoenas require nothing, save
that the subpoena not be unreasonably burdensome to its target.
Few burdens are deemed unreasonable.??

As I discussed a few chapters ago, the Supreme Court has held
that the Fourth Amendment doesn’t cover instances when a person’s
information is gathered from third parties. Unfortunately, the Fourth
Amendment focuses not on what various records or documents can
reveal but on where they are located or who possesses them.? In the
past, personal papers and correspondence were often located in people’s
homes, which have always received strong Fourth Amendment protec-
tion. People’s conversations would take place in private places or through
sealed letters, shielding them from government access without a war-
rant. Today, however, Internet surfing in the seclusion of one’s home
creates data trails with third parties in distant locations. First Amend-
ment activity is no longer confined to such private zones as the home
and thus no longer benefits from Fourth Amendment protection.

Therefore, because the Fourth Amendment doesn’t ade-
quately protect against government information gathering that impli-
cates First Amendment activities, the First Amendment should serve

as an independent source of criminal procedure.

When Should the First Amendment Provide Protection?

The government can violate the First Amendment even with-
out directly prohibiting First Amendment activities. The Supreme
Court has noted that the First Amendment restricts the government
from creating a “chilling effect” on freedom of speech, association,
belief, or receipt of ideas.?* Courts have concluded that government

information gathering indirectly inhibits or “chills” First Amendment
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liberties in a wide range of contexts, including surveillance of politi-
cal activities, identification of anonymous speakers, prevention of the
anonymous consumption of ideas, discovery of associational ties to
political groups, and enforcement of subpoenas to the press or to third
parties for information about reading habits and speech.? For exam-
ple, you might not want to purchase a book if it will be used against
you in a trial for conspiracy to engage in a crime.?® You might not visit
religious or political websites if you knew that the government might
use this as evidence against you. Even without criminal charges, the
fear that speaking or reading certain things might trigger an arrest or
a criminal investigation might be sufficiently daunting to inhibit you.

Criminal investigations and prosecutions aren’t the only po-
tential sources of chilling effects. In many instances, the government
engages in broad information gathering that isn’t directly tied to a
concrete penalty but which still may chill speech. For example, the
government could create a terrorist watch list based on people’s
speech or associations, yet individuals might never know whether
they’re on the list. Or the government could amass information about
people’s speech and reading habits in a gigantic database for some
unknown future use. Although in these instances it would be difficult
for you to prove the government collected information about you, the
First Amendment doctrine of overbreadth would allow you to raise a
challenge if the government’s actions were needlessly broad and threat-
ening to many people’s rights.”” A government information-gathering
program that sweeps in a great deal of First Amendment activity will
be deemed unconstitutionally overbroad if not narrowly tailored to a

substantial government interest.
What Level of Protection Should the First Amendment Require?

When the First Amendment applies, government informa-

tion gathering would be upheld only if it served a substantial govern-
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ment interest and employed narrowly tailored means to achieve that
interest. The First Amendment would rarely completely ban a par-
ticular instance of government information gathering. If the govern-
ment interest is substantial, the First Amendment would mandate
procedures that must be followed for the information gathering to
take place. These procedures would be similar to those required by
the Fourth Amendment. In many instances, the First Amendment
would require law-enforcement officials to obtain a warrant supported

by probable cause.

A New Role for the First Amendment

For far too long, courts and commentators have viewed the First
Amendment as irrelevant to criminal procedure. But as Fourth Amend-
ment protections recede from those areas where First Amendment
activity is most likely to occur, it is time to look to the First Amend-
ment for protection. First Amendment criminal procedure is both
justified and necessary to prevent the infringement of First Amend-
ment rights in the course of government investigations. It is time for
the First Amendment to take its place alongside the Fourth Amend-

ment as a source of criminal procedure.
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Will Repealing the Patriot Act
Restore Our Privacy?

oon after the September 11 attacks in 2001, Congress passed

the Uniting and Strengthening America by Providing Appro-

priate Tools Required to Intercept and Obstruct Terrorism Act—a
clunky title designed to produce the acronym USA PATRIOT.! The
statute is most commonly referred to as the Patriot Act.

The Patriot Act was a grab bag of tweaks to existing electronic-
surveillance law. Ironically, most of its changes weren’t directly linked
to September 11. Much of the act was rehash—a series of proposals
the Department of Justice (DOJ) had previously failed to get Con-
gress to pass. After September 11, with Congress eager to do some-
thing, Attorney General John Ashcroft asked the DOJ for recommen-
dations. The DOJ dusted off its proposals, and they were sent over to
Congress.” This time, Congress was more receptive.

The act was controversial, quickly becoming the nucleus of
the debate between privacy and security. In his documentary Fahren-
heit 9/11, Michael Moore accused many members of Congress of
failing to read the act before voting on it. “T'he only patriotic thing to
do,” he resolved, “was for me to read it to them.” He proceeded to
read the act from a loudspeaker while driving around the Capitol in

an ice cream truck.?
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The passage of the Patriot Act has often been characterized as
a watershed event that eviscerated privacy rights. I've spoken to count-
less people about the act, and they invariably lament that the act killed
privacy. Their view seems to be that before the act, we had strong pri-
vacy rights against government surveillance, which the act eviscerated.

But all the hoopla has been focused too much on the Patriot
Act itself and not enough on the law more generally. Many of the
complaints about the Patriot Act relate to problems with the law that
existed long before the act was ever passed.

Suppose the Patriot Act were repealed tomorrow. Would pri-
vacy be restored? In many circumstances, not at all. Certainly, the
Patriot Act has problematic features, but it’s just the tip of a much
larger iceberg.* Many of the problems attributed to the Patriot Act
existed in electronic-surveillance law for quite a while. In this chap-
ter, [ argue that the problems with electronic surveillance didn’t begin
with the Patriot Act, and that they won’t end with it either. We must

rethink electronic-surveillance law as a whole.

Did the Patriot Act Reduce or Expand Internet Privacy?

Many critics of the Patriot Act decried its reduction of Internet pri-
vacy for email and Web surfing. Defenders of the act claimed that it
actually expanded privacy protection. Someone must be wrong, right?
Actually, they're both correct to some degree.

There’s no way to understand what’s going on without under-
standing how electronic-surveillance law worked before the Patriot
Act. The act wasn’t written on a blank slate. A lot of law already regu-
lated electronic surveillance. First, there was the Fourth Amendment.
When the Fourth Amendment protects something, it provides a high
level of protection (in many cases, requiring a warrant supported by
probable cause). A statute can’t supply less protection, but it can al-

ways supply more.

156



The Patriot Act and Privacy?

In addition to the Fourth Amendment, a set of statutory provi-
sions protected against electronic surveillance —the Electronic Com-
munications Privacy Act (ECPA), which consists of three statutes
bundled together: the Wiretap Act, the Stored Communications Act,
and the Pen Register Act. These statutes regulate different aspects of
electronic surveillance and provide different levels of protection. This
law predated the Patriot Act, and it exists largely unchanged under the
Patriot Act.

Broadly speaking, electronic surveillance law makes a distinc-
tion between “content” and “envelope” information. Think of a letter
you send in the mail. The content information is the letter itself. The
envelope information contains the address of the recipient and your
return address. The law protects content information a lot but it pro-
tects envelope information only a little.

The content-envelope distinction is based on a ruling by the
U.S. Supreme Court that a list of the phone numbers a person dials
(envelope information) isn’t protected by the Fourth Amendment.’
What'’s said during the call (content information), however, is pro-
tected. Seizing upon this distinction, Congress embodied it in the
law. Content information is regulated by the Wiretap Act and the
Stored Communication Act, and it is given high-level privacy protec-
tion. Envelope information is protected by the Pen Register Act,
which provides low-level privacy protection.®

What's the difference between high- versus low-level protec-
tion? Quite a lot. The Wiretap Act requires a warrant supported by
probable cause, which is the same thing the Fourth Amendment re-
quires. It also requires even more—the government must prove that
alternatives to electronic surveillance won't be effective. There are
more requirements as well.” In contrast, the Pen Register Act doesn’t
require a warrant or probable cause. All the government needs to do
is certify that “the information likely to be obtained . . . is relevant to

an ongoing investigation.”® It is hard to imagine how the government
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could fail to make this showing. Courts don’t even review the evi-
dence to back up the government’s claim and must take the govern-
ment’s word without question.”

The law wrongly protects envelope information much less
than content information.!” Envelope information can reveal a lot
about a person’s private activities, sometimes as much (and even more)
than can content information. We may care more about keeping pri-
vate who were talking to than what we're saying. Indeed, as I dis-
cussed in Chapter 15, maintaining the privacy of the identities of the
people we communicate with is an important component of freedom
of association under the First Amendment. Envelope information
isn’t innocuous, and the privacy interests in protecting it can be just
as strong as content information.

The biggest problem with the envelope-content distinction is
how to square it with modern technology. Table 2 shows how the
distinction works for letters and phone calls. With email, the distinc-
tion falls fairly clearly on the map. The email header, which contains
the addresses of the sender and recipient, is envelope information.
The body of the email message is content information.

Web browsing, however, is much more complicated.

[P Addresses

An Internet Protocol (IP) address is a unique identifier as-
signed to every computer attached to the Internet. It’s a number, such
as 86.116.230.181. Each website has an IP address. On the surface, a
list of IP addresses is simply a list of numbers. This seems to be analo-
gous to envelope information, akin to phone numbers or addresses.

But it is actually much more. With a complete listing of IP
addresses, the government can learn quite a lot about you because it
can trace how you surf the Internet (see Table 3). From IP addresses,

the government can learn the names of stores at which you shop, the
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Table 2 The Envelope-Content Distinction

Technology Envelope Content

Postal mail Name and address of Letter
sender and recipient

Phone call Phone number dialed or Spoken communication
received

political organizations you find interesting, your sexual fantasies, your
health concerns, and so on. IP addresses are thus much more telling
than phone numbers. Although who you call on the phone can be
quite revealing, how you browse the Web exposes even more of your
private life, for it reflects what you're thinking and reading.

URLs

What about uniform resource locators (URLs)? When you
surf in your Web browser, the URL appears in the little box at the top
of your browser. A URL points to the location of particular informa-
tion on the Internet. This seems like an address. At first glance, it ap-

pears to be akin to envelope information.

Table 3 A Typical Array of IP Addresses
IP Address Computer

92.220.180.20 Amazon.com
83.450.320.111 Your home computer

38.303.1.842 Greenpeace

29.404.60.201 Your work computer
39.40.098.202 Star Wars fan website
172.171.0.12 Alcoholics Anonymous
20.56.002.20 Republican National Committee
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But the issue is much more complex. For example, suppose
you’re browsing for books on Amazon.com. You're interested in books
I've written, so you go to the page for my book, The Future of Reputa-
tion: Gossip, Rumor, and Privacy on the Internet. Here’s the URL:

http://www.amazon.com/Future-Reputation-Gossip-Privacy-Internet/
dp/0300144229/ref=pd_sim_b_1
As you can see, URLs can reveal information about the title of my
book, which shows what you're looking at while Web surfing.
URLs can also contain search terms. Suppose you've got pan-
creatic cancer and are researching treatment options. You go to Google

and type in “best hospital for treatment of pancreatic cancer.”

Google

best hospital for treatment of pancreatic cancer

Google Search | I'm Feeling Lucky ‘

Figure 1. A Google search

You'll be redirected to your search results, at a URL some-
thing like this:
http://www.google.com/ffhl=en&source=hp&q=best+hospital +

for+treatment+of+pancreatic+cancer&aq=f&aqi=&aql=&oq=
&gs_rtai=&{p=59568d73ba32¢248

If you look closely, you'll see your search terms in the URL. All searches
you enter will produce URLs with your search terms.

URLs seem to be much more revealing than mere location
information. They capture the substance of how a person is searching
the Internet. In many circumstances, to adapt media scholar Marshall

McLuhan’s famous maxim, the envelope is the content.!!
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Envelope or Content?

Before the Patriot Act, the question as to whether IP addresses
and URLs were envelope or content information was unresolved.
The U.S. Supreme Court hadn’t looked at the question under the
Fourth Amendment. Only a few lower courts had addressed the Fourth
Amendment issue. As for the statutory law, the Pen Register Act spoke
explicitly in terms of phone calls. It applied only to devices that re-
corded “the numbers dialed . . . on the telephone line.”!?

Enter the Patriot Act. It expanded the definition to all “dial-
ing, routing, addressing, or signaling information” beyond telephone
lines to numerous forms of transmission.'?

What does this change mean? The Patriot Act appeared to ex-
pand the Pen Register Act to include email headers, IP addresses, and
URLs, since they involve “routing” and “addressing” information. In
other words, the Patriot Act appeared to be declaring that email head-
ers, IP addresses, and URLs were all envelope information (Table 4).

Privacy advocates were livid. Treating all addressing and rout-
ing data as envelope information —especially IP addresses and URLs—
was placing them in a category receiving very low protection. In de-

fense of the Patriot Act, however, the law professor Orin Kerr argued

Table 4 The Patriot Act’s View of Envelope and Content

Information
Technology Envelope Content
Postal mail Name and address of Letter

sender and recipient

Phone call Phone number dialed or Spoken communication
received

Email Header (To, From, Cc) Body of email

Web surfing IP addresses, Website text
URLs
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that expanding the Pen Register Act actually increases privacy protec-
tion."* If the Fourth Amendment doesn’t protect email headers, IP
addresses, and URLs (issues that remain unresolved by the U.S. Su-
preme Court), then at least the Pen Register Act provides a small
amount of protection, and something is better than nothing.

On the other hand, the Patriot Act rubbed salt in an existing
wound. The act tried to classify these new technologies as envelope
information, thus professing a resolution to the ongoing debate about
how they should be categorized.

[ronically, the Patriot Act resolved little. Also embedded in
the definition of pen registers was the language (added by the Patriot
Act) that the information they obtain “shall not include the contents of
any communication.”!” If IP addresses and URLs contain content in-
formation, then they’re not covered by the Pen Register Act. But that’s
the very issue that the expanded definition of a pen register was sup-

posed to resolve! In the end, the Patriot Act just begged the question.

Section 215 of the Patriot Act and
National Security Letters

One of the most criticized parts of the Patriot Act is Section 215,

which states:

The Director of the Federal Bureau of Investigation or a desig-
nee of the Director (whose rank shall be no lower than Assistant
Special Agent in Charge) may make an application for an order
requiring the production of any tangible things (including books,
records, papers, documents, and other items) for an investigation
to protect against international terrorism or clandestine intelli-
gence activities, provided that such investigation of a United States
person is not conducted solely upon the basis of activities protect-

ed by the first amendment to the Constitution.!®

This part of the law raised considerable alarm, especially since

it listed “books” and “papers.” Many strongly decried Section 215.
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The American Library Association mounted an extensive campaign
against this provision, raising the concern that it could be used by the
government to obtain a person’s library records. The librarians raised
such a ruckus that their campaign was dubbed the “Attack of the
Angry Librarians.” Congress later enacted a restriction that Section
215 not be used to obtain library records for books (but allowed it for
information about computer use).!”

Section 215 is problematic, but like much of the Patriot Act,
itisn’t all that new. Many similar kinds of provisions already existed in
electronic-surveillance law prior to the act. Before the Patriot Act, sev-
eral federal laws permitted National Security Letters (NSLs), which
function very similarly to Section 215.'8 The recipient of an NSL
must turn over various records and data pertaining to individuals.
NSLs don’t require probable cause, a warrant, or even judicial over-
sight. Compliance is mandatory. According to one estimate, the FBI
issues about thirty thousand NSLs per year.!” Getting rid of the Patriot
Act will only eliminate Section 215; it won’t get rid of NSLs.

Before the Patriot Act, the protection of library records wasn’t
very strong. Most state laws permitted the government to obtain li-
brary records with a mere subpoena.?’ As I've discussed, subpoenas
provide hardly any protection. Certainly, Section 215 provides even

less protection, but the law before Section 215 was far from sufficient.

The Symbolism of the Patriot Act

The Patriot Act has become a lightning rod for all problematic instances
of government information gathering. Certainly, many provisions of
the Patriot Act are problematic, but it is important to realize that the
Patriot Act is a small part of a much larger body of law pertaining to
government surveillance. It is necessary to understand the big picture
of how electronic surveillance law works. The law had severe problems

before the Patriot Act. Repealing the act won't give us back our privacy.
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The Law-and-Technology
Problem and the Leave-It-to-the-
Legislature Argument

uppose the government wants to read my email messages. I'm

an email packrat, saving thousands of messages I send and re-

ceive, and they paint an intricate portrait of my life. Needless
to say, I prefer not to have some government otficial foraging through
my email accounts.

The good news is that there’s an extensive body of federal
statutory law that regulates when and how the government can access
email. Statutes are playing an increasingly important role in regulat-
ing government information gathering. Some commentators contend
that statutes passed by legislatures are much better at regulating new
technologies than are constitutional rights recognized by courts.

So what kind of protection do the federal statutes give me?
Here’s the bad news—the answer is surprisingly difficult. I can’t even
generalize by saying “a lot” or “a little.” All I can say is “it depends.” It
depends upon what kind of email system I'm using. It depends upon
how my email is stored. And it depends upon how courts will inter-
pret statutes written long before email was in widespread popular use.
Later on, I'll walk you through the answer just to make your head spin.

The question of what kind of privacy protection the federal

statutes give to email should be an easy one to resolve. Email has be-
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come one of the most ubiquitous modes of communication today.
How can there not be an easy answer?

The reason is that the law struggles in dealing with new tech-
nology. Those who favor statutes argue that legislatures do a better job
than courts. But judges and legislators can be equally inept when
crafting rules to deal with developing technologies. The solution isn’t
to say “leave it to the legislature” or “leave it to the courts” but for both
legislatures and courts to cooperate in creating rules that can grow
and evolve as technology develops.

In this chapter, I critique the leave-it-to-the-legislature argu-
ment and explore how we should deal with changing technology. 1f
every rule we pass becomes obsolete a year afterward, the law will al-
ways be huffing and puffing to catch up, and it never will. Can we fix

this problem? I argue that we can.

The Leave-It-to-the-Legislature Argument

Orin Kerr, a leading expert on electronic-surveillance law, contends
that legislatures are better than courts at creating rules involving new
technologies.! Kerr concludes that courts should defer to legislatures
in these situations. He reasons that legislatures create more compre-
hensive rules than judges applying the Fourth Amendment, that stat-
utes are clearer than Fourth Amendment law, and that legislatures are
better able to keep up with technological changes than judges.

Kerr is wrong on all counts. First, the statutes aren’t more
comprehensive than Fourth Amendment protection. Congress has
failed to regulate many new technologies. Where’s the regulation on
global positioning systems, which can be used to track people’s move-
ments? On satellite surveillance? On radio frequency identification
devices? On thermal imaging devices, which can detect movement
inside buildings based on heat patterns?

Although Congress has passed laws to regulate government
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access to the extensive digital dossiers about us stored in various com-
puter systems, there are many gaps in these laws. Although at least two
statutes regulate government access to financial data, there are many
situations where financial data is unprotected, such as when the infor-
mation is held by employers, landlords, merchants, creditors, data-
base companies, and others.> The statutes focus on who is holding the
information, rather than on the information itself. The same piece of
information can be protected if held by one third party and com-
pletely unprotected if held by a different third party. Thus the statu-
tory regulation of new technologies is hardly comprehensive, and
where there is protection, it is riddled with holes.

Second, the statutes are just as unclear as the Fourth Amendment
—perhaps even more so. Indeed, Kerr admits that federal electronic
surveillance statutes are “famously complex, if not entirely impenetra-
ble.”* Courts have described these statutes as caught up in a “fog,” “con-
voluted,” “fraught with trip wires,” and “confusing and uncertain.”

Third, legislatures aren’t better than courts at crafting rules to
deal with changing technology. According to Kerr, courts, unlike leg-
islatures, “cannot update rules quickly as technology shifts.”® But
Congress has failed in this regard as well. During the development of
the Internet, email, and the dizzying array of other new technologies
throughout the past quarter-century, Congress made only a few major
revisions to electronic-surveillance law. And though the invention of
the telephone and the rise of wiretapping occurred in the late nine-
teenth century, Congress didn’t regulate wiretapping until 1934. That
statute quickly proved to be ineffective, and it accomplished the
amazing feat of earning the scorn of privacy advocates as well as law-
enforcement officials.” Finally, in 1968, Congress reworked the law of
wiretapping, and the law regulating the telephone was at long last in
decent shape.

Then came the rise of computers. The next major overhaul

was in 1986, when Congress realized that computers were here to stay
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and needed to be included in the law of electronic surveillance. So it
passed the Electronic Communications Privacy Act (ECPA). And
then . . . nothing. There were some laws that made changes here and
there, but the basic structure of protections for the Internet and email
remained largely unchanged during the next twenty-five years. The
Patriot Act of 2001 made the most significant changes, but these were
more tweaks rather than a major structural overhaul.

Thus the framework for the electronic-surveillance law we
have today is based on ECPA from 1986. Back then, I was using an
Apple Ile computer, with a clunky monochrome monitor, a floppy
disk drive, and barely enough memory to store a paper longer than
twenty pages. I didn’t even know about email or the Internet. Need-
less to say, a lot has changed since then.

If anything, the historical record suggests that Congress is ac-
tually far worse than the courts in reacting to new technologies. This
history shouldn’t be surprising. Indeed, it is hard to imagine Congress
keeping statutes up to date. Federal legislation is not easy to pass, and
it usually takes a dramatic event to spark interest in creating or updat-
ing a law. In contrast, courts must get involved every time an issue
arises in a case. As a result, issues are likely to be addressed with more

frequency in the courts than in Congress.

So Is My Email Protected or Not?

[ opened this chapter with a question: What kind of protection do the
federal statutes provide when the government wants to read my email?
The answer is immensely complicated. There are at least three stat-
utes that regulate email, and all are part of ECPA—the Wiretap Act,
the Stored Communications Act, and the Pen Register Act. Each pro-
vides very different levels of protection.

The Wiretap Act governs communications intercepted while

in transmission. A classic example is a wiretap of a phone conversa-
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tion. The Wiretap Act requires the government to obtain a warrant
supported by probable cause, and it has strict penalties for violations.®
It has other restrictions too, making it even stronger than the Fourth
Amendment.

The Stored Communications Act regulates communications
in “electronic storage.”” It governs law-enforcement access to sub-
scriber records of various communications service providers, such as
ISPs. It provides a medium level of protection, which in most cases
isn’t as strong as warrants supported by probable cause.

The Pen Register Act regulates the government’s access to rout-
ing and addressing information. The act provides a very low level of pro-
tection, significantly weaker than warrants supported by probable cause.!’

Depending upon the type of email I use, how it is stored, and
how the government tries to access it, it will be covered by the Wire-
tap Act, various parts of the Stored Communications Act, the Pen
Register Act, or none of the above.

The Wiretap Act protects against the government eavesdrop-
ping on communications while in transit. Suppose I call you on the
phone, and the government taps the line and listens in. The strong
protections of the Wiretap Act will regulate the government.

Now suppose I send an email to you, and the government
reads it before you receive it. Does the Wiretap Act apply? Maybe.
Email travels differently than do phone calls. When I send you an
email, it goes to an ISP, where it sits until you download it. If the gov-
ernment gets it while it is traveling from my computer to the ISP, or
from the ISP to your computer, then the Wiretap Act’s protections
will probably apply. But what if the government gets the email while
it is sitting on the ISP’s server, waiting for you to download it? Now it’s
stored, and it isn’t covered by the Wiretap Act but instead is protected
by the Stored Communications Act, which provides lesser protections.

What if the government wants to obtain my webmail? I ac-

cess my work email messages from my Web browser rather than
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download them to my computer. I also have a Gmail account and
Yahoo email account. I keep a lot of archived messages in these ac-
counts long after I've read them. The Stored Communications Act pro-
tects communications in “electronic storage,” so it seemingly applies.

But the answer isn’t that easy. Webmail doesn’t readily fit into
the statutory framework designed long before most other forms of
webmail existed. The Stored Communications Act categorizes com-
puting services into two types—an “electronic communications ser-
vice” (ECS) for email and a “remote computing service” (RCS) for
data processing and storage. These categories get different levels of
protection, with an ECS getting more protection than an RCS. I
won’t bore you with the definitions of these categories, but they are
quite technical, and there are many debates about whether modern
technologies such as cloud computing are an ECS, an RCS, or neither.

Common sense would suggest that webmail is an ECS be-
cause it is an email service and email is stored electronically. But
“electronic storage” is defined as “any temporary, intermediate stor-
age” that is “incidental” to the communication and “any storage of
such communication by an electronic communications service for
purpose of backup protection of such communication.”!! The lan-
guage is clunky and confusing. It is clear that email sitting on the
[SP’s server waiting to be downloaded is in “electronic storage,” which
is what the drafters of the statute had in mind. The law was written in
the days when people accessed their email by dialing in with a modem
and downloading it to their computers. No matter how prescient, the
members of Congress could not predict that a company like Google
would come along and offer people free email accounts with many
gigabytes of storage space. Even one gigabyte of storage would have
been an extravagant luxury back in 1986, and such vast volumes being
doled out faster than land in the Old West would have struck mem-
bers of Congress as the stuff of science fiction.

Because messages are stored indefinitely in a person’s web-
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mail, according to the Department of Justice’s interpretation, the
email is no longer in temporary storage and is “simply a remotely
stored file.”!? And email messages might not be stored for “backup
protection” because that was meant as backup protection for ISPs, not
by a person for her own personal use.!?

Therefore, under this view, my use of webmail to archive
messages doesn’t fall within the definition of an ECS. Maybe it’s an
RCS then, subject to weaker protections, though even that isn’t clear.
Based on the practices back in 1986, the law says that if a provider of
computer storage accesses people’s content for anything except “stor-
age or computer processing,” then it is no longer an RCS. Gmail and
other webmail services access people’s content to deliver advertise-
ments, so they might not be an RCS.

And there’s more. Email headers—the to/from lines of my
email —are regulated by a different statute —the Pen Register Act. I
could go on, but I'll spare you further details. My purpose has been to
demonstrate that trying to fit ever-changing technologies into anti-

quated rules can become confusing and counterproductive.

Solving the Law-and-Technology Problem

The law-and-technology problem can’t readily be solved by favoring
legislatures over courts or vice versa. The problem stems from the way
legal rules are created. Laws must have suthcient breadth and flexibil-
ity to deal with rapidly evolving technology. The electronic-surveil-
lance statutes were built too closely around existing technology at the
time, a guarantee that they would become outdated as technology
evolved. As a result, the degree of protection that information receives
from certain forms of government information gathering often turns
not on how problematic the governmental intrusion is but on legal
technicalities.

Under this state of affairs, law enforcement cleverly uses new
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technologies to avoid triggering strong statutory privacy protections.
Often these technologies are quite invasive, but the debate seems to
turn on whether the surveillance fits into a framework developed de-
cades before these technologies were created or matured into their
current form.

In one case, for example, the FBI wanted to figure out the
alleged mobster Nicky Scarfo’s password to his computer. Agents in-
stalled a device known as a key logger system on his computer to re-
cord his keystrokes. With the keystroke-logging device, the FBI was
able to figure out Scarfo’s password—which turned out to be the
prison number of his father, Nicky Scarfo, Sr. Scarfo argued that the
keystroke logger was akin to a wiretap and therefore the Wiretap Act
should apply. But the FBI was clever when it designed the device.
The key logger system would record keystrokes only when Scarfo was
offline. The device thus didn’t capture any communication in tran-
sit."* This seems like an end-run around the law.

Lost amid the labyrinthine task of applying ECPA’s complex
provisions is the question of whether new technologies contravene
the appropriate balance between effective law enforcement and pri-
vacy. Basic principles are lost in the shuffle. But principles should
guide technology, not vice versa. Instead of pondering statutory puz-
zles, the law should focus on the real issues at stake: Does a particular
technology pose a threat to privacy? What are the dangers? How
might they be mitigated or controlled?

We need a surveillance law that is flexible enough to respond
to emerging technologies, and to do so it must begin with basic prin-
ciples. As I argued in Chapter 4, courts shouldn’t defer to legislatures.
Instead, as I contended in Chapter 12, courts should recognize a
broad scope of Fourth Amendment protection. I referred to this as the
Coverage Question, and I recommended that the Fourth Amend-
ment should regulate whenever government information gathering

caused problems of reasonable significance.
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What kind of broad principles should courts derive from the
Fourth Amendment? This is an issue that falls under what I call the
Procedure Question, which involves the kind of oversight and regula-
tion the Fourth Amendment should provide. I suggest at least three

basic principles for regulating privacy and security:

1. Minimize gathering and use. The government should seek to min-
imize the extent to which it gathers personal information be-
yond what is needed for security purposes. The future uses of
data must be limited so that data collected for one purpose isn’t
someday unexpectedly used for an unrelated purpose. And data
should be deleted after a reasonable period of time.

2. Particularized suspicion. The government should restrict its infor-
mation gathering to circumstances involving particularized
suspicion. As I argued in Chapter 13, dragnet searches should
be restricted.

3. Oversight. Government information gathering and use must be
subjected to meaningful oversight. Government officials must
be supervised to ensure that they keep their activities circum-
scribed, prevent abuses of power, and remain accountable for

their behavior.

These are broad principles. The role of legislatures should be
to fill in the details. Courts should be respectful of statutes if they
meet the general principles of the Fourth Amendment. Courts
shouldn’t hold law-enforcement activity invalid simply because it
wasn’t conducted according to the regular Fourth Amendment rules
that courts have established. Courts should accept statutory provi-
sions that depart from judicially created Fourth Amendment rules as
long as they satisfy Fourth Amendment principles. Courts shouldn’t
have a monopoly on crafting the rules, and this is where courts and
legislatures can establish a useful dialogue.!®

Electronic-surveillance statutes should be rewritten with a
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new baseline. Currently, many forms of government information
gathering involving electronic communications and surveillance fall
outside statutory protection because the new technologies don'’t fit.
The current baseline is that unless something fits, it's not protected.
The baseline should be shifted to the opposite approach, one that is
broad and inclusive. The law should regulate all forms of government
information gathering unless specifically exempted. The starting
point should be a requirement of a warrant supported by probable
cause for most forms of government information gathering.!® This
should be the general rule, with specific exceptions authorizing ac-
cess under less strict standards enumerated in the statute.

The key aspect of this approach is that it refocuses the debate.
The discussion will be about the specific instances where warrants are
too cumbersome, rather than over technicalities. As technology con-
tinues to develop, the burden should be on law-enforcement officials
to convince Congress that a new device doesn’t threaten privacy and
that they should be authorized to use it without obtaining a warrant.
The problem with the current law is that the FBI can try out new
technologies in secret. Unless these technologies are reported to the
public, which sometimes sparks an outcry, there will be little pressure
on Congress to investigate them and determine whether to enact pro-
tections. Placing the burden on law enforcement to lobby Congress to
use new technology would ensure necessary debate and discussion
about the costs and benefits of these technologies.

What makes this simple approach preferable is that it is more
adaptable to changing technology than the highly technical provisions
of much of current wiretap law. It allows law enforcement to engage

in surveillance while keeping it circumscribed and accountable.
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No-Privacy-in-Public Argument

n the 1998 movie Enemy of the State, Will Smith plays an unwit-
ting recipient of evidence of a crime by a corrupt National Se-
curity Agency official. He is placed under ruthless surveillance,
caught everywhere on camera, watched by satellites, tracked by homing
devices. Far from the stuff of hyperactive Hollywood imagination,
much of the surveillance technology in the movie is fact, not fiction.

Across the pond in the United Kingdom, more than four million
surveillance cameras stand guard over nearly every square inch of Lon-
don, as well as other metropolitan areas. Begun in 1994 in response to a
series of terrorist bombings, the surveillance system consists of video cam-
eras monitored by officials via closed-circuit television —called CCTV.!

Can such a system be implemented in the United States? “We've
got a Constitution,” one might say, “and the U.K. doesn’t. The gov-
ernment can’t do that kind of thing in America.”

But this is wrong. The government can do it and is doing it. Un-
like the centralized system in the United Kingdom, the surveillance in
the United States is more fragmented. But it is growing. Government
surveillance cameras are being installed in public places all the time.
Washington, D.C., now has more than forty-eight hundred government

surveillance cameras, and Chicago has seven hundred. In 2006 a report
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indicated that 25 percent of U.S. cities were investing in surveillance
camera systems, and since then the number has continued to increase.?

Will the Fourth Amendment regulate it? What about all the
electronic-surveillance statutes? The answer is no. Public video sur-
veillance falls outside the protection of the Fourth Amendment and
electronic-surveillance law. In this chapter, I argue that public video

surveillance should be regulated.

Why Doesn’t the Law Regulate
Public Video Surveillance?

Listening vs. Watching

Suppose you're sitting outside at a café chatting with your
friend. The government installs a bugging device and records your
conversation. Do the electronic-surveillance statutes provide protection?

Yes. The Wiretap Act will protect you from clandestine bug-
ging. It kicks in when you have an expectation that you're not being
secretly bugged or recorded.” The fact that you're out in public and a
few others can overhear you doesn’t matter—you're still protected.

Now suppose the government sets up a hidden camera from
a van parked on the curb next to the tables. Clever government offi-
cials record you and your friend on video, then hire a skilled lip-reader
to decipher the conversation. Are you protected by the Wiretap Act?

This time, you're out of luck. Silent video surveillance is not
covered under the Wiretap Act’s bugging protections because it
doesn’t involve a human voice.* So youre not protected —unless
youre a foreign spy. Then the government needs a court order to
place you under surveillance. Ironically, the Foreign Intelligence
Surveillance Act (FISA) regulates video surveillance of foreign agents.
The government must submit “a detailed description of the nature of

the information sought and the type of communications or activities
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to be subjected to the surveillance.” Moreover, the government must
certify “that such information cannot reasonably be obtained by nor-
mal investigative techniques.”” Foreign agents therefore receive pro-
tection against silent video surveillance, but U.S. citizens don't.

The electronic-surveillance statutes strongly protect against the
government’s eavesdropping on your conversations but don’t protect
against the government’s watching you. This distinction doesn’t make a
lot of sense. Video surveillance involves similar threats to privacy as
audio surveillance. As one court noted: “Television surveillance is iden-
tical in its indiscriminate character to wiretapping and bugging. It is
even more invasive of privacy, just as a strip search is more invasive than
a pat-down search, but it is not more indiscriminate: the microphone is
as ‘dumb’ as the television camera; both devices pick up anything
within their electronic reach, however irrelevant to the investigation.”

As another court observed, “video surveillance can be vastly
more intrusive [than audio surveillance], as demonstrated by the sur-
veillance in this case that recorded a person masturbating before the
hidden camera.”’

The reason the law protects listening instead of watching is
that Congress often crafts laws narrowly. When it passed the Wiretap
Act in 1968, Congress didn’t think of regulating surveillance in all its
forms—it focused on audio surveillance, such as bugging and wire-
tapping. In 1986, when it revised the law with the Electronic Com-
munication Privacy Act, it expanded its scope to email. Congress was
focusing on protecting communications, not on regulating surveil-

lance in all its forms.

The Secrecy Paradigm

Suppose you're in public and the government records your
activities with a surveillance camera. Does the Fourth Amendment

protect you?
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No. The Fourth Amendment protects you only when you
have a reasonable expectation of privacy, and the Supreme Court
has held that when you can be overheard in public, you can’t expect
privacy.

The current Fourth Amendment law of video surveillance
distinguishes between surveillance in private places and surveillance
in public places. Surveillance in private places is protected, but sur-
veillance in public places is not. The law has a particular view of pri-
vacy, one I called the “secrecy paradigm” in Chapter 10. The law is
obsessed with secrecy—if something occurs in secret, hidden away
from others, concealed from the world, then it is considered “private”
and given legal protection. If something is exposed to others or done
in public, then it’s no longer secret and isn’t given legal protection.

The law seems to have in mind the frightening world of
George Orwell’s Big Brother, where all people had telescreens in-
stalled in their homes. As people watched TV, the government could
watch them.® The Fourth Amendment will protect you against the
government installing a telescreen in your house, so you're safe from
Orwellian dystopia. But it won’t protect you beyond the small zone in
which you live in secrecy.

To illustrate how potent the secrecy paradigm is, suppose the
government launches a new satellite and surveillance camera system
that can track and record all citizens’ activities in public throughout
their lifetimes. Any Fourth Amendment protection?

No. In California v. Ciraolo, the Court held that while in
public, people lack a reasonable expectation of privacy from visual
observation from above.” The government could record everything
you do in public from your birth to death, and the Fourth Amend-
ment would be completely inapplicable. Indeed, the government could
continuously record everything all three hundred million citizens do
in public, and the Fourth Amendment would provide no protection.

So here’s where the law stands. The Fourth Amendment
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will provide you with protection only when you’re at home or in a
private place. If youre in park or at a store or restaurant, you have no
Fourth Amendment protection from video surveillance. The electronic-

surveillance statutes will protect you only if you're a foreign spy.

Regulating Surveillance
Abandoning the Secrecy Paradigm

Should we have more protection against public video surveil-
lance? Many argue that people shouldn’t expect privacy in public. “If
you're out in the open, how can you possibly expect to be private?”
one might ask.

This is the logic of the secrecy paradigm. The problem with the
secrecy paradigm is that we do expect some degree of privacy in pub-
lic. We don’t expect total secrecy, but we also don’t expect somebody
to be recording everything we do. Most of the time, when we're out
and about, nobody’s paying any special attention to us. We do many
private things in public, such as buy medications and hygiene prod-
ucts in drug stores and browse books and magazines in bookstores.
We expect a kind of practical obscurity—to be just another face in the
crowd. !’

Video surveillance is problematic regardless of whether it oc-
curs in private or in public. Even in public places, surveillance can
lead to self-censorship and inhibition.!! As the legal scholar Julie
Cohen puts it, “Pervasive monitoring of every first move or false start
will, at the margin, incline choices toward the bland and the main-
stream.”!?

Surveillance limits our freedom. It can tie us to our past by
creating a trail of information about us. It can make it difficult for us
to speak anonymously. It can make our behavior less spontaneous and

make us more self-conscious about where we go and what we do.!?
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Surveillance’s inhibitory effects are especially potent when people are
engaging in political protest or dissent. People can face persecution,
public sanction, and blacklisting for their unpopular political beliefs.
Surveillance can make associating with disfavored groups and causes
all the more difficult and precarious.

Surveillance is a sweeping form of investigatory power. It ex-
tends beyond a search, for it records behavior, social interaction, and
everything that a person says and does. Rather than a targeted query
for information, surveillance is often akin to a dragnet search, which
can ensnare a significant amount of data beyond that which was orig-
inally sought. Moreover, unlike a typical search, which is often per-
formed in a once-and-done fashion, electronic surveillance goes on
continuously.

Surveillance gives significant power to the watchers. Part of
the harm is not simply in being watched but in the lack of control that
people have over the watchers. Surveillance creates the need to worry
about the judgment of the watchers. Will our confidential informa-
tion be revealed? What will be done with the information gleaned
from surveillance?

The government could develop a repository of information
about citizens and then use any instances of infraction as a pretext to
target people for their words or for their political beliefs and activities.
The government could also use any embarrassing information it ob-
tained from the surveillance to blackmail people. Government offi-
cials could leak such information either through carelessness or in-
tentionally as a way to smear or otherwise retaliate against a person. In
one case in the United Kingdom, a person was caught on CCTV at-
tempting suicide by slitting his wrists. The attempt was foiled. The
footage was given to a TV show called Crime Beat, which broadcast
the incident without obscuring the subject’s face.!

All of these problems occur with surveillance regardless of

whether it occurs in public or private. When figuring out whether to
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regulate something, I believe it is best to begin by looking at the prob-
lems and then crafting regulation to address them. Instead of blindly
following the secrecy paradigm or other theories of privacy, we should
first ask: Are there any problems? If the answer is yes, then we should
ask further: What can the law do to fix or minimize these problems?
Whether in public or in private, government surveillance can
chill speech, dissent, and association; it provides great power to the
watchers; it can be abused. The law should face these problems and

get to work on fixing them.

Watching the Watchers

Defenders of surveillance cameras argue that they deter
crime. But studies show that the cameras don’t have particularly good
success. For example, a study of sixty-eight surveillance cameras in
Berkeley, California, demonstrated a decrease in property crimes
near the cameras. Violent crimes also decreased near the cameras but
increased away from them, suggesting that the cameras just shifted
the crime geographically rather than eliminating it." A study done of
the United Kingdom’s CCTV system indicates that the cameras had
“no overall effect on all relevant crime viewed collectively.”® The
study, which was commissioned by the government, also found that
the cameras failed to reduce people’s fear of being victimized by crime.

When people attack surveillance cameras for failing to deter
crime, defenders often respond that theyre useful in solving crime.
Indeed, CCTV cameras caught the London subway bombers on
video. On television news shows and on crime shows, we often see
surveillance camera footage of criminals caught in the act. Debates
about surveillance cameras typically pit the benefits of the cameras
against privacy concerns.

But this is an example of the all-or-nothing fallacy I refuted in

Chapter 3. Regulating surveillance doesn’t mean abolishing it. There’s

180



No Privacy in Public?

a famous saying about surveillance: “Who will watch the watchers?”
We must ensure that those engaging in surveillance are regulated and
accountable.

Therefore, I recommend the following guidelines for video sur-

veillance:

1. Accountability and transparency. All video surveillance should be
subjected to oversight and review. Data should be kept about the
performance and effectiveness of the surveillance, as well as of
any abuses and problems.

2. Strong penalties for abuses. Any leaks or misuses of video sur-
veillance information should be subject to strong penalties.

3. Deletion of old data. Video surveillance data shouldn’t be main-
tained indefinitely. It should be deleted after a period of time.
This prevents future misuse.

4. Prevention of mission creep. “Mission creep” refers to the phe-
nomenon of a task’s growing beyond its original parameters. In
the case of video surveillance, it means data collected for one
purpose coming to be used for other purposes, or technologies
installed for one purpose later being used for another. The
purposes of surveillance should be specified in advance, and
data collected via surveillance should be used only for those
purposes. Any new uses of the data must be approved by a court,
and only after the government demonstrates that the benefits of
the uses outweigh any harms to privacy and civil liberties.

5. Protection of First Amendment rights. Video surveillance data
involving speech, protest, political association, religion, and the
exploration of ideas and knowledge should be subject to the
most stringent of protections. The government must avoid using

this data except under the most compelling circumstances.
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Should the Government Engage
in Data Mining?

like to shop on Amazon.com. Every time I visit Amazon.com,

they say to me: “Welcome, Daniel.” They know me by name! And

then they say: “We've got recommendations for you.” I love their
recommendations. They suggest various books and products I might
like, and they're pretty good at it.

Amazon.com’s recommendations are the product of a form
of “data mining.” Data mining involves creating profiles by amassing
personal data and then analyzing it for nuggets of wisdom about indi-
viduals. Amazon looks at my buying pattern and compares it to simi-
lar patterns of other people. If I bought a Lord of the Rings movie, it
might recommend a Harry Potter movie. Why? Because a high percen-
tage of people buying a Lord of the Rings movie also bought a Harry
Potter movie. Despite our desire to be authentic and unique, we're
often similar to other people, and were frequently quite predictable.

Some government officials think that if data mining works so
well for Amazon and other companies, then it might work well for law
enforcement. If data mining can predict whether I'm likely to buy a
Harry Potter movie, maybe it can also predict whether 'm likely to
commit a crime or engage in terrorism.

Generally, law enforcement is investigative, focusing on ap-
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prehending perpetrators of past crimes. When it comes to terrorism,
law enforcement shifts to being more preventative, seeking to identify
terrorists before they act. This is why the government has become
interested in data mining—to predict who might conduct a future
terrorist attack.

Proponents of data mining argue that examining information
for patterns will greatly assist in locating terrorists because certain
characteristics and behaviors are likely to be associated with terrorist
activity. As Judge Richard Posner argues, in “an era of global terrorism
and proliferation of weapons of mass destruction, the government has a
compelling need to gather, pool, sift, and search vast quantities of
information, much of it personal.”!

Data mining supporters contend that because it involves
computers analyzing data, the information is rarely seen by humans,
so there’s no privacy harm. They also argue that there’s no privacy
harm because much of the data already exists in databases, so nothing
new is being disclosed. And as the law professor Eric Goldman ar-
gues, in many cases people don’t even know their data is being ana-
lyzed. He declares: “This situation brings to mind the ancient Zen
parable: if a tree falls in a forest and no one is around to hear it, does
it make a sound?”?

Should the government engage in data mining? In this chap-

ter, I'll explain when it should and when it shouldn’t.

The Rise of Government Data Mining

In 2002 the Department of Defense, under the guidance of Admiral
John Poindexter, began developing a data mining project called Total
Information Awareness (TIA). Under the TIA program, the govern-
ment planned to assemble a massive database consisting of financial,
educational, health, and other information on U.S. citizens, which

would later be analyzed to single out people matching a terrorist pro-
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Figure 2. The (defunct) TIA logo

file. According to Poindexter, terrorists can be caught by looking at
“patterns of activity that are based on observations from past terrorist
attacks.”?

The TIA program had its own website, with a slick logo (Fig-
ure 2). At the top of the pyramid was an eye, with beams of light ema-
nating from it and illuminating the globe. Toward the bottom, in
Latin, was the motto: “Knowledge is power.”

Media reports about the program sparked a public outcry.
The late William Safire, then a conservative columnist for the New
York Times, led the charge. He declared that Poindexter “is deter-
mined to break down the wall between commercial snooping and
secret government intrusion. . . . And he has been given a $200 mil-
lion budget to create computer dossiers on 300 million Americans.”*

Caught in the headlights, the Department of Defense quickly
dropped the logo, changed the name of the program to Terrorism
Information Awareness, and promised to protect privacy. But it was too
late. Outrage about the program reached such a fever pitch that the
Senate voted unanimously to deny it funding. TIA had been slain.’

But TIA didn’t really die. Instead, it lived on in various proj-
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ects with obscure names such as Basketball, Genoa II, and Topsail.
Unlike TIA, which had its own website, these projects are signifi-
cantly more clandestine.®

What lesson did the government learn from the public outrage
at TIA? Did it learn that engaging in a massive data mining project
raises substantial public concerns and shouldn’t be done without ad-
equate oversight, limitation, and protection of privacy? No. Instead, it
learned to keep the data mining projects more hidden, to name them
more innocuously, and not to have a website or a totalitarian logo.

Beyond TIA and its spin-offs, the government has been devel-
oping other data mining programs. One government report noted
that “TTA was not the tip of the iceberg, but rather one small speci-
men in a sea of icebergs.”” Following the September 11 attacks, the
Transportation Security Administration, with the help of the FBI, has
been developing a program to mine data about airline passengers to
determine who should be allowed to fly, selected for extra screening,
or denied the right to board an aircraft. Countless other data mining
programs are being used or developed—about two hundred accord-

ing to one report.®

The Problems of Data Mining

Defenders of data mining insist that it causes only minimal privacy

harms. As Richard Posner argues:

The collection, mainly through electronic means, of vast amounts
of personal data is said to invade privacy. But machine collection
and processing of data cannot, as such, invade privacy. Because of
their volume, the data are first sifted by computers, which search
for names, addresses, phone numbers, etc., that may have intelli-
gence value. This initial sifting, far from invading privacy (a com-
puter is not a sentient being), keeps most private data from being
read by any intelligence officer.”
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The potential harm from data mining, according to Posner, is
use of the information to blackmail an “administration’s critics and

political opponents” or to “ridicule or embarrass.”!"

This argument
defines the privacy problems with data mining in narrow ways that
neglect to account for the full panoply of problems created by the
practice. Posner focuses on the problems of disclosure and the threat
of disclosure (blackmail). But data mining involves many other kinds

of problems, which I'll now discuss.

Inaccuracy

Data mining isn’t very accurate in the behavioral predictions
it makes. The difficulty is that while patterns repeat themselves, they
don’t do so with perfect regularity. We can be fairly confident in pre-
dicting that gravity will still work tomorrow. But predicting the
weather isn’t as easy—and certainly, human behavior is far more un-
predictable than the weather.

Consider the following profiles:

1. “John” was a young man who was born and raised in Egypt. His
parents were Muslim, though not strongly religious. His father
was a successful attorney and his mother came from a wealthy
family. He had two sisters, one of whom became a doctor, the
other a professor. John studied architecture at Cairo University.
He later lived in Germany and worked at an urban-planning
firm. He had a number of close friends, and he lived with
roommates. He increasingly became more religious, eventually
founding a prayer group. After five years in Germany, he came
to the United States. He decided to enroll in flying school to
learn how to fly airplanes.!!

2. “Matt” was a young man who was born and raised near Buffalo,

New York. His parents were Catholic, but Matt later became an
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agnostic. He had two sisters. His parents were middle class, and
his father worked at a General Motors factory. He was a good
student in high school, but he dropped out of college. He liked
to collect guns, and he strongly believed in gun rights. Matt
enjoyed computer programming. He enlisted in the U.S. Army.
After leaving the army, he worked as a security guard. He main-
tained close ties with several friends he met in the army.!?

3. “Bill” was a middle-aged man born in Chicago to middle-class
parents. He was admitted at an early age to Harvard. He re-
ceived a Ph.D. in math from Michigan, and then became a
professor at Berkeley. He later quit the professorship and moved
to a cabin in the woods. He enjoyed reading history books, riding

his bike, and gardening.!®

“John” is Mohammed Atta, the ringleader of the September
11 attacks. “Matt” is Timothy McVeigh, who bombed the Alfred P.
Murrah Federal Building in Oklahoma City in 1995, killing 168 peo-
ple. “Bill” is Theodore Kaczynski, the Unabomber, who mailed bombs
to people for a period of nearly twenty years. These three individuals
had very different backgrounds and beliefs. Atta had radicalized Is-
lamic beliefs, McVeigh was an agnostic who believed the power of the
U.S. government was running amok, and Kaczynski was an atheist
who hated modern technology and industry.

Terrorists come not in just one flavor but in many, making it
more difficult to construct an accurate profile. Atta, McVeigh, and
Kaczynski had vastly different political beliefs, childhoods, families,
socioeconomic backgrounds, levels of intelligence, and religions. In-
terestingly, all came from apparently normal families. Many other
individuals have similar backgrounds, similar religious and political
beliefs, and similar behavior patterns, but no desire to commit terror-
ist acts.

The things terrorists of the future do may be similar to the
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things done by terrorists of the past, but they also may be different. By
focusing on patterns based on past experience, we may ignore new
characteristics and behaviors of the terrorists of the future.'*

Data mining proponents might reply that although not all
terrorists repeat the past, they nonetheless might have some things
in common, so looking at behavior patterns might still help us iden-
tify them. The problem is that even if data mining identifies some
terrorists correctly, it is effective only if it doesn’t have too many “false
positives” —people who fit the profile but who aren’t terrorists.

More than two million people fly each day worldwide.” A
data mining program to identify terrorists with a false positive rate of
1 percent (which would be exceptionally low for such a program)
would flag more than twenty thousand false positives every day. This
is quite a large number of innocent people who will be wrongly
snagged by the system. !

Why is the government so interested in data mining when the
accuracy and workability of the practice remain uncertain? Part of the
government’s interest in data mining stems from the aggressive mar-
keting efforts of database companies. After September 11, database
companies met with government officials and made a persuasive
pitch about the virtues of data mining.!” The technology, which often
works quite well in the commercial setting, can sound dazzling when
presented by skillful marketers.

The problem, however, is that just because data mining
might be effective for businesses trying to predict customer behavior,
it isn’t necessarily effective for government officials trying to predict
who will engage in terrorism. A high level of accuracy is not essen-
tial when data mining is used by businesses to target marketing for
consumers, because the cost of error to individuals is minimal. If
Amazon.com makes a poor book recommendation to me, there’s lit-
tle harm. I just move on to the next recommendation. But the conse-

quences of government data mining are vastly greater: being singled
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out for extra investigation, repeatedly being subjected to extra screen-
ing at the airport, being stranded while on a no-fly list, or even being

arrested.

First Amendment Concerns

Another potential threat posed by data mining is that it can
target people based on their First Amendment—protected activities,
an issue I discussed in Chapter 15. Suspicious profiles might involve
information about people’s free speech, free association, or religious
activity. Singling people out for extra investigation, for denial of the
right to travel by plane, or for inclusion in a suspicious-persons black-
list is more troubling if the action is based even in part on protected
First Amendment activities. How do we know that the profiles aren’t
based on a person’s free expression? What if a person is singled out for
extra investigation based on his unpopular political views? How do we
know that the profiles aren’t based upon a person’s religious activity?
If people are members of unpopular political groups, do they get sin-
gled out for extra screening at the airport?

Information gathering about First Amendment—protected ac-
tivities involving people’s reading habits and speech might chill the
exercise of these rights. There doesn’t need to be a leak to deter peo-
ple from reading unpopular books or saying unpopular things. People
might be deterred by the fact that the government can readily learn
about what a person reads and says—and that the government might
mine this data to make predictions about a person’s behavior.

Suppose I perform the following searches on Google about
ricin, a poison made from castor beans that can be lethal if ingested

or inhaled:

obtain ricin

where to buy castor beans
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lethal dosage of ricin
how to administer ricin

how to make ricin from castor beans

Suppose I also buy a book on Amazon called The Idiot’s
Guide to Using Poison. Looks quite suspicious, doesn’t it? But I have
an innocent explanation: I'm writing a novel about a character who
murders someone with ricin. Although I have no intent to do evil, I
certainly wouldn’t want some nervous government law-enforcement
officials to see my activities. Nor would I want some computer to start
beeping because of my odd buying and Web-surfing behavior. Even
though there’s an innocent explanation, I shouldn’t have to worry
about explaining myself or being subjected to an investigation or extra
scrutiny at the airport.

Perhaps I might be undeterred and still do the searches and
buy the book. But not everyone would feel as comfortable. Some
people might refrain from researching ricin or other things because of
a fear of potential consequences, and that’s a problem in a society that

values robust freedom to speak, write, and read.

Equality

Data mining also implicates the principle that people should
be treated equally under the law regardless of their race, ethnicity, or
religion. How do we know the extent to which race or ethnicity is
used in the profiles?

Some argue that data mining helps to eliminate stereotyping
and discrimination. Computers can minimize the human element,
thus preventing bias and racism from entering into the process.!®
Whereas some data mining techniques involve a human-created
profile of a terrorist and seek to identify people who match the profile,

other data mining techniques ostensibly let the computer compose
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the profile by analyzing patterns of behavior from known terrorists.
Even this technique, however, involves human judgment. Somebody
has to make the initial judgment about who qualifies as a known ter-
rorist and who does not. Profiles can contain pernicious assumptions
hidden in the architecture of computer code and embedded in algo-
rithms so that they appear to be the decision of neutral computers.
On the other hand, one might argue, profiling via data min-
ing might be better than the alternatives. The legal scholar Frederick
Schauer aptly notes that there is no escape from profiling, for without
data mining, officials will be making their own subjective judgments
about who is suspicious. These judgments are based on an implicit
profile, though one that isn’t overt and articulated. “['T'he issue is not
about whether to use profiles or not but instead about whether to use
(or to prefer) formal written profiles or informal unwritten ones.”!’
Although it is true that formal profiles constructed in advance have
their virtues over discretionary profiling by officials, formal profiles
contain some disadvantages. They are more systematic than the dis-
cretionary approach, thus compounding the effects of information
tied to race, ethnicity, religion, speech, or other factors that might be
problematic. Those profiling informally are subject to scrutiny, as
they have to answer in court about why they believed a person was
suspicious. Data mining, however, lacks such transparency, a prob-
lem I will discuss later. Formal written profiles cease to have an
advantage over informal unwritten ones if they remain hidden and

unsupervised.

Due Process

Data mining also raises due-process issues. As Daniel Stein-
bock notes, “I'he most striking aspect of virtually all antiterrorist data
matching and data mining decisions is the total absence of even the

most rudimentary procedures for notice, hearing, or other opportuni-
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ties for meaningful participation before, or even after, the deprivation
[of liberty] is imposed.”?’ Will those singled out by data mining pro-
grams be able to raise a challenge? Will people have a right to hear-
ings? How long will it take for people to get hearings? Will people
have a right to attorneys? Will people get to correct false data? How?

Suppose you disagree with a profile that repeatedly flags you
as suspicious. You want the government to reexamine the profile. You
want the opportunity to be heard. Will you get a hearing? Probably
not, as the profiles are secret. Data mining proponents argue that if
the profiles are revealed to the public, then the terrorists will be better
able to take steps to evade them.

But what kind of meaningful challenge can you make if
you're not told about the profile that you supposedly matched? How
can our society evaluate the profiling systems if we are kept in the
dark?

Predictive determinations about one’s future behavior are
much more difficult to contest than investigative determinations
about one’s past behavior. Wrongful investigative determinations can
be addressed in adjudication. But wrongful predictions about whether
a person might engage in terrorism in the future are not often ripe for
judicial review. Nevertheless, people may experience negative conse-
quences from such predictive judgments, such as being denied the
ability to travel or being subject to extra scrutiny.

Imagine trying to refute a predictive judgment made about you:
DATA MINER: Your pattern of behavior indicates that you might
engage in terrorism in the future.
you: I'm innocent.
DATA MINER: You just haven’t done anything yet.
YOU: So it doesn’t matter that I'm innocent?

DATA MINER: Just because you haven’t done so now doesn’t meant
you won't do so in the future.
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you: How do I prove that I won’t do something I haven’t done yet?

DATA MINER: You can’t. That’s why we want to watch you for the
rest of your life.

you: Why do you think I'm going to commit terrorism in the
future?

DATA MINER: We can’t tell you that. Then you would change your
behavior and we couldn’t detect future terrorists like you.

you: But I'm not going to be a terrorist.

DATA MINER: Only because we'll be keeping you under extra scru-
tiny.

In the real world, you’d never have this conversation, because
you'd never be privy to any details about the data mining. Earlier I
mentioned the resemblance between some privacy problems and the
dystopia of Franz Kafka’s The Trial. Katka wrote about a hapless man
who was arrested but never told the reason why. The man became
obsessed with finding out more, including what was going to happen
to him and how he could prove his innocence. Despite his efforts, he
could never find out the charges against him, let alone refute them.
Data mining can throw people into the same kind of bureaucratic
morass—they are deemed suspicious but can’t find out why and so

can do nothing to refute the suspicion.

Transparency

The key problem with data mining is that it is hard to carry
out with transparency. Transparency, or openness, is essential to pro-
mote accountability and to provide the public with a way to ensure
that government officials are not engaging in abuse. “Sunlight is said
to be the best of disinfectants,” Justice Brandeis declared, “electric
light the most efficient policeman.”?! As James Madison stated: “A

popular government without popular information or the means of
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acquiring it is but a prologue to a farce or a tragedy or perhaps both.
Knowledge will forever govern ignorance. And a people who mean to
be their own governors must arm themselves with the power which
knowledge gives.”??

One problem with many data mining programs is that they
lack adequate transparency. The programs are secret because reveal-
ing the patterns that trigger identification as a possible future terrorist
will tip off terrorists about what behaviors to avoid. This is indeed a
legitimate concern. Our society, however, is one of open government,
public accountability, and oversight of government officials—not one
of secret blacklists maintained by bureaucracies. Without public ac-
countability, unelected bureaucrats can administer data mining pro-
grams in ways often insulated from any scrutiny at all. For example,
the information gathered about people for use in data mining might
be collected from sources that don’t take sufficient steps to maintain
accuracy. Without oversight, it is unclear what level of accuracy the
government requires for the information it gathers and uses. If pro-
files are secretly based on race, speech, or other factors that society
might find troublesome to rely upon, how can this fact ever be aired
and discussed? If a person is routinely singled out based on a profile
and wants to challenge the profile, there appears to be no way to do
so unless the profile is revealed.

The lack of transparency in data mining programs makes it
nearly impossible to balance the privacy and security interests. Given
the significant potential privacy issues and other constitutional con-
cerns, combined with speculative and unproven security benefits as
well as the availability of many other alternative means of promoting
security, should data mining still be on the table as a viable policy
option? One could argue that data mining at least should be investi-
gated and studied. There is nothing wrong with doing so, but the cost
must be considered in light of alternative security measures that might

already be effective and present fewer potential problems.
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When Should the Government Be Permitted to
Engage in Data Mining?

As you can probably deduce, I'm not a big fan of data mining when it
is done by the government. I don’t reject all government data mining.
In particular, I support government data mining when there’s a spe-
cific threat and specific information about the likely perpetrators. |
don’t support data mining when it is done to make general behavioral
predictions. When data mining is done in this general predictive way,
it is essentially a dragnet search—casting a giant net to see what it
brings in. In many ways, this practice resembles general warrants, the
broad fishing expeditions for criminal activity that the Framers of the
Constitution wanted to curtail when creating the Fourth Amendment.

To make things more concrete, consider the following hypo-

thetical situations:

The Ticking Bomb

Suppose the FBI receives a tip from a credible source that
two young males, both naturalized U.S. citizens, who are Muslim and
who were born in Saudi Arabia, have rented a U-Haul truck and are
planning to use it to detonate a bomb tomorrow at a building in Los
Angeles. The source says that he met the two males at his mosque,
which has more than one thousand worshipers. This is all the infor-
mation the FBI agents have. Agents scramble to investigate.

The FBI secks the records of the people who attend the
mosque and the records of U-Haul. The FBI wants to cross-reference
these two sets of records to identify any male member of the mosque
who rented a U-Haul. Should the FBI be able to obtain the records?

Yes. I support this form of data mining, so long as it is con-
ducted with adequate judicial oversight. I support it because the data

mining begins based not on a hunch, not on some abstract profile,
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but on a tip that points to specific information about a specific attack.
Given the time pressures and the need for more information, com-
paring the records will help pinpoint the identities of the potential
attackers. The justification to see the records is far from speculative.
I would require strong judicial oversight. I'd require the gov-
ernment to explain the nature of the tip to a court (to ensure that the
tip is legitimate). Because the records of the mosque implicate free-
dom of religion, I'd be extremely careful in allowing the government
to use them. I'd first require the government to show why the U-Haul
records alone won't be sufficient to narrow down their investigation.

I'd also require the government to destroy the records after using them.

Suspicious Flight Students

Suppose a recent terrorist had attended flight school and was
of Middle Eastern ethnicity. The government wants to single out all
people who match this profile for further investigation.

This is a form of predictive data mining, and I believe its costs
outweigh its benefits. Unlike the ticking bomb scenario, there is no
specific threat. The government is just on the hunt for people it thinks
are suspicious. There isn’t a tip or any other evidence to suggest that
the particular pattern of behavior is connected to future terrorist
plotting. The fact that prior terrorists went to flight school is not suf-
ficient to justify a profile that flags everybody of a particular ethnicity
with the ambition to be a pilot.

Airline Passenger Screening

Suppose the government develops a profile of a likely terrorist
that it uses to determine who should be subjected to extra screening

at the airport or denied the opportunity to fly.
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[ would restrict this form of data mining. The profile is likely
to be too speculative, and there are no guarantees that the profiles
don’t single out people based on race, ethnicity, speech, religion, or
other factors. There is not sufficient transparency. Nor are there pro-
tections to ensure accuracy or to afford people due process when they
are systematically singled out for extra screening or not allowed to fly.

“But isn't it silly for the screeners to search grandma?” one
might ask. “We all know the terrorists are young Middle Eastern
males. Let’s search them instead.”

While it is true that in the past many terrorists have been
young Middle Eastern males, this hasn’t always been the case. Females
as well as non—-Middle Eastern people have engaged in terrorism.

Is it likely that grandma is a terrorist? No. But the odds are
incredibly low that any one person is a terrorist. Finding a terrorist
among the millions who travel each day is like finding a needle in a
haystack. An individual fitting a profile may be statistically likelier to
be a terrorist than someone who doesn’t fit it, but the chances are still
very small. Thus the costs associated with data mining outweigh the
relatively slight chance that it will detect a terrorist. People shouldn’t
be systematically treated worse than other people for factors they have
no power to change. A traveler shouldn’t have to spend hours longer
at the airport than other people just because he is a young male of
Middle Eastern descent. He shouldn’t have to miss flight connec-
tions. He shouldn’t have to be constantly patted down. His flying
shouldn’t be made more onerous and less dignified than that of other
people just because of his ethnicity or other characteristics. If the pro-
file is based on his behavior, then he shouldn’t have to refrain from
doing things he’s legally entitled to do. He shouldn’t have to answer
to government officials for who he is or what he does. Otherwise, he’s
being treated no longer as an equal but as someone who is inherently

suspicious. No law-abiding citizen should be treated this way.
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Skepticism about Data Mining

The government is currently seduced by data mining. It is not clear,
however, that data mining warrants the attention and resources it cur-
rently receives. When we balance privacy and security, the goal
should be to select the most effective security measures and to ensure
they are properly regulated and overseen. The case hasn’t been made
that data mining is effective. Adequate ways to regulate and oversee it
haven’t been proposed. Its lack of transparency serves as a major im-
pediment to any meaningful balancing of its security benefits and pri-
vacy costs.

One day, data mining might become an effective security
tool. But for now, proponents of data mining must justify how its prob-
lems can be addressed and why it is better than alternative, less trou-

blesome security measures. They haven’t done so thus far.
y
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The Luddite Argument, the
Titanic Phenomenon, and the
Fix-a-Problem Strategy

here’s a major push going on to improve the accuracy of iden-

tification. New technologies of biometric identification are

being developed and promoted, based on physical characteris-
tics such as DNA, voice, and eye patterns. Once biometric identifica-
tion is perfected, supporters argue, people will no longer be able to
engage in fraud and pretend to be people they aren’t.

When one points out privacy concerns, proponents reply that
we should embrace new technology, not resist it like Luddites. But
in many contexts, those who rush to embrace new technologies fail
to heed what I call the “Titanic Phenomenon.” The designers of
the Titanic had such hubris, such dead certainty of its unsinkability,
that they didn’t provide enough lifeboats. While many new security
proposals have great upsides, proponents are not giving adequate
thought to the consequences if they fail. These consequences can
prove catastrophic.

In this chapter, I'll explain the paradox at the core of the Ti-
tanic Phenomenon—the very things that make new technologies
preferable to older ones ironically become their greatest liabilities.
We shouldn’t resist new technology, but we must be more cautious in

how we implement it.
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The Promise and Perils of Biometric Identification

For quite a long time, politicians have been concerned about how
easy it is to obtain a fraudulent driver’s license or to otherwise spoof
identity. In 2005, in an effort to provide greater security from terror-
ism, Congress passed the Real ID Act, requiring states to demand
more verification documents before issuing driver’s licenses.! The act
has proven costly for states, resulting in considerable backlash.

Proposals for improved identification keep popping up, a re-
cent example being a proposal by Senators Charles Schumer and
Lindsey Graham. Under their proposal, all U.S. citizens and legal
immigrants would have to possess a special biometric identification
card to obtain jobs. These cards would be issued by regional Social
Security offices. The cards would be “tamper proof.”?

Biometric identification promises more accurate security.
Technology exists to identify people based on various immutable
bodily features and characteristics, such as one’s retina pattern, gait,
facial features, and even body odor. The idea of using biometrics
began with a French police official named Alphonse Bertillon, who
in 1883 developed a system of identification based on bodily mea-
surements such as the length of one’s feet, the shape of one’s head,
tattoos, and scars.> The most common form of biometric identifica-
tion today remains the fingerprint. Since each person’s fingerprint is
unique, states Michael Chertoff, the former secretary of the Depart-
ment of Homeland Security, fingerprints “make ideal identifiers or
ways we can separate real people from impersonators. Simply stated,
fingerprints do not lie.”*

Proponents of biometric technology argue that we shouldn’t
let terrorists get fake IDs. They argue that our identification system is
in the Stone Age and that we need to modernize it with new technol-
ogy. According to the sociologist Amitai Etzioni, “If individuals could

be properly identified, public safety would be significantly enhanced
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and economic costs would be reduced significantly.”” Because it al-
lows us to be identified by our body parts, biometric identification
might obviate the need to carry around a card or identification docu-
ment. We can just look into an eye scanner or touch a pad.

Privacy advocates argue that a national identification system
will give the government too much power. Historically, national iden-
tification systems have been used for pernicious purposes, such as
rounding up people for genocide. An identification system can read-
ily become a tool for greater government surveillance and can be
used to track people’s movement.®

I'm sympathetic to some of these arguments, but the point I
want to make about the Titanic Phenomenon addresses what I call
the “Luddite argument.” This is the argument made by many security
proponents that those opposed to new security technologies are Lud-
dites, a term originally used for a group who protested the mechaniza-
tion of the Industrial Revolution in the nineteenth century. As Stew-
art Baker, the former assistant secretary for policy at the Department
of Homeland Security, argues: “I have no sympathy for privacy cru-
saders’ ferocious objection to any new government use of technology
and data.” He continues: “[W]e can no longer afford the forced in-
efficiency of denying modern information technology to govern-
ment.” He then charges that privacy advocates are Luddites who

“sound alarm after alarm” with the slogan “Change is bad.””

The Titanic Phenomenon

If we are mindful of the Titanic Phenomenon, we should think about
the consequences of what can go wrong before embracing a new
technology. There’s a common saying that “the bigger they are, the
harder they fall.” Biometric data is taking identification to a whole
new level, and I'm not sure we're ready for it. In addition to the con-

cerns privacy advocates raise about government power, there’s an-
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other danger to biometric identification —the possibility of a data leak
or breach.

Biometrics depends upon matching people’s physical charac-
teristics to information in a database about those characteristics. Sup-
pose you go to open a door with a fingerprint reader. You put your
fingerprint on the reader, and the door opens if you're authorized to
enter. The technology works by reading your fingerprint and match-
ing it with data stored about your fingerprint in a database.®

If the database with your information falls into the wrong
hands, then fraudsters might have your fingerprint . . . or your eye
pattern or DNA. They can then use this information to spoof your
identity. For example, a fraudster can fool an eye scanner by holding
up a high resolution photo of a person’s iris. One technologist used
fingerprints left on glass to create a fake finger, which worked on the
eleven fingerprint readers he tried. A study in Germany concluded
that “[a]ll tested fingerprint readers were defeated with artificial finger-
prints.”” Older identification technologies, such as passwords and ID
cards, can readily be changed and replaced if lost. Biometrics cannot.

The consequences of such a data leak are catastrophic be-
cause people can’t readily change their fingerprints or eyes—unless
they live in the science fiction world of Minority Report. Set in the
future, the movie starred Tom Cruise as John Anderton, who lives in
a society where everybody is identified by eye scans. As a person walks
down the street, iris scanners detect who he is and trigger the broad-
cast of advertisements tailored to the passerby’s profile. When a crime-
prevention system predicts that Anderton will commit murder in the
future, he goes on the run. To avoid detection, he gets an eye trans-

t.19 In today’s world, however, you can’t replace your eyes. If

plan
someone obtains the data to spoof your eyes (or any other physical
characteristic to identify you), you're out of luck.

To make the problem worse, the current state of data security

technology is fairly poor. Since 2005 millions of records of personal
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information in databases have been hacked or leaked. Despite exten-
sive media attention to the issue, the problem persists. According to
one tally, 357 million records were compromised between 2005 and
2010." There clearly is a problem with data security, and it shows
little sign of being solved.

Biometric identification isn’t inherently bad. The problem is
that we don’t have the appropriate legal architecture in place to use it
responsibly. This isn’t a Luddite argument. Instead, it's an argument
that we should be better prepared to handle the new technologies we
create. Those who rush headlong into embracing new security tech-
nologies strike me as being impatient. They bully anybody who calls
for caution with the charge of Luddism.

I'm willing to bet that there will be some big leaks of biomet-
ric information in the future. I can see the data security breach noti-

fication letters already:

Dear John Doe:

We regret to inform you that your biometric data, includ-
ing eye scan, fingerprint, DNA, and other information, has been
leaked. An employee took it home on a laptop, and that computer
was stolen by identity thieves. Your biometric information might
be used fraudulently in the future. Please be assured we're working
diligently to locate your lost data. Also be assured that we have hired
scientists to develop new surgical techniques to change your eyes,
fingerprints, and DNA, and that when such procedures become
available, we will offer them to you at a discounted price. We sin-
cerely apologize for the inconvenience.

Cheers,

Your Friends at the FBI

There currently isn’t a good regulatory system in place to guard
against abuses in the system or to provide oversight. As I've illustrated

throughout this book, the law dealing with privacy and security hasn’t
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dealt well with technologies that have already been implemented. As
the technologies become more powerful, we need to improve the
legal environment so that new technologies don’t compound existing
problems. Instead of dismissing the complaints of privacy advocates as
the cries of Luddites, we should get to work on building the appropriate
legal infrastructure before we implement potent new technologies.

[ am not against biometric identification. The technology is
more accurate than our current methods of identification. But we're
not ready for biometric identification unless we have a plan in case it
fails. Heeding the Titanic Phenomenon is a call not for stopping new

technologies but for caution and thoughtfulness as we move forward.

The Fix-a-Problem Strategy

Proponents of new technologies such as biometric identification con-
tend that we shouldn’t wait to deploy these technologies because ter-
rorism is too grave a risk. There’s a real security problem, they argue,
and we must act quickly to fix it.

One of the strategies behind certain arguments in favor of
heightened security is to point to a problem and argue it should be
fixed—what I call the “fix-a-problem strategy.” Those supporting im-
proved identification are indeed correct that our current system of
identification is flawed. There is definitely a problem. Moreover, the
identification problem affects security. So it is hard to counter the
argument that we must improve our identification system in order to
enhance security—especially when new technologies such as bio-
metrics exist that might do so.

But there is often an unjustified assumption in the fix-a-
problem strategy —that we should rush to fix the problem government
officials complain about before fixing other problems. Why should
the identification problem be given such a high priority? Security of-

ficials haven’t explained why the identification problem is one of the
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most pressing ones for security from terrorism. Improved identifica-
tion might address security problems such as fraud. But it isn’t clear that
faulty identification significantly facilitates terrorism. Since we don’t
have infinite money and unlimited resources, we must address the
most important problems first. Unless proponents provide a convine-
ing case for the immediate necessity of improved identification, we
should wait a little while until we’re ready to handle the consequences.

Of course, we shouldn’t ignore the problem. But why the
rush? We should prioritize the problems we want to fix before hurry-
ing to resolve the first one we can identify. Being careful is especially
important when the fix involves powerful new technologies that can

wreak havoc if not properly implemented.

The Case for Caution

Time and again, when new security technologies emerge, policymak-
ers rush headfirst toward adopting them, resolving to protect privacy
but ultimately setting the issue aside to be dealt with later. The atti-
tude seems to be to play with the technology first, then worry about its
consequences later.

Instead, I propose a different way to go about the process. We
should prepare for new technologies as diligent parents prepare for a
baby. They have the crib already set up before the baby arrives. Like
these diligent parents, we should be prepared before new technology
is implemented. The technologies are often not the problem —it’s our
law that’s the weak link. So before we rush into a debate over whether
to adopt new technologies, we should at least agree to prepare for

them first and to have a plan ready in the event they fail.
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urrently, when privacy is balanced against security, the scale is

rigged so that security will win out nearly every time. When we

are balancing rights and liberties against government interests,
it is imperative that the balancing be done appropriately. Security and
privacy often clash, but there need not be a zero-sum tradeoff. There
is a way to reconcile privacy and security: by placing security pro-
grams under oversight, limiting future uses of personal data, and en-
suring that the programs are carried out in a balanced and controlled
manner.

With awareness of the faulty arguments in the debate, with
knowledge about how the law works, and with pragmatic ideas and
solutions, it is possible to have a productive discussion about how to
balance privacy against security. Whether you agree with me or not
about how to balance privacy and security, I hope you agree that we
should move past some of the stale, unproductive arguments often
made in the debate. Instead of the usual arguments—the nothing-to-
hide argument, the all-or-nothing fallacy, the pendulum argument—
let’s focus on the more meaty and important issues: What are the
problems certain security measures cause for privacy and civil liber-

ties? How can these problems be ameliorated? What kind of oversight
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should we have over the security measure? How effective will the se-
curity measure be? Can we protect privacy in ways that won’t substan-
tially reduce the effectiveness of the security measure?

Polltakers are asking the wrong questions, making it sound as
though we must either surrender to unlimited government infor-
mation gathering or let the terrorists roam free without trying to de-
tect them. The law often is unhelpful, for it is stuck in a similar mire.
The Fourth Amendment fails to protect a vast array of government
information-gathering activities, and the amendment is becoming
ever less relevant in the digital age. The electronic surveillance stat-
utes are virtually obsolete. The result is that government information
gathering is creating a host of problems that the law refuses to address.
Regulation and oversight shouldn’t turn on the happenstance of where
such records are located. Changing technology that increasingly lo-
cates information outside people’s homes shouldn’t cause it to fall out
of the regulatory regime. Instead, the law should look to the nature of
the information and provide protection whenever the government’s
gathering of it invades privacy, inhibits First Amendment—protected
activities, or causes other problems of reasonable significance.

When you cut past the rhetoric and look at the consequences,
the gist of many security arguments is simply: “Don’t regulate us!”
When you hear critiques of the broader coverage of the Fourth
Amendment or electronic surveillance statutes, focus on the conse-
quences. The result of the triumph of such arguments will often be
no oversight, no regulation, no limitation, and no accountability.

As a pragmatist, I believe that we should cut through all the
game playing. When we examine a security measure, we should ask

basic questions:

1. Does it work well?
2. Does it cause any problems for privacy and civil liberties?
3. What kind of oversight and regulation will resolve or ameliorate

these problems?
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4. If there must be a tradeoff between privacy and security, to what
extent should a security measure be limited to protect privacy?
How much will these limits impede the effectiveness of the
security measure? Are the benefits of the regulation worth the

cost in reduced effectiveness?

We must be rigorous in the way we evaluate security mea-
sures. The result might not only be better privacy protection but also
more thoughtful and effective security. Curtailing ineffective security
measures is often a victory not just for privacy but for security as well,
since it might lead to the pursuit of better alternatives.

Some argue that we should be more trusting of our govern-
ment. Despite some overreaching—even despite J. Edgar Hoover—
the U.S. government never came close to becoming Big Brother.
Those who would privilege security over privacy argue that fears of
our descent into a totalitarian society are overblown. They contend
that we should give security officials wide flexibility and discretion to
respond quickly to address security threats.

But in a healthy democracy, government should never say
“trust us.” A healthy democratic society is one whose government
never demands your blind trust. That’s because strong rules and pro-
cedures are in place to ensure that the government doesn’t get out of
line.

There are real solutions out there, and approaches worth de-
bating and discussing. Once we get rid of all the impediments to
meaningful debate, we can finally have the kind of discussions we
need to have. We can make progress in this debate when we recog-
nize that both privacy and security are important and worth protecting.

This book isn’t meant to be the end of the debate. I certainly
haven’t resolved all the questions. What I hope I've accomplished is
to point out some of the flawed arguments in the debate and to cor-

rect myths about the law. I hope I've demonstrated how the law often
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forgets about the problems it must solve and the core principles it
must promote.

So let the debate begin anew, but let it be more productive
this time. Let’s finally make some headway. If we get rid of all the
noise and confusion, we can focus on what works and what doesn't.
We can come to meaningful compromises. We can protect privacy as

well as have effective security.
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